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Document Number: XX150,0LV150-6.07-03 Overview

Application I - Real-time Protocol Analysis

Section 1.0 Overview

1.1 Introduction

The Global System for Mobile communications is a digital cellular communications system. GSM
standards are used to provide the interface between the various entities in GSM network.

GSM networks presently operate in three different frequency ranges,

. GSM 900 (operates in the 900 MHz frequency range; is used in most parts of the world - Europe,
most of Asia, Australia, Africa, Middle East).

. GSM 1800 or DCS 1800 (operates in the 1800 MHz frequency range; is found in a number of
countries including France, Germany, Switzerland, the UK, and Russia).

. PCS 1900 or DCS 1900 (used in the United States and Canada).

The differences between these appear to be minor and mainly confined to power levels, frequency, and
minor changes in signaling.

GL’'s GSM Analyzer is used to analyze GSM protocols, a switching and signaling telecommunication
protocol between MSC & BSC, BSC & BTS, MSC & SMLC, UMA & MS, and so on. Also supports
proprietary 'Mobis' Interface (Motorola equivalent of the GSM A-bis interface) with additional license
(XX151). This includes messages between BSC (Base Site Controller) - BTS (Base Transceiver Station)
and BSC (Base Site Controller) - PCU (Packet Controller Unit)

HDLC frames are parsed according to Q.921, SS7 information parsing is based on ANSI and ITU
standards: T1.111, T1.112,T1.113, Q.703, Q.704, Q.708, Q.723, Q.763 & GSM information parsing is
based on 3GPP TS 08.08, 3GPP TS 24.008, 03.40, 3GPP TS 04.11, 3GPP TS 08.58, 3GPP TS 04.18.
MTP2 is parsed according to ANSI-ITU standards and the higher GSM layer information parsing
depends on the user's selection of GSM 900, DCS 1800 & PCS 1900 according GSM variants.

GL Communications supports the following types of GSM analyzers:

. Real-time GSM Analyzer (Pre-requisites: GL's field proven E1 or T1 internal cards or Laptop E1 or
T1 external units, required licenses Windows XP (or higher) Operating System)

o Offline GSM Analyzers (Pre-requisites: Hardware Dongles and Windows XP (or higher)
Operating System)

1.2 Main Features

. Interfaces supported are

A (Interface b/w BSC and MSC)

A-bis (Interface b/w BSC and BTS)

Mobis (Motorola Proprietary Interface b/w BSC and BTS and also b/w BSC and PCU)
Gs (Interface between SGSN and MSC)

Ls / Lb / Lp Interface (Interface between MSC and SMLC)

Up (Interface between UNC (UMA network controller) and MS)

. Displays Summary, Detail, Hex-Dump, Statistics, and Call Detail Views.

. Summary View displays MTP2, MTP3 information, GSM Message types, information about various
channels used during the call, frequency hopping, and etc in a tabular format.

YV V. V V V VY

. Detail View displays decodes of a user-selected frame from the summary view.

. Decoding of many RR layer non-transparent messages such as ‘System Information’,
‘Measurement Result’, ‘Immediate Assignment’ etc.

. Statistics View displays statistics based on frame count, byte count, frames/sec, bytes/sec etc for
the entire captured data.

. Call Detail View displays call statistics such as number of active/completed calls, durations of the
completed calls, Type of Call (e.g. SMS/Location Update/Authentication/Speech Call), IMSI/TMSI
associated with each call.

. Call Detail Recording feature includes data link groups that help in defining the direction of the
calls in a given network and form logical groups comprised of unidirectional (either ‘Forward’ or
‘Backward’) data links.
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Hex dump View displays raw HDLC frame data as a hexadecimal and ASCII octet dump
Search and filtering capabilities.

Exports Summary View information to a comma delimited file for subsequent import into a
database or spreadsheet.

Capability to export detail decodes information to an ASCII file.
Remote monitoring capability using GL's Network Surveillance System.

Additional features supported by real time GSM analyzer are:

Streams can be captured on the selected time slots (contiguous or non-contiguous), sub-channels
or full bandwidth.

Real-time filtering based on the frame length.

Supports decoding of frames with FCS of 16 bits and 32 bits, or none.

Recorded trace files can be played back using HDLC playback application.

Frames can be transmitted/captured in either, n x 64 kbps, or n x 56 kbps data channels.

Multiple streams of GSM traffic on various T1/E1 channels can be simultaneously decoded with
different GUI instances.

The variations accommodated in the software are inverted or non-inverted data, and byte reversal
or non-reversal.

Additional features supported by Offline GSM Analyzer:

Trace files for analysis can be loaded through simple command-line arguments.
Multiple trace files can be loaded simultaneously with different GUI instances for offline analysis.

1.3 Offline Protocol Analyzer

GL's offline protocol analyzers are available as optional software. Functionally, they are similar to real-
time protocol analyzers that are integrated with T1E1 Analyzers.

However, with Offline Protocol Analyzers, user can only decode the pre-captured files from any remote-

site.

1.4 Supported Protocols
A Interface (variants GSM 900, DCS 1800, PCS 1900)

MTP2 - Q.704, ITU-T Blue Book / ANSI T1.111-1996

MTP3 - Q.703, ITU-T Blue Book / ANSI T1.111-1996

SCCP - Q.713, CCITT (ITU-T) Blue Book / ANSI T1.112-1996
BSSMAP - 3GPP TS 48.008 10.0.0

MM & CC - 3GPP TS 24.008 V5.2.0

SMS - 3GPP TS 03.40 V7.5.0 & 3GPP TS 04.11 V7.1.0

Group Call Control - 3GPP TS 44.068 V9.0.0 is implemented to support VGCS (Voice Group Call
Service) feature for GSM-R (Global System for Mobile Communications - Railway)

Broadcast Call Control - 3GPP TS 44.069 V9.0.0 is implemented to support VBS (Voice Broadcast
Service) feature for GSM-R (Global System for Mobile Communications - Railway)
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Abis Interface (variants GSM 900, DCS 1800, PCS 1900)

LAPD - Q.921, CCITT (ITU-T)

BTSM - 3GPP TS 08.58 v8.6.0

RR - 3GPP TS 04.18 v8.13.0

MM & CC - 3GPP TS 24.008 V5.2.0

SMS - 3GPP TS 03.40 V7.5.0 & 3GPP TS 04.11 V7.1.0

Group Call Control - 3GPP TS 44.068 V9.0.0 is implemented to support VGCS (Voice Group Call
Service) feature for GSM-R (Global System for Mobile Communications - Railway)

Broadcast Call Control - 3GPP TS 44.069 V9.0.0 is implemented to support VBS (Voice Broadcast
Service) feature for GSM-R (Global System for Mobile Communications - Railway)

Gs Interface (variants GSM 900, DCS 1800, PCS 1900)

MTP3 - Q.703, ITU-T Blue Book / ANSI T1.111-1996

MTP2 (Layer 2) - Q.704, ITU-T Blue Book / ANSI T1.111-1996
SCCP - Q.713, CCITT (ITU-T) Blue Book / ANSI T1.112-1996
BSSAP+ - 3GPP TS 29.018 V6.0.0 (2004-06)

Lb, Ls, Lp-Interfaces

RRLP - 3GPP TS 44.031 V 7.5.0
BSSLAP - 3GPP TS 29.018 V6.0.0 (2004-06)

SMLCPP -3GPP TS 48.031 V 6.6.0

LLP -3GPP TS 44.071 V 6.0

BSSAP-LE (BSSMAP-LE/DTAP-LE)

SCCP - Q.713, CCITT (ITU-T) Blue Book / ANSI T1.112-1996
MTP3 - Q.703, ITU-T Blue Book / ANSI T1.111-1996

MTP2 (Layer 2) - Q.704, ITU-T Blue Book / ANSI T1.111-1996

UP interface

UMA Protocols (Stage 3) R1.0.4 (2005-05-02)

» TS 24.008, Mobile radio interface layer 3 specification, Core Network Protocols - Stage 3
» TS 25.331, RRC Protocol Specification

» TS 44.018, Mobile radio interface layer 3 specification

» TS 48.018, Base Station System (BSS) - Serving GPRS Support Node (SGSN)

> TS 48.008, BSS GPRS Protocol (BSSGP)

» TS 45.008, Radio subsystem link control

TCP , UDP - RFC 793, RFC 768

IP - RFC 791

MAC

Mobis Interface (requires additional license)

LAPD - Q.921, CCITT (ITU-T)

Mobis

RR - 3GPP TS 04.18 V8.13.0

MM & CC - 3GPP TS 24.008 V5.2.0

SMS - 3GPP TS 03.40 V7.5.0 & 3GPP TS 04.11 V7.1.0

Group Call Control - 3GPP TS 44.068 V9.0.0 is implemented to support VGCS (Voice Group Call
Service) feature for GSM-R (Global System for Mobile Communications - Railway)

Broadcast Call Control - 3GPP TS 44.069 V9.0.0 is implemented to support VBS (Voice Broadcast
Service) feature for GSM-R (Global System for Mobile Communications - Railway)
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User Interface and Options

Section 2.0 User Interface and Options

2.1 Installation

The real-time protocol analyzer is available as optional software with the GL's T1/E1 analyzer. Users
require a GL's license to integrate the protocol analyzer with already existing T1/E1 Analyzer. Once the

license has been installed properly using license installer, the application can be invoke
in the following section.

For installing offline and remote protocol analyzers, first install T1 E1 hardware, server

d as explained

software, and

HDLC capture software. At the remote site, install the GUI based Offline/Remote protocol analyzer
application. For more details on installation of offline/remote protocol analyzer, refer to section
Appendix A: Filter and Search Criteria. For details on installing T1E1 Analyzer, refer to T1E1

Installation User Manual for the required Windows® operating system.

2.2 Invoking Real-time Protocol Analyzer

Double-click the T1/E1 Analyzer icon located on the desktop to invoke the application. The T1/E1

Analyzer executable is located in the directory “\Program Files\GL Communications Inc’

. From the main

window of T1/E1 Analyzer, click Special Applications > Protocol Analysis and select the required

protocol analyzer as shown below:

& T1 tProbe - Analyzer
File Config “ew Monitor IntrusiveTest | Special Applications Window Help

=10] x|

HOLC Analysis
HOLE Playback

Pratocol Analysis

|ESF (193E)  ~||Inward Loopback(D’ s-port] v ||Card #

Protocol Emulation

=l

Prokocol Identifier & Classifier

BT

windows Client Server (WCS) k

Recaord | Playback File 3 ISDM Analysis

Dial Digits 3 557 Analysis

Call Capture & Analysis 3 GSM Analysis

Phwsical Laver Manitar 3 GPRS (Gh) Analvsis

Echo Test Saolutions 3 GPRS (IP Gx) Analysis
UMTS Analysis

MC?FRT’ HDL(_:’ TRA ¥ Groans Analysis

Eacility Data Link 3

AudioBridge, StripChart 3 Frame Relay Analysis

AT Analysis

o litsy & 13
Yoice Quality Assessmer PPP Anialysis

MultiplesDemultiplex

TRAL Analysis
Trau Traffic Playback
Trau Toolbox

Lucent
CDMA 2000

551 Signaling Analysis
Signaling Bit Transitions

IEarcH 'I

—F [fudio]
—Tu[F In)
Gain(dB]

0.0 dB

+

TS
ID _lj :
[ Insert —r/;

[~ Speaker

— R« [WF Out]—
Gain[dB]

0.0 dB

L=

[~ Speaker

Set 0-dB |

WF imped. Mic
go0 -

55M Analysis [

Figure 1: Invoking the Protocol Analysis
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2.3 User Interface

The user interface comprises of main menu, toolbar, sub menu toolbar and different views, which
includes Summary View at the top, followed by the Detail, Hex Dump, Statistics, and optional Call
Detail View at the bottom as shown in the figure below:

[}'-'"EESM Protocol Analysis A-Interface GSMIDD 1Ol =]
File ‘iew Capture Statistics Database  Call Detail Records  Configure  Help

TIME [Relative] F =

1 12 1] 00:00:00.000000 24 28 1 37 1_l Summary
A 12 1 (00:00:00.000000 4 28 1 7 1. View

i[ ) - I o i e e 2 o L‘I_I

Cardl TimeSlot=12 Frame=0 at 00:00:00.000000 O Len=24 i’

HDLC Frame Data + FCS -
============ YTP2 Layer =====s======= = E:f_ta'l
ESH = 0011100 (28} - [

« | »

Hex Dump of the Frame Data

9C A5 2B 83 24 Fe 93 C4 06 78 89 98 00 02 00 06 1E+15514 =11 ]

01 80 03 05 29 37 3F F7 | I

4| | i

| 5 Device #

1 —
—] Statistics
o

Call D | Call Stetus | Call Stert Date & Time | Call Duration | Dewia | 75| oPC | DPC | call Type | Mob. 1D (Calingt) | hob1D2iC

— Call Trace
View

4| | i

A

Off-line Viewing |CH\Program Fileshal Commurii [137 Frames [

Figure 2: Summary, Detail, Hex dump, Statistics Views

The main menu tool bar comprises of File, View, Capture, Statistics, Database, Call Detail Records,
Configure, and Help menu.The main menu and the tool bar are used to select an operation to perform.
The status fields at the bottom of the window display miscellaneous status information. Most of the
operations can be performed either using the main menu or the corresponding tool button.

The features under these menus are explained in detail later, in this document.

The protocol analyzer opens with Summary, Detail and Hex Dump as default panes. Statistics and Call
Detail are optional panes, which can be viewed if required. User have the options to set the required
panes by using Views > Define Views. The splitter separating the summary, detail and hex dump
views can be adjusted according to user preferences. The summary view columns can be resized and
reordered.

. Summary View displays various columns such as Dev#, Frame Number, Time, Length, Error,
Src/dest IP addresses, Frame Type, and so on.

. User selects a frame in the Summary View to get the detail protocol field information in the Detail
View.

. Raw data for the selected Summary View frame is displayed in the Hex-dump View in HEX and
ASCII formats.
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Section 3.0 File Menu Features

3.1

The File menu includes following submenus -
. Start Real-time

. Stop
. Off-line
. Close

. Save As

. Save As and Close
. Export Details

. Export Summary

File

Skart Real-time
Shop [Fause]
CfF-line

Close

Impark

Save fs and Clase, .,
SavE &5

Primk. ..

Expart Details ..
Expork Surmmars ...

Figure 3: File Menu Options
Start Real-time

Users can capture and analyze frames in real-time and record all or filtered traffic into a trace file. The
recorded trace file can then be analyzed offline and exported to ASCII file, or printed.

= Note:
This feature is applicable to real time analyzer only.

To start the real-time analysis:
. Click File >Start Real-time

. Click Start Real-time i * from the toolbar

After you click the Start Real-time button, a warning message for overwriting the temporary trace file
is displayed. If you want to overwrite click Yes, else, click No and save it as a new file in the desired
location. This new file replaces the default specified in the capturing options dialog.

- |
'}.

R./ File "C: Temp.Hdl" exists, Do you want to overarite the file with new information?

Yes Mo |

Figure 4: Saving the trace file

The real-time analysis is used to capture data on one or multiple T1/E1 lines on the specified timeslots
simultaneously during transmission. The captured data is always stored in a temporary file. Before
capturing is started, the capturing options and timeslots must be set. These settings are saved in the
Windows® registry and can be reused between analyzer sessions.

The Real-time analysis procedure entails the following steps to be performed:

GL Communications Inc. 7 May 2011
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1)
2)
3)
4)
5)

6)

Specify the file on which the transmission should be captured using the capture file options (refer
to section Setting Capturing Options for further details).

Specify timeslots and other Stream/Interface selections using Capture > Stream Interface
Selection (refer to section Stream / Interface (Port) Selection for further details).

Specify the way in which the transmission should be captured to additional trace files using the
Periodic Trace Saving option (refer to section Periodic Trace Saving Options).

Start/Suspend the Real-time analysis using the Start/Pause menu options available under the file
menu (Refer to sections Start Real-time and Stop/Pause for further details).

Export captured information from Summary and Detail Views to files as explained in sections
Export Details and Export Summary.

Save current trace with a new file name (Refer to Save As and Close for further details).

The following image shows the real time analysis:

Bl GSM Protocol Analysis Abis PCS1900 -10] x|
Eile Wew Capture 3Statistics Database Call Detall Records  Configure  Help

| 0| <O Alwmme| =le W &[5 S0 [

Devl T5m| Suul Hameﬁl TIME[Hehhvﬂl Lenl Errar |
2T 9 00:00:00.020535 E e
2T 10 00:00:00.022428 47
2T 11 00:00:00.025071 47
- i 12 00:00:00.027636 47
2T 13 00:00:00. 030339 47
00:00:00. ! g

21T 15 00:00:00. D35589 21
2 1T 16 00:00: 00,037 750 E
A2 1T 17 00:00:00.03964 2 E ;l

H{E) 1010000, (&0;) ;l

============ BTSH Layer ============
TEX MGHT. MESG
T-bit = 0 Hon-Traspa:

0001000, TRE Channe!
00011001 RF EESource

Hesz=zage Group
He==zage Tyvpe
Fesource Information
IE Identifier{Re=zInfo) 00010101 Fezource Ii
Length of Resource Info 36 (=m24)
Li=t of Ch. Hum and Inf Level

Tims Slot & = 0oo (03 -
4| | »

Hex Dump of the Frame Data

00 03 7C AD 10 1% 15 24 20 00 28 00 30 00 33 00 |
41 00 49 00 51 00 59 00 &1 0O 6% OO0 71 00 79 00 AT QY ai
04 00 OB 00 02 00 0D 00 OE 00 OF 0o 0OE 93 1

fim

1] |
| runining. Utilization 19,56% '\ Temp. Hdl |Captured 5797 frames | |

Figure 5: Real-time Analysis

m

B

3.2 Stop/Pause

=/ Note:
This feature is applicable to real time analyzer only.

To suspend real-time capturing, follow the steps given below.

Click File > Stop/Pause or
Click Stop o from the toolbar

GL Communications Inc. 8 May 2011



Document Number: XX150,0LV150-6.07-03 File Menu Features

3.3 Opening Trace for Offline Analysis

Off-line analysis is equivalent to transmitting/capturing a file in pre-defined channels and decode
standards. During off-line analysis the users can analyze the pre-captured *.hdl files. To open the trace
for Offline Analysis, follow the steps given below:

. Click File > Off-line as shown in the figure below Or

. Click Off line from a File |§ from the tool bar

open
Look in: | I Gsm | & & e B

=iGem_sprsGsltu_Test1 hdl: (55M-A-55MI00-Test 1 HOL
(35M-Abis-PCS900-Test 1 HOL (55M-A-55MI00-Test2, hdl
(G5M-Abis-PC51900-Capt1 HOL ] G5M-A-PCS1900-Capt 1, HOL
(G5M-Abis-PCS1900-Captz HOL ] GSM-A-PCS1900-Capt2, HOL
G3M-A-DCS1800-Test 1, HOL (55M-A-PC51900-Capt3, HOL
(G5M-A-DCS1800-Test2, HOL (55M-A-PC51900-Captd, HOL

2l

File name:

| GSM_GprsGsitu_Test]

Open I
j Cancel |

Files of type: | HDLC Files [*]

[~ Open az read-only

&
Figure 6: Open a Trace from a File for Off-line Analysis
=10l x|

File Wew Capture Statiskics Database Call Detaill Records  Corfigure  Help

0000100, Dedicated ¢
00101000 MEASuremsnt

Message Group
Hesz=zage Tvpe
Channel numnber

IE Identifieri{Ch Ho}
Time Slot #

00000001 Channel nur

2 23 E-? 1 (00 00 00, 450000 a7
2 23 BV 2 (0 00 0. 960000 a7
2 23 BV 3 (0:00: 01 . 357000 45
N 23 BY 4 (0:00: 01 . 386000 g
W2 23 BTY ] (0 00: 01 . 440000 a7
W2 23 &7 A (00:00: 01342500 47
W2 23 &7 7 (0:00: 02 400000 47 j
C-R = L. 0. Command(Usea|
SAPT = pooooo. . (0)
TEI = poooool. (1) -J
Ctl = .. 11 Tnnumbered
Hodifier Function = Qoo.o0.. UI
PAF = .00 (0
============ HTSM Layer ===s========= =
DEDICATED CH. MGHMT. HESG =
T-bit = .. 0 Hon-Traspail

..... 01o (23 ~

al

| 3

Hex Dump of

the Frame Data

oo 03 03 08

1
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Figure 7: Offline Analysis
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Additionally, the files can be loaded using the command as shown in the figure below:

MWINDOWS' system 32 cmd.exe - | Ellﬂ

Microsoft Windows XP [Uersion 5.1.26801
C(C» Copyright 1985-2001 Micro=zoft Corp.

D:soed D:sProgram FilessGl Communications IncsGsm Analyzer

D:s»Program Files~Gl Communications IncxGsm Analyzepr>GsmProt Gsm~GEM—-Ahiz-PCS7HH@-
Teztl _HDL

D:~Program Files~Gl Communications Inc~Gsm Analyzer>

Figure 8: Open a Trace File from Command Prompt

3.4 Close Trace

To close the trace file, follow the steps given below:
. Select File > Close or

. Click Close trace i from the toolbar.

3.5 Save As and Close

To save the trace file using a different name, follow the steps given below:
. Select File > Save As and Close menu item Or

. Click Save Trace to a Different File Name and Close | El. from the tool bar

saveas 21|
Save in: I ) Gzm j - £ EE-

G5M_GsprsGsItu_Test1.hdl 55M-A-PCS1900-Capt 1 HOL
55M-Abis-PC5900-Test 1, HOL 55M-A-PC51900-Capt2, HOL
G3M-Abis-PCS1900-Capt 1, HOL | B/GSM-A-PCS1900-Capts, HOL:
55M-Abis-PC51900-Capt2, HOL (55M-A-PC51900-Capt4, HOL
G5M-A-DCS1800-Test 1 HOL

(35M-A-DCS1800-Test2 HOL

(55M-A-GSMI00-Test 1, HOL

G5M-A-GSMIN0-Test2, hdl

File name:  |GSM-A-PC51900-Capts Save |
Save as ype; IHDLI: Frame Output Files [ HDL) j Cancel |
S

Figure 9: Save Trace As File Name and Close

This feature is usually used to make sure that trace is saved in a different file than temporary trace file
and will not be overwritten by accident.
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3.6 Save As

To save specific Frames/Packets in a new file or to append to an existing file, follow the steps given
below:

e C(Click File > Save As Or

e Click Save As | -l from the tool bar.
Save As |

— Source Frame / Packetz

LY | € Dizplayed | £ From IEI ko IEI

— Output File

File writing has completed successfully,

T—
ENEREER

= Ovenwiite e,

1] I Canzel |

Figure 10: Save As

. Select All to save all the captured frames

’

. Select From to save all the frames whose frame length ranges within the specified values in *‘min
to ‘max’ text boxes as shown in the above figure

. Select Overwrite to overwrite the existing *.HDL files in the directory with the new captured
frames

. Select Append to append the frames/packets to the already existing *.HDL files in the directory.

Trace file remains open after the “Save As" operation is completed. Close the trace file and verify if
the file has been successfully saved by opening the saved *.HDL file in offline mode.
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3.7 Export Details

To export the detail information of frames to an ASCII file, follow the steps given below:
. Click File > Export Details Or.

o Click Export Details — from the tool bar
savens 21|
Save in; Ilﬂ Gzm j = 5 Ef-
._I?IEGSM Sample

...............................

File name:  |GSM Sample Save I
Save az bype: I.-’-'-.SEII Expart Files [*.TxT) j Cancel |
A

Figure 11: Exporting Trace to an ASCII File

3.8 Export Summary

To export the summary information to comma separated values (CSV) format, follow the steps given
below:

. Click File > Export Summary Or

. Click Export Summary to a comma delimited filelg| from the tool bar

Select the Columns to Export and save the export summary as text file. Select Export Headers to
export a header line with column names preceding the summary data rows.

Export Summary ﬂ

Export File Mame
’]C:'\F'ru:ugram Filegh Gl Cormmunications [nchDual Poi _l

r— Columnz to Export

= ] Select Al
Frameft

Time
E sport

[ Ee |

Cancel

Figure 12: Exporting Summary to an ASCII File
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Section 4.0 View Menu Features

The view menu includes -

. Define Views to Display- Summary View; Right-click options in Summary View; Detail View; Hex
Dump View; Statistics View;

. Protocol Standard

. User/Network Side Specification
. Time Format

. Latest Frame

. Set filtering criteria

. Activate or Deactivate filter

. Search criteria

. Next, Prev

. Displays trace file name

. Default Summary Columns

Wiew Capture Skatistics Database O
e Wiews ko Display ... i

' Prokocal ..

| IJser [Mebwork Side Specification ...
Time Formak g

v Latest

Trace
Graph

Filtering Crikeria ...
Ackivate Filker
Mo Filbering

Search Criteria . ..
[=2s
=

Display Trace File Mame ...
Default Surmmary Columns

Invoke Packet Data Snalysis

Figure 13: View Menu Options
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4.1 Define Views to Display

Select View > Define Views to select Summary, Detail, Statistics and/or Hex-dump view as shown in
the figure below, and click *OK’ to view the details.

= Note:
Summary View should be selected to view the Detail and /or Hex Dump Views.

Define Yiews bo Displa x|

Surmmary
Detail

Hex Durmp
Stat
Call Trace

] I Cancel

Figure 14:: Define Views to Display

4.2 Summary View

The default Summary View displays the following information in the tabular format left to right:

Card number (one relative) - This field displays the device number on which the data is being
captured.

Time slots-This field displays range of selected timeslots

Frame number - This represents the unique number assigned to each frame in the order it was
captured.

Time: This field displays the time as configured by the user in View>Time Format. For more
information refer to Time Displays.

Frame Length - This field displays the length of each captured frame.

Error: This field displays various error messages during capturing /decoding such as Frame error,
Decode error, FCS error, and so on.

Additional columns displayed corresponding to the other protocols is listed below:

A Interface, Gs Interface -GSM 900/DCS1800/PCS1900

BSN/FSN (Backward Sequence Number/Forward Sequence Number): BSN and FSN, each
of length 7-bit, are used to acknowledge the message signal units from the remote end of the
signaling link.

BIB/FIB (Backward Indicator Bit/Forward Indicator Bit) - BIB and FIB, each of length 8-
bit, are used in the basic error control and acknowledgement functions.

Status Field: Status field in LSSU frames is an 8/16 bit field that indicates initiation of link
alignment, quality of received traffic, and status of processors at either end of the link.

SLC (Signaling Link Code) - SLC Link code is a 4-bit code that identifies the link set carrying
SS7 signaling information. The range of SLC is 0-15.For example; enter SLC value 23, as shown in
the figure below to filter the frames that have the value as 23.

DPC (Destination point code): DPC represents a numeric address that uniquely identifies the
receiving signalling point

OPC (Originating point code): OPC represents a numeric address that uniquely identifies the
sending signalling point. This column shows the originating point code value.

SSN (Subsystem Numbers): SSN is used to allow messages to be addressed to specific
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applications (called subsystems) at each signaling points

SCCP Message type: SCCP uses subsystem numbers (SSN) to allow messages to be
addressed to specific applications (called subsystems) at each signaling points.

BSSMAP-Message: The BSS Management Application Part (BSSMAP) supports all of the
procedures between the MSC and the BSS that require interpretation and processing of
information related to single calls, and resource management.

MM (Mobility Mgmt) Message: This field displays mobility mgmt messages required to handle
the procedures such as handover, Location Update etc of Mobile station with respect to circuit
switched core network.

TMSI (Temporary Mobile Subscriber Identity): This field displays the value used to identify
the mobile subscriber across the radio interface. TMSI is the real identity of the MS and is not
usually transmitted over radio interface.

CC (Call Control)-Message: This field displays call control messages that are used to actually
setup the call between MS and circuit switched core network.

Called Party/Called Subaddress: This field displays called party/called subaddress number that
identifies the called party and is present in CC messages.

Calling Party/Connected/Redirecting #: This field displays calling party humber that identifies
the calling party and is present in CC messages.

SMS-CP: This field displays control plane messages of SMS protocol that are used before SMS
data is transmitted.

SMS-RP: This field displays relay plane messages of SMS protocol that are exchanged before SMS
data transfer and carries TP messages over it.

SMS-TP: This field displays transport plane messages of SMS protocol are responsible for actual
transfer of SMS data over the network. These messages contain the actual user data (SMS data)
in encoded (7 bit / 8 bit) format.

BCC (Broadcast Call Control) Message Type: This field displays the BCC message type such as
CONNECT, SETUP, STATUS, TERMINATION, etc.

BCC Protocol Discriminator: This field displays the BCC protocol discriminator values such as
broadcast call control, group call control, sms messages, mobility management messages, and
etc.

GCC (Group Call Control) Message Type: This field displays the GCC message type such as
SETUP, CONNECT, GET STATUS, and etc.

GCC Protocol Discriminator: This field displays the GCC protocol discriminator values.

Reg Test Message: This field displays the test messages sent across the link to test the integrity
of the link.

Net Mgmt Message: This field displays the network starting that is used to manage from
maintaining active link/ standby link, decide when the link should be down/up etc.

NMPC: This field displays the Destination Point Code in network management messages.

Abis Interface -GSM 900/DCS1800/PCS1900

Command/Response (C/R): The C/R bit indicates whether the frame contains a command or a
response corresponding to the user/network.

Service Access Point Identifier (SAPI): This is a 6-bit field number that identifies the point
where Layer 2 provides a service to Layer 3 in OSI.

Terminal Endpoint Identifier (TEI): This is a 7-bit field number that indicates the presence of a
single terminal or multiple terminals.

Control Information (CTL): It displays different control information (user information,
supervisory, and unnumbered).

Poll/Final Bit (P/F): A1’ in this bit indicates a poll when frame is a command, and when the
frame is a response, a ‘1’ in this bit indicates that the current frame is the last frame in the
response.

Send Sequence Number (N (S)): N (S) is a 7-bit field that indicates the current information-
frames (I-frames).

Receive Sequence Number (N (R)): N (R) is a 7-bit field that indicates the number of the next
information-frame expected by the node at the remote end.
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Function: It displays different LPAD functions.

BTSM Message (Base Transceiver Station Management): This column displays layer 3
messages that are required to exchange Radio Resource mgmt messages to activate, maintain
and release radio channel across Abis interfaces. It is also used to carry other DTAP messages
such as MM /CC / SMS across the interface.

Channel Type: This field displays the type of channel being used for signaling SDCCH / BCH /
SCH etc.

Time Slot (Air): This field displays logical channel of a TDMA frame that represents one Time slot
and each TDMA frame comprises of total eight time slots.

Sub Channel (Air): This field displays logical channel that is further divided, and each fraction is
known as sub channel.

RR Message: This field displays Radio Resource mgmt messages required to activate, maintain
and release radio channel across Abis interfaces.

Hopping Channel: This field displays information about the type of RF channel like single RF
channel and RF Hopping channel.

Absolute Rf Channel #: This field displays an identifier for the channel.

Hopping Sequence #: This column displays the traffic channels with the HSN hop over the same
frequencies in the same order, but is separated in time by a mobile allocation index offset (MAIO).

Gs Interface

BSSAP+(Base Station System Application Part Plus) Message: This field displays BSS
Application Part plus that is used to support signaling between the VLR (Visitor Location Register)
and SGSN (Serving GPRS Support Node) on the Gs interface.

SLS: This field displays the 8-bit SLS value that is normally used for load sharing across signaling
links.

Lb, Ls, Lp-Interfaces

BSSAP -LE Message Type — BSSAP-LE is an extension to BSSAP (Base Station System
Application Part) that contains messages and parameters specific in the support of LCS
(Location Services). The following subsets of BSSAP-LE are defined as BSSMAP-LE (Base
Station System Mobile Application Part - LCS Extension) and DTAP-LE (Direct Transfer
Application Part - LCS Extension).

BSSLAP Message Type — The BSS LCS Assistance Protocol (BSSLAP) and the BSSAP LCS
Extension (BSSAP-LE) support LCS functions (e.g., positioning measurements, assistant
measurements) and is independent of lower protocol layers. The BSSLAP layer may be absent if its
functions are supported in the BSSAP-LE layer

Mobis Interface

Compact Interface Type - Displays Mobis Protocol Interface type in Compact header format
Compact Message Type - Displays Mobis Interface type in Compact header format

Executive Interface Type - Displays Mobis Protocol Interface type in Executive header format
Executive Message Type - Displays Mobis Interface type in Executive header format

Up Interface (UMA)

Destination & Source IP Address - Displays the Destination & Source IP Address of the messages
TCP, UDP Destination & Source Port — Displays the TCP/UDP Port Address of the messages
Protocols - Identifies the UMA control protocols
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4.2.1 Setting a Relative Time

Select a particular frame in Summary View and right-click to select Set Relative Time.
The relative capture time stamp of all other frames will be calculated relative to the selected frame as

shown in the figure below. The selected frame becomes a baseline and the relative time above the
selected frame shows that frames are captured before this frame. Also the relative time below this
baseline shows that the frames are captured after this frame.

BAeGSM Protocol Analysis Abis GSM 900
File “iew Capture Statistics Database Call Detail Records

Configure  Help

=10l x|

|| B (S| SwE |

LA AR R

TIME [Relative]

tdbd-Mezzage

2 23 3 E-7 46
A 23 4 E-7 [
2 23 5 E-7 47
e 23 5 E-7 47
e 23 7 E-7 47

-00:00:00.950000
-00:00:00.430000

00:00:00. 33700
00:00:00.42600
00:00:00. 43000
00:00:00.93250
00:00:01.4400¢

Sek Relative Time

Summary Colurn Selection
Al Surmary Calumns
Summary Colors

Define Wisws

r

Figure 15: Set Relative Time
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4.2.2 Summary Column Selection

Select a particular frame in summary view and right-click to select Summary Column Selection or

click on the

Select summary columns ko display

button from Configure > Protocol and GUI Options to
open the Analyzer GUI and Protocol Configuration window as shown in the figure below:

— DISPLAYED summary columns

Chl-Z to unda delete, Chil-& - display all columns

Dirag withit lizt box ta rearange, drag out of the list box
to delete

T5lot
SubCh
Frameft
Time
Len
Error
C/AR
SaP
TEI

BTSH Meszage

Charinel Type

Time Slot[Air)

Sub Channelir)

RA-Meszage

Hopping Channel

Abzohute RF Channel#
Hopping Sequencedt

tdbd -t egzage

THSI

CC-Meszage

Called Party/Called Subaddress
Calling Party/Connected/Redirecting #
SM5-CP

SM5-RP

SMS-TF

Ctl-Up, Ctrl-Diawn ta rearange colunns, DEL to remove,

—HIDDEM summary columns

<-- Dizplay Selected Calumnz

Sel Only All Columnz Undo Delete Restore

Figure 16: Select Columns to Display

This window is used to select the columns that are to be displayed in the Summary View.

Select the desired columns to be displayed from DISPLAYED Summary columns pane to display the
columns in the summary view.

. Click All Columns to display all the columns in the Summary View.

. Click Sel Only to display a particular column in the Summary View.

. Click and drag columns up and down in the "DISPLAYED"” summary column list to reorder them.

. Click and drag the columns to the right side of the pane to delete them or use the keyboard
“Delete” key.

. Click Undo Delete or Restore to get the columns back to the left pane.

. Click Display Selected Columns from the HIDDEN Summary columns pane to view the
columns, which are hidden.

In addition to column selection, this window allows users to reorder the columns appearance that is
displayed in the Summary View, which is explained in the section below.
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4.2.3 Column Resizing and Reordering

The users can resize and/or reorder the columns in Summary View. From Select Summary Columns
window (under Configure > Protocol and GUI Options), click and drag the columns to different
positions as shown in the figure below. The figure shows the Time (Relative) and Len columns are
reordered and TSlot and Frame # columns are resized.

File ‘Wiew Capture Statistics Database Call Detail Records  Configure  Help

=] Bl S| AmEa| =(e] W sw= i L

Dev | T I o | F | TIME (R elative]l Len | Analyzer GUI and Protocol Configuration
2 0. 00:00:00,000000 | 47 B (o) Bea:
T : - ’
L2 00:00:00.010703 1 Select summary columns ko display OIE P AYED st colum
20 00:00:00.015574 16 = )
20 O0-00: 0002 265 16 By Menu checked options Chrl-Up, Ctel-Diovn ta rearange columns, DEL to remove,
NE D'" EID: 00:00.028582 B J)k Protocal standard selacti Ctrl-Z ta undo delete, Child - display all columns
o Grp | o-oCT Skandard selsetion Dirag within list box to rearange, drag out of the list box
20 00:00:00.031859 [ g)) . ) to deleh
20 0000000371 04 1 ér\letworijser side seleckion @ EEEE
. zI' 2.0 | MO0 N427375 R {:E}Time Format ?Sel\’ot
4
S View Fiter SubCh
ﬂﬁ Wiew Search A
*rotocol Analysis Q5IG ETSI il .

File  Wie Database  Call taill Records  Configure Help

ENE ©| Bw | F|%(e -0 [

Dev | Tsiot en TIME [Relative) | -
|

L2 023 2 1 00:00:00.010703

Lz 0-23 3 16 00:00:00.015574

L2 023 4 16 00:00:00.021 265

W2 023 5 16 00:00:00.026562

L2 023 4 G 00:00:00.031 859

L2 023 7 1 00:00:00.037104

;f 2 n-23 f R T AN N4:2375 _}l;l

N

Figure 17: Column Resizing and Reordering

In addition to reordering, the Summary columns can be resized. Click and drag the Summary column
headers to resize them.
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4.2.4 Repositioning Summary View

Enter a new current frame number to position at the top of the summary view and click GoTo button

as shown in the figure below:

[}':"EGSM Protocol Analysis A-Interface GSMI0D
File Wiew Capture Statistics Database Call Detail Records  Configure  Help
o] (B 2| &tz =l W g w5 S0 [ -
Dev | 75 [ 5u. | Framest| TIME [Relative] | Len | OPC |ee  [oec IEEC T T SLC -
112 O0:00:00.000000 18 0 25 4 0 [
e 12 g (0000 00.000000 18 1.1:23.0 ] 0.32.3 2 1] ] ]
e 12 9 (00, 0000, 000000 18 1.123.0 a 0.32.3 2 1] a a
L 12 10 (00 0000000000 10
L 12 11 (00 0000000000 14 ] 43 2/ ]
L 12 12 (0 00:00.000000 22 01234 ] 013 7 ,2} ] ]
S 12 13 (0 0000000000 18 ] 2 107 ]
Na 12 14 (00 00:00. 000000 24 | BI04 ] 4354 17 /‘ 17 ] 1
LA 12 15 T OO0 O 17 n 7 I n bl
| r / 3
Cardl TimeSlot=12 (Frame=¥)at 00:00:00.000000 OF Len=16 / i
HDLC Frame Data + FCS ;
Click GoTo or Press Enter
============ MTPZ Layer ============ =
Feaz=zenbly Info = =0204028108240197
BSH = 0011010 (267
EIE = 0., ... (o
FSH = .ooooloo 43
FIE =0....... [N
II = .010001 MSU Format
============ WTP3 Layer ============ - L
T - +~1 = 279797 Ta~1Ad -~ 1o +lo—an Fan—we—
4| | H
Hex Dump of the Frame Data
02 04 02 81 08 24 01 97 14 04 11 11 22 33 LB 06 1 51 At
| | i
OFf-line Viewing |ce\Program Files\@l Communicatic[122 Frames [ 7

Figure 18: Repositioning the Summary View

This operation may be executed even during the real-time capturing. If filter is active the frame

number refers to displayed (filtered out) frames.
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4.2.5 Summary Colors

Select a frame in Summary View and right-click to select Summary Colors as shown in the figure
below. Summary View is shown in different colors based on the selected columns.

1) For example, select Len (Frame Length) option and click Ok.

E}%GSM Protocol Analysis Abis PCS1900

=lolx|

File “iew Capture Statistics Database Call Dekail Records  Configure  Help

ol sl o

L 23 BT kil 00:00:10. Wi] 5 Summary Colors
223 &7 32 00:00:10.579500 47
2| 23| B7 33 00:00:10.875500 18 Dev =
2 23 &7 34 00:00:10,886000 23 e
L 23 BT i) 00:00:10.830500 g Framett
e 23 &7 36 00:00:10.906500 5 TIME iﬂebti\*el
2 23 BT 7 00:00:11.040500 a7 Eor

C/R

SAPI

T8
File Wew Capture Statistics Dakabase Call Detail Records  Configur g_I}lr_ —
=
Dev | TS... | Su Frame# TIME [Relative] Len
2 23| B7 a0 000010, 356500 46 l
(]9 I Cancel |

BN - T
2 23 BT 33 00:00:10.875500 18
2| 23| BF 34 00:00:10.886000 29
4
4
L2 23 BT 37 00:00:11.040500 47 j

Figure 19: Set Summary Colors

Observe that different colors are set based on the values in the Len column, in other words, the
frames having the same length values will have a unique color set for it as shown in the figure above.

4.2.6 Define Views

For detail information on this refer to section Define Views to Display.

GL Communications Inc.

21

May 2011



View Menu Features Document Number: XX150,0LV150-6.07-03

4.3 Detail View - Selecting Individual Frame
Click to highlight a frame in Summary View to display the frame-specific details in the Detail View.

B GSM Protocol Analysis A-Interface GSMI00 O] =]
File View Capture Statistics Database Call Detail Records  Configure  Help

wal| E <@ MNEEE ES BWY F S ST

Dev | Tsmtl Framett | SubCh|  Len| TIME (Relati. | Erwor| BSM |BIE | FSM | Fl«]
1| 12 NWN“M“E—'
W 00:00:00.00... 2
O 12 3 3? (0000 00.00.... 1 IZI 2 IZI
L 12 4 45 00:00:00.00... 1 I} 2 1]
L 12 5 49 00:00:00.00... 1 I} 2 1]
o 12 G 37 00:00:00. EIEI... 1 I} 2 0.
R : L . _>I_I
Cardl TimeSlot=12 Frame=1 at 00:00:00.000000 O Len=40 -
HDLZ Frame Data + FCS
============ WTP2 Layer =====s======= =
BSH = 0000001 §:
EIE =0.... ... [l
FSH = 0000010
FIE =0.... ... [l
LI = . .000011 M-
============ WTP3 Layer ============ =
Service Indicator = ...0011 Sliv
T mand b rr Ceds = nn P
1| | rl

|c:hProgram Filesial Co [39 Frames 4

Figure 20: Selecting Individual Frame

The Detail View displays frame information in the following sequence:
A-Interface

. Frame Summary Information

. MTP Layer information

. SCCP Layer information

. BSSMAP / DTAP (MM /CC / SMS)
Abis Interface

. Frame Summary Information

. LAPDm Layer information

. BTSM Layer

. Layer 3 information (RR / MM / CC / SMS)
Gs Interface

. Frame Summary Information

. MTP Layer information

. SCCP Layer information

. BSSAP Layer information
Lb, Ls, Lp-Interfaces

. MTP Layer information

. SCCP Layer information

. BSSAP Layer information

. BSSLAP Layer information
Up Interface - UMA

. MAC Layer information

. IP, TCP, and UDP Layer information
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Mobis Interface
. Frame Summary information
. Mobis Layer
Detail view of A interface is as shown in the figure below:

Cardl TimeSlot=12 Frame=1 at 00:00:00. 000000 OF Len=40 -
HDLC Frame Data + FiCS —
============ HTFZ? Layer ============
BESH goooonol (1)
EIE o....... (0
FSH 0ooooio (23
FIE o....... (0
LI 000011 HSU Format
============ HTP3 Layer ============
Service Indicator ... 0011 SCCE
Friority Codes .00, ... Priority Codes 0O
Sub—=service field ia.... .. Hational Hetwork
DPC 0.2.4(00010100 . . 000000)
8] 2 o.1.2¢10.... .. ooooooin
Signalling Link Code gooo. ... (0}

============ SCCP Laysr ============
Hes=zage Tvpe

Mandatory Fixed Paramnsters

Frotocol Class FParameter

00010001 X¥UDT extended unic

Class R R i) (g iy

Hesszage Handling (Class 0 and 1 only) goon. ... Ho Special Options
Hop Counter Paramseter

Hop Counter 4 (=047}

Parml off=set =04 (43
Parml off=et =09 (93
Farm:? off==et =0F (15}
=00 {0}

Pointer to Mandatory Paramster
Pointer to Mandatory Paramster
Fointer to Mandatory Farameter
Fointer to optional paramsters
Handatory Variable Length Paramsters
CalledPartviAddress

nandatory parameter
FParammter lenath g hd
1| | b

|C:APragram Files\Gl Commun |39 Frames | 4

Figure 21: Detail View
4.4 Hex Dump View

Hex Dump view displays raw frame data as a hexadecimal and an ASCII octet dump.
4.5 Statistics View

Various statistics can be calculated based on the protocol fields. For more information refer to the
Statistics section.
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4.6 Protocol Standard

Use View > Protocol menu item to select the decoding standard for parsing and displaying
information. The decoding standard does not affect information saved to a disk file and therefore can
be changed at any time.

GSM Analyzer supports A-Interface, Abis, Gs interfaces for different versions of GSM such as, GSM
900, DCS 1800 and PCS 1900, Up Interface, Lb, Ls, Lp Interfaces, and Mobis Proprietary
Interface.

Il Protocol standard selection =10 x|

Save Load Defaulk

B Select surmmary colurmns ko displa= . e —— -
— A-nterface GSM3A00
Menu checked options | mterface DCS 1800
A : - Interface PCS1300
g?lk Protocol skandard selection bis GEM 00
%NetwurHUser side seleckion Ahiz DCS51300
{E} ) Abis PCS1300
Time Format || Gs-PCS1900
S view Fiker GsDC51800
_ G=-G5kA00
ﬂ:lj Wiew Search Upelnterface LMA,
@D: TCP Connection Options Lb.Ls Lp-Interfaces
- Mobis Interface -
ﬂ Perindic Trare Sawinn Minkinns hal _IJ
Jq o0

Figure 22: Select Protocol Standard
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4.7 User/Network Side Specification

Select As Captured option button to retain the selected user/network options at the time of capturing.
Select Inverse Captured option to inverse the selected user/network options effective at the time of
capturing.
Select User Defined option button to specify the network side cards. This option can be specified
when multiple cards are used. Enter the card number, which should be on the network side.

The user/network side specification is set initially using the Capture Options > Stream/ Interface
dialog as explained in the section User / Network Side Specification.

Save Load Defaulk

Il Network /User side selection

@ Time Farmak
? Wiew Filker

ﬂ:lj Wiew Search

B Select summary columns to disple
ELLLET]

Menu checked options

‘Q‘?l} Pratocol skandard selection

%NetwnrHUser side selection " User Defined
Metwork Side Cards/Interfaces [comma delimited ranges]—‘

@D: TCP Connection Opkions
—

@ Periodic Trace Savina ODtiTns_Ij
4 3

{* Az Captured
{~ lrwerse Caphured

4.8 Time Displays

Figure 23: User/Network Side Specifications

Four time formats are supported for both real-time and offline analysis. These time formats can be
changed during both off-line and real-time operations by selecting the required time format either from
View > Time Format menu item or by clicking on the time column header in the Summary View
shown in the figure below.

Relative time
System time
Date and time
Difference time

&

=
=

SEG)

ile | Wiew Capture Stakistics Database  Call Detail Records

Define Wiews to Display ...

Protocal ...

Iser Metwork Side Specification ...
Time Farmat

Latesk

Swabem Time
Date and Time

] ;raci Cifference Time
- 750 ki
" Filkering Crikeria ... oo 1m

Figure 24: Time Displays
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4.8.1 Relative Time

In the Relative time format, the time of capture of each frame is displayed relative to the time of a

selected frame. In this format, time value of the selected frame when the option is activated is always
0:00:00:000000.

If, for instance, second frame has the time value as 0:00:20:000000, it means that second frame was
captured after 20 seconds since the first frame was captured. Thus the time value corresponding to
each frame is obtained by the difference between the time of capture of that frame and time of capture

of 0' frame. Preceding frames have negative relative time and following frames have positive relative
time.

4.8.2 System Time

This option displays the system (local computer) time when frames were captured. For offline analysis,
the system time option shows the time when the trace was captured earlier.

For instance, during real-time capture, if the capture time displayed for the first frame is

14:53:24:015411, it means that the first frame was captured at 2.53 P.M., 24 seconds, 015411
microseconds local system time.

4.8.3 Date and Time

Date and Time format shows local date and system (PC) time during the real-time capturing of the
frames. For off-line analysis, the system time option shows the date and time when the trace was

captured earlier. The display is in the form of year, month, day, hours, minutes, seconds and
microseconds.

4.8.4 Difference Time

The Time Difference format displays the time difference between consecutive frame capture times. For
each frame it is this frame time minus the preceding frame time.

4.9 Latest

This feature is applicable to real-time analyzer only.

The View > Latest option enables/disables automatic screen refresh and repositioning of the
Summary and Detail View to the latest captured frame. This option does not have any effect in the off-
line analysis mode and is used only for real-time analysis to refresh screen approximately every two

seconds. When the menu option is checked the automatic repositioning to the latest captured frame is
enabled.

ile | Wiew Capture Statistics Database

Define Yiews ko Display . ..

A

Dev  Protocol ...

\,.J’l seriMetwork: Side Specification ...
) Tirne: Forrnak L4

e
Trace
Gtaph

Figure 25: Auto Screen Refresh During Real-time Analysis
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4.10 View Filtering Criteria

The View Filter is used real-time and offline to display and subsequently save, export and print a

subset of frames satisfying a certain filtering criterion. The active filter is used as WYSIWYG (What You

See Is What You Get). When filtering is active, the subsequent save as, export and or print will apply
only to the filtered frames, otherwise, all the frames will be affected by the operation.

All captured frames are preserved and will be displayed when filter is deactivated. The filtering criterion
is effective either until the criterion is changed, de-activated or the analyzer is closed. After the filtering

criterion has been specified, the frame filtering can be activated or de-activated at any time.

4.10.1 Setting Filtering Criteria

The filtering criteria are set for protocol fields and various parameters supported for the respective
protocol standard. The parameters satisfying the conditions may be included or excluded from the
result using the Include or Exclude options. All the selected criteria logically use OR or AND
operations. A frame is filtered if at least one criterion matches (OR), or each criteria matches (AND).

il

Note:

For more information on the parameters provided in the filtering criteria, refer to the section Appendix A -

Filtering and Search Criteria

. Select View > Filtering Criteria menu item or

. Click Filtering Criteria ;ﬁ form the toolbar. The filter selection dialog is displayed as shown in

the figure below

e  Click on the ?wew Fik=r button from Configure > Protocol and GUI Options
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Figure 26: Setting Filtering Criteria
Just setting the filtering criteria is not sufficient to start filtering. After the filtering criteria have been

ained below.
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4.11 Activate Filter

Activate filter activates the filtering criterion and displays only filtered frames.
. Select View > Activate Filter menu item as shown in the figure below or

. Click Activate Filter ﬁ from the toolbar
NI=TE

File | Wiew Capture Statistics Database Call Detail Records Configure  Help

DECEEY xﬁm = O

Define Yiews to Display ... |

3

Dev  Protocal ... Len Errar -
\/i UserMNebwork Side Specification ... ]
./ i Time Format b 000083375
.1 Latest 0:00.131500
i . Trace 3;
5 I Graph B3
/¢ Filteting Critetia ... 0:00.213875 22
o 0:00.229250 26 LI
ey (olEnE 70000062750 O Len-63 i’
HE){" Search Criteria ... _
B fext = 0100000 (32
B Prev =1....... (1)
F! ) i = 0001011 {11)
g Display Trace File Mame ... -1 (1)
T Default Summary Columns = . .111010 HST Format
_é, Invoke Packet Data Analysis ; o001l scop =
4| | »
Hex Dump of the Frame Data \ “
A0 8B 34 83 FE A3 D3 E9 43 D3 0E 01 193 10 02 1:1be0&s0
02 04 02 C1 DE 04 05 C3 DE E9 A3 D3 0OF 1§ 00 1C ib Ebé:(
5'?'I 05 02 00 13 FO 03 00 04 27 80 17 OF 05,08 21 W & "1 ! %
4 *
| Filter is active. 2 \Program Filesial Comm Fltr 60 of 91 frames | [ ’7

Figure 27: Activating Filter

If no filtering criterion is selected, both View > Activate Filter menu item and the corresponding
button are disabled. Therefore, setting filtering criteria must precede the filter activation.

The active filter affects subsequent save, export and print operations. It works as WYSIWYG (what you
see is what you get).
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4.12 Deactivating Filter

Deactivating filter removes filtering and displays all the frames in the trace.
. Select View > No Filtering menu item as shown in the figure below or

. Click Deactivate Filter ﬁ from the toolbar

N T

N N

Filel\.-'iew Capture  Statistics Database

Define Yiews ko Display ...

Protocal ...

IdserMetwork Side Specification ...
Time Formak 4
Latest

Trace
Graph

Filtering Critetia ...
Activate Filker

;| Mo Filkering

Figure 28: Deactivating Filter
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4.13 Searching for Specific

Frames

First, the search criterion has to be set and then *Next’ or *Prev’ function is invoked to search from
the current record towards end of trace (next) or beginning of the trace (prev). If filtering is active the
search operation is conducted among the already filtered frames.

4.13.1 Setting Search Criteria

. Select View > Search Criteria menu item or

. Click Find H from the toolbar to open search criteria window as shown in the figure below

. Click on the ﬁﬂwew Search button from Configure > Protocol and GUI Options
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%Network,l’User H
@ Tirne Farmat
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—BTSM Meszsage Value

BCCH IMFQrmation
ONTROL
IM g

< Time Slotfdir]
------ Sub Ch. [
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Figure 29: Setting Search Criteria
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4.14 Forward Search & Backward Search

File | Wiew Capture Statistics D[Database
[ Define Yiews to Display ...
D

Pratacal ...

Iser/Metwork Side Specification ...
Time Formak L4
Latesk

Trace
Eraph

Filkering Criteria . ..
Activate Filker
Mo Filkering

Search Criteria ...
Mexk
Presy

Display Trace File Mame ...

"*'” plme molpolos oo mo me oo me ne mo .Lx;

Defaulk Summary Columns

Invoke Packet Data &nalysis

Figure 30: Searching Forward or Backward Options

4.14.1 Searching Towards the End of the Trace (Forward Search)

This operation will search from the current Frame in the summary view towards the end of the trace.
To invoke this operation, follow the steps given below:

. Select View > Next menu item as shown in the figure below or

. Click Hl from the toolbar

4.14.2 Searching Towards the Beginning of the Trace (Backward Search)

This operation will search from the current frame in the summary view towards the beginning of the
trace. To invoke this operation, follow the steps given below:

. Select View > Prev menu item as shown in the figure below or

. Click Hl from the toolbar
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4.15 Display Trace File Name

Select View > Display trace file Name menu item to view the filename under which the analyzer
capture frames during real time or offline-trace as shown in the figure below. This option is useful
when the file name is very long and is truncated in the status pane.

Trace File Name x|

Z:\Program Files) Gl Communications InciUsh E1 Analyzer\PppiPPP_Test. HOL

Figure 31: Trace File Name

4.16 Default Summary Columns

To return to the Default Summary Columns from resized/reordered columns, click the View >
Default Summary Columns option as shown in the figure below:

File | Wiewy Capture Skatistics  Database C

Cefine Yiews to Display ...

L2

=
2]
=

Protocol ...
serMebwork Side Specification ...
Tire Farmat k

e

Latest

Trace
Graph

Filkering Critetia ...
Activate Filker
Mo Filkering

Search Criteria ...
Mexk
Presy

TR N

Display Trace File Mame ...

|58

Default Surnmary Colurmns

=
m
<

Inwvoke Packet Daka Analysis

Figure 32: Default Summary Columns
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Section 5.0 Capture Menu Features

Capture Menu features are applicable to real time analyzer only.

5.1 Periodic trace saving options

Periodic trace saving is used to preserve all real-time captured data. Frames are saved to separate
trace files by size or time criteria and capture is limited only by the available amount of hard disk
space.

Select, Capture > Periodic File Saving Specifications, to open the screen as shown in the figure
below.

|Capture Statistics  Database  Configure  He

Enable Periodic Saving

Periodic File Savi cifications ...

i Display Current Periodic Sayviha Fle iame

Capture File Options
Stream/Interface Selection
Capture Filter ...

Ml Il Analyzer GUI and Protocol Configuration 10l x|

Save Load Default

It rY
g Select summary colnns to display —Uzing View Fiter————— [~ Save Directory =
[Fiapasl
P Menu checked optiohs Al Frames [no filkerin
[} [ o IE:\F’rogram Files\GL Communizations lne E ="
g?lk Protocal standard sqlection " Filtered Only [use view fiter]
g)o Metwork{User side sflection
é W  Save File Mames
@ Time Format
? view Fiker * Sequential File MNarmes I e HOL
ﬁﬂ View Search file rarme prefis — \I— file rame suffis
) nurnber of digits
@& TCP Connection Opﬂg‘us
[ﬁ]]. Periodic Trace Saving Options @ iz T Fermislize) [Memics IZY“/:.M‘ZD_“/:.H“/OI I.HDL
F—j Startup Options
file ameRrefin_sreh =l 2H e ameCant file: ramme suffis
@Data Link. Groups
F}rr\-'iew Font Size — Create a Mew File After the Specified Limit Haz Been Reached
INI Decode Options & Fie Size Limit £.q. 1048576 or 1024K or 1H Limit 4 alie
Capture Cptions
" Frame Count Limit e.q, 1048576 or 1024k ar 1H 1000000
" Time Limit £.q, 2400 [HH:RH]
— Festrict or Recycle After M Files Options
|1UU * Keep M Latest Files £ Stop After M Files = Unreshicted

Figure 33: Periodic File Saving Specifications
Save Directory:

+
Click E: browse button to select the path of the directory where the files will be saved.
Save File Names:
Sequential File Names

This file naming convention saves the trace files with user-defined prefixes along with the numbers
indicating the sequence of the file. Select Sequential File Names radio button and enter a name in
the file name prefix entry field. Use the slider control to indicate the total number of files to be saved.
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You can drag the slider handle to any position using the mouse or simply click to the left or right of the
slider handle to move it. You can control the slider by number of digits.

Example: Enter the file name prefix as ‘ff’ and set the slider control to third position of the ruler in the
number of digits slider box. Now the files will be saved from ffO00 up to ff999 in the user-defined
directory.

Date/Time Formatted Names:

This file naming convention saves the trace file with date-time prefixes. Select Date/Time Formatted
Names radio button to obtain the file name saved with the year, month, date, and hour.

Example:

Enter the file name prefix as %Y%M%D_%H%I in the Date/Time Formatted Names text box. Verify
that the trace files are saved in '20050531_0953.HDL’ format in the user-defined directory. The
formatting specification refers to the year, month, day, hour and minute (date and time stamp).

Create a New File After the Specified Limit has been Reached:

Select either File Size Limit, Frame Count Limit, or Time Limit option and specify the limit in the
Limit Value entry field.

Restrict or Recycle After N Files Options:

Select Keep N Latest files, Stop After N Files, or, Unrestricted option to get the desired number of
trace files.

Keep N Latest files - Restricts the file saving only for last ‘N’ number of files, where *N’ is the value
set in the text box. When N is reached the older files will be overwritten by the most recent files
keeping the total number of files equal to N.

Stop After N Files - Restricts the file saving only for first ‘N’ number of files, where ‘N’ is the value set
in the text box. After the limit has been reached, the periodic saving stops.

Unrestricted - This option does not restrict the number of files being saved. This option limits the
periodic saving to the available disk space only.

For Example:

Enter the value as 10(N=10) in the entry field and select Keep N Latest files radio button. Only ten
files will be kept. They will contain the latest captured data.

Enter the value as 10(N=10) in the entry field and select Stop After N Files radio button. Initial 10
files are obtained and the process is stopped.

= Note:

Select Enable Periodic Saving and Start real-time tracing options (provided under Configure > Startup
Options) before setting the Periodic File Saving Specifications.
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5.2 Setting Capturing Options

File View | Capturs Statistics Database  Call Debail Reo

e Enable Perindic Saving

Dew | 15, Periodic File Saving Specifications ...

\/gu Display Current Periodic Saving File Mame

Capture File Options

2 |

2 I StreamfInterface Selection
2 | Capture Filker ...

2 |

Reassembly Options ...

B Select summary columns to display
B
Menu checked options

Jg?'; Protocol standard selection

Save Load [efault

Il Protocol Capture Configuration =] E3

. ) [ ] ] )

%NetworHUser side: selection SRR — Default Saved File Mame and Masimum Size
f @ Tirme Faormak nﬁh Card & Skream Selection C:\Temp Hdl J
| ? Wiew Filker %;‘ Capture Filker b aimurn Size in Bytes: S0000000
E ﬂ:lj vView Search Gui & Protocol Options

@g: TCP Connection Cptions [ Circular Capture Buffer

o — Capture Limit 5pecified as Mumber of Frames or Elapse Time
|. [ﬂ]lPeriodic Trace Saving Opkions F F NNHNNN
rames Fromat:
- 200000000

I /:3 Startup Options File Farmat:  HH:MM:55

] @Data Link. Groups —

’; of
1| | 3

FF'u'iew Fonk Size

i INI Decode Options

apture Options

Figure 34: Capture File Options

From the main menu select Capture > Capture File Options specify a temporary file name for
capturing, the maximum size of this file in bytes and the capturing limit in frames or time period.

The capture settings are saved in the Windows registry when the user exits the application. They need
not be entered each time application is started.

Specific settings can also be saved using Save menu option and subsequently loaded when needed.

The file name can be either typed in the entry field or selected using the file dialog by clicking "..."
button. The limit in bytes should be specified as a positive humber, for example, 50000000 indicate
that the maximum trace file size is 50Mb. If the limit is specified using the time format, for example,
12:22:20, then capturing stops after 12 hours, 22 minutes and 20 seconds.

Capturing stops when either the maximum trace file size in bytes is reached or the capturing limit is
exceeded when circular capture buffer is not used.

For infinite capturing, select the "Circular Capture Buffer" check box. When end of the capturing
buffer is reached, the capturing does not stop. Instead, the oldest trace records are purged from the
buffer and the new ones are placed at the end of the circular buffer.

1 E

Note:

The maximum file size in bytes can be set from 64k (2/%) to 2G (2/3!-1) Only. When capturing is completed
the unused reserved bytes are released. Closed trace file will shrink to the minimum size sufficient to hold the
captured information.

Various options are available for saving trace file, refer to Periodic Trace Saving Options for details.
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5.3 Stream / Interface (Port) Selection
The Stream /Interface Selection dialog allows a user to specify ports for monitoring, and
user/network side capture. To open the Stream /Interface Selection, follow the steps below:
. Select the Capture > Stream/Interface Selection as shown in the figure or

. »
. Click Stream/Interface l from the toolbar
File Wiew | Capture Statistics Database Call Detail Rece

Enable Periodic Saving
Periodic File Saving Specifications ...
isplay Current Feriadic Saving File MName

Capture File Options

Stream|Interface 5
Capture Filker ...
I Card & Stream Selection
Save Load Default

~10] x|

Capture File Options B Port&\d Time Slot Selection ;I
n'] Card & Stream Selectio 1 2
%'? Capture Filker
GuUi & Protocol Options
— User [unchecked] # Netwark [checked)
rr
—Bit Inverzsion [1 <> 0]
r
— Octet Bit Reversion [ M5B <> L5SE ]
r
r— Data Tranzmizsion Rate
Single Chahnel ————————— - Subchannels 8-56 kbps
' B4 kbps = DS it
B
" B kby 1
P cs | |s Al
(ol B
Hyper-Channel g 4 Nane | &I175 |
(% NuE4 Kbps b g —
) 7 Clear TS
" N#5E Kbps [bits 1-7) 48 5
" N+56 Kbps (Bits 2-8) " 56 Allas Port -
4 [ o2l | B

Figure 35: Stream/Interface Selection
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5.3.1 Port and Timeslots Selection

The time-slot selection dialog allows user to specify devices and corresponding time slots on which the
data is being captured.

For T1, all (0-23) or required timeslots may be selected.

While for E1 systems, excluding timeslots 0 and 16 (for CAS signaling only), all or the required
timeslots may be selected.

Selection of timeslots may be contiguous or non-contiguous (N*64 kbps Hyper-Channel, Single channel
and Sub channels).

Optionally, frames may also be captured based on their FCS (16 bits, 32 bits, none).

Note: For N*56 kbps Hyper-Channel selection, the selection of timeslots should be contiguous.

5.3.2 User/ Network Side Specification

This option is used in protocol analysis for selection of uplink or downlink monitoring.

Along with the port selections, users can specify if the card is monitoring the traffic from user-side or
from network-side. If user is monitoring traffic originated from user-side (uplink), then cards should be
unchecked and for capturing traffic originated from network-side (downlink), the cards should be
checked as shown in the figure below.. The user/network side specification may also be set using the
View>User/Network Side Specification dialog as explained in User/Network Side Specification.

— Port and Time Slot Selection
1 2

04 (04 =]
05 |05
06 |06
07 |07
08 |08
09 |09
10/ 10]
11 (11
12 [12
13 |13
14|14
15 |15
16/ 16]
17 17
18 (18 ~|

— Uzer [unchecked] # Metwark. [checked]
I

Figure 36: User/ Network Side Specification

Note: The first check box is meant for card1, the second for card2, and so on.

5.3.3 Bit Inversion

Bit inversion changes each bit in received octets from 0 to 1 and 1 to 0. (See the figure below)
Check the box as shown in the figure below to enable bit inversion.

Bit Inverzion [1 <-> 0]
Bk

Figure 37: Specifying Bit Inversion Option
5.3.4 Octet Bit Reversion
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Octet bit reversion changes order of bits in each octet in such a way that the most significant bit
becomes the least significant bit. For example, 0101001 is changed to 1001010. (See the figure below)

Octet Bit Reverzion [ MSE <-> LSE |
B

Figure 38: Specifying Octet Bit Reversion Option

Both inversion and reversion must be used with care. In most cases bit inversion and reversion are not used in

Note: ... time systems.

5.3.5 HDLC FCS

HOLC FCS
" 16 hits

0 32 hitz
' Mope

Figure 39: Specifying FCS Value
This allows users to decode frames with FCS 16 bits, FCS 32bits, or no FCS options.
All as Portl: The settings of port 1 is applied to other ports

All as Port 1, 2: In case of multiple ports the settings of portl and 2 are replicated to all odd ports
and even ports respectively. For ex: settings of portl are replicated to port 3 and so on.

5.3.6 Data Transmission Rate

—Data Transmizzion Fate

Single Chantel ~ Subchannels 3-56 kbps
G4 kbps = D& Gits
8 —
" BE kbps 1
F 16 | |2 All
3
Hyper-Channel :: 24 4 e
32 5
{* Mx64 kbps o 40 g
" Mx5E Kbps [bits 1-7) a3 g
™ Mx56 Kbps (Bits 2-8) 56

Figure 40: Specifying Channel Selections

Selection of the data transmission rate in various modes like single channel, sub channels, or hyper-
channels is possible.

Single Channel

If all eight bits in a byte are used for data transmission, then this is referred to as 64 kbps format. If
only seven bits out of eight are used for data transmission, then this is referred to as 56 kbps format.

Hyper Channel
Multiple channels may be defined per card.

Nx64 Kbps: This indicates selection of multiple timeslots (contiguous or non-contiguous) each of 64
Kbps

Nx56 Kbps (Bits 1-7): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (1-7)

Nx56 Kbps (Bits 2-8): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (2-8)

Sub channel

In addition, the data may be transmitted on any of the user-defined bits (contiguous only), in which
case, the user must select one of the options and its corresponding DSO bits under Subchannels 8-56
kbps pane. The actual sub channels comprising a lower bandwidth pipe are selected using the
subchannel selection list box.
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Depending on data transmission rate, the number of subchannels can be selected according to the
table below. Each pipe 8 - 56 kbps can be comprised only from the contiguous subchannels. For
example for 32 kbps pipe the following sub channel selections are valid 1-4,2-5, 3-6, 4-7. On the other
hand, selecting subchannels 1, 2, 4 and 5 for 32 kbps is invalid: the total bandwidth is 32 kbps for
these four selected subchannels, however they are not contiguous.

Subchannel Subchannels Example Example Explanation
Rate per Time Slot
8 1,2,3,4,5,6,7,8 -~ Subchanmels 856 kbps Three Indepen_d_ent
— D50 bits pipes are specified:
ol 1-2, 4 and 6. Each is
 1E All | 8 kbps
[all-" SN
3z 3 Mone |
40
7
{48 a
56
16 1,2,3,4 — Subchannels 8-56 kbps Two pipes
— D50 bits 16 kbps each are
8 specified. These two
& 16 Al pipes are 1-2 & 3-4
24
~ 3 Hone |
40 B
roa | |f
BB
24 1,2 — Subchannels: 856 kbps TWthlpes 24 I;b%s
— D150 bitz efac a_re Speciried.
ol First pipe 1-3
16 A | subchannels, second
5 6-8 subchannels
4 |
o c Mane
40
{43
{56
32 1,2 i Two 32kbps pipes
SUbChanrlE[lfsag'SbE:t: bps take entire DSO. First
o one 1-4 subchannels,
16 All second 5-8
subchannels
24
& a2 MHone |
40
48
" BE
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40 1 = Subchannels 8-56 kbps One pipe 40 kbps

— D50 hits takes subchannels 1-
g 5.

16 All |
24
1 Maome |

40
48

s

8 e IO Nia Bie Nie e
[mn i R p)

48 1 Similar to 40 kbps but 6
consecutive subchannels must be
selected

56 1 Similar to 40 kbps but 7
consecutive subchannels must be
selected
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5.4 Setting Capture Filter using Real-time Analyzer

Select Capture > Capture Filter option to directly exclude LSSU (Link Status Signal Unit), FISU (Fill-
in Signal Unit) frames or any other user-defined frames. LSSU frames (of length 5) communicate
information about the signaling link between the nodes on either end of the link. FISU frames (of
length 7) support the monitoring of link traffic because they undergo error checking

For example, enter the number of the frames, say 5 and 7, and click OK as shown in the figure below.
Frames of length 5 and 7 will be excluded during real-time capture.

i x|

Save Load Default

Zapture File Options

n‘j Card & Stream Seleckion

;El; Zapture Filter
Gui & Protocaol Options

|'S|:ua|:e Drelirmited Length List to Exclude =
57

Exclude FISU |  Exclude LSSU Clear ALL

L |

Figure 41: Capture Filter

5.5 GUI and Protocol Options

Switches to GUI and protocol list: selecting columns, protocol standard, filtering criteria, search
criteria, etc. For more information refer to Configure Menu Features.
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Section 6.0 Statistics

Protocol statistics is one of the main features of protocol analyzers. Statistics are calculated based
on the protocol fields. The pane displaying statistics in protocol analyzer is as shown in the figure

below:
BleGSM Protocol Analysis Abis PCS1900 =10 x|
File Migw Capture Statistics Database Call Detal Records  Configure  Help
TIME [Relative]
2 23 BF 23 00:00:08.161500 47 =
223 BT 24 00:00: 0. 640000 47
<R 25 00:00:03.120000 47 hd|
Card? TimeSlot=23 SubChannels=6-7 Frame=23 at 00:00:08 161500 COK Len=4a
HDLC Frame Data + FCS
============ LAPD Layer ============ =
CsR = 0. Command(T=e
4 | - _rl_l
Hex Dunp of the Frame Data | o
4 »
_ZE Dewice # | ? Wessage Type | Frame Count{Device #) | ;I
1 RF CHANnel RELease (46) 5
total 1 Total 199
2 DATA INDication (2) 14
2 ESTablish INDication (&) 4
2 RELease INDication (%) 1
2 CCCH LOAD [MDication (1%) 20
2 CHANnel ReduireD (19) 4
2 RF RESource INDication (257 89
2 CHANnel ACT Ivation ACKnowled... 4
2 MEASUremert RESult (40) 32
2 PHYsical GOMTEXT COMFirm (45) 4
2 RF CHANnel RELease ACKnowle... &
total 2 Total 377 |
|CehProgram Files\GL Comm [926 Frames [ [z
Figure 42: Protocol Analysis with Statistics View
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6.1 Steps to Display Statistics

Statistics can be calculated and displayed in off-line and real-time modes.

In both cases statistics must be defined first using ‘Define/Edit’ dialog as shown in the figure below
and subsequently statistics view must be opened using the Statistics > Open Statistics View or
using View > Define Views to Display.

For real-time capturing, statistics view must be open before tracing is started.

stabistics x|

Field Mamesz — Time Stamp
Ilze Type [zingle zelection]

9 Layers

£ Physical Link Total
@ Device # :
NI Enor Code |FIE|E| I

N StantT0TsS5e

: ; — Statigtic Typelz] [calculated, multiple zelection]—
B Time Stamp = =
rame Lount -
B MTP2 Frame Percent :I
- MTP3 B
: yte Colnt
@ SCCP Byte Percent LI
-8 GSM Phase2+
- MM , .
@ oo —Wildcard [*,7]
- SMS
-2 DTAP
@ Req Testing Meszages I
@ MHetwaork, Mamt kMeszages
= Cumulative. % Separate

Remowve |

— Selected Statistic [nformation

Layer | Field Mame | Ilze Type | Statiztic Type Femove Sel

Phyzical ... Device # Tatal
Phyzical ... Time Stamp K.ey Remowve Al

1| | | Apply

!

Figure 43: Statistics Definition Dialogue

The statistics definition dialog has the following elements:

. Field Names displayed as tree view in the upper left corner. This tree view is used to select a
parameter for statistics calculation for the appropriate layer.

. Use Type (UT) selection list box in the upper right corner allows users to select either Total, Key
or Field type as statistics calculation type for each field name.

. Statistics Type (ST) list box allows users to select additional parameters (Frame count, Current
Frames, Max, Min etc) for each of the field name selected. Selecting a parameter under this frame
is a must, if the user has selected any Field Name as Use Type.

. Range List, Value Set or Wild Card can be specified in the entry field below the statistics type
list box to further narrow down the selection for the required statistics calculation.

¢ Add/Mod (Add/ Modify) button is used to apply all the values selected for each field for
calculation. On the contrary, the Remove button is used to remove the selections made for each
field name.

. Once the Add/Mod button is clicked, the Selected Statistics Information pane at the bottom
of the dialog lists the conditions set for each field and provides buttons to remove the selected or
all settings. All fields defined as Total UT, Key UT or Field UT must appear in this pane to
participate in statistics calculation as shown in the figure above.
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Statistics

6.1.1 Selecting Field Names (Step 1)

In the protocol tree view, navigate to the protocol layer to which the field item belongs and click to
select this item. The supported layers for the protocol analyzer and the field parameters for respective
layer will be displayed as shown in the figure below:

Field Mamesz

9 Layers

=14 Physical Link

N Error Code

AN StantTs0rTs5e
B Time Stamp
- MTP2

- MTP

-8 SCCP

-8 G5M Phaze2+

- MM

- OO

-8 SMS

- DTAP

@ Reg Testing Messages
@ Metwork, Mgmt Meszages

Figure 44: Selecting Field Names
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Classifying Fields under Field Names

All field names in the protocol displayed in the tree view belong to one of three types:

. Numeric

. String

. Enumerated (set)

Field names can be distinguished based on the icons representing them as shown in the figure below.

statistis x|
Field Mamez —LI
— Usze Type [zingle zelection]
W Layers |-
=¥ Physical Link
. Device # EIEETI:I - rneric
@ Eror Code
% ?:;ZTSS&:I DSSI: — SFtatisthI:: Typelz] [calculated, multiple selection] — - String
4 rame Count e
= yg?ﬁ Frame Percent
Byte Count
NI BSN Byte Percent hd
N} FIB
N F5M
Em LI Walue Set - Erurnerated
-8 Reassembly Info LSS Format
~[EH] Status Field — MSL Formnat
Nl Status Field 2nd Octet
- MTP3
=@ SCCP % Cumulative € Separate
&8 G5M Phase2+
R MM ;I Remove |
— Selected Statiztic Information
Layer | Field Mame | Ize Type | Statiztic Type Femove Sel |
Phuzical ... Dewvice # Total
Physzical ... Time Stamp k.ey Remoyve Al |
MTP2 LI Tatal
4| | 2 Apply |

Figure 45: Field Types
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6.1.2 Defining Use Type (UT) and Statistics Type (Step 2)

Use Type (UT)

The UT can be total, key or field types. Selecting proper type defines the table displayed in the
Statistics View. At least one total or key UT must be defined. Total and Key UT directs creation of
statistics view columns for the selected fields and also rows with unique aggregate value of Total and
Key columns.

Total UT has dual role. Firstly it's used as a Key UT, defining rows with unique set of column values in
the Statistics View. Secondly, it directs the statistics engine to display an additional row for totals
(sum). The latter is similar to the sum function in the spreadsheets.

Unique set of column values means that different rows have a unique combination of values in the
Key/Total columns.

Field UT defines only separate columns where the calculated Statistic Type is placed for the
combination of key values.

The UT can be set as Total, Key or Field. A minimum of one UT must be defined for each field
selected under Field Names.

Statistics Type (ST)
The following statistic types are available:
. Frame Count

. Frame Percent

. Byte Count

. Byte Percent

. Current Frames/Sec
. Current Bytes/Sec

. MAX Frames/Sec

. MAX Bytes/Secs

. MIN Frames/Sec

. MIN Bytes/Sec

. AVG Frames/Sec

. AVG Bytes/Sec

. MIN
. MAX
. SUM
. AVG

MIN, MAX, SUM and AVG should be specified only for numeric fields. As explained in the section
Classifying Fields under Field Names, all the fields belong to one of the following categories: numeric,
string and enumerated (sets). When the same ST is specified for multiple fields, a new column is
created in the statistics view for each field name.

Additional columns consume resources and slow down statistics calculation process. Only MIN, MAX,
SUM and AVG columns will be different for different fields, other columns like Frame Count, Frame
Percent, Byte Count and more will display the same information and will not be useful.
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6.1.3 Update Selected Statistics Information List (Step 3)

statistics x|
Field Marmez —LI
Ilze Type [single selection
E Lapors = ype [zing ]
1 Physical Link
. Ky
Al Device # Fild
(M) Enor Code
- SFarthDrTsSc — Statiztic Type(z) [calculated, multiple selection] —
48} Time Stamp = =
- rame Lount s
= y(gl:l;zlﬁ Frame Percent :I
Byte Count
@ BSM Byte Percent ;I
@ FIE
FSH
% L —Walue Set
-8} Reazsembly Info LSS L Format
~[Ell] Status Field T MSL Format
(M) Status Field 2nd Octet
-8 MTP3
EEI--@ SCCP % Cumulative € Separate
-8 GSM Phase2+ :
EEI--@ "y ll B arrioee 1 = 5 ddf Mo dify
— Selected Statiztic Information
Layer | Field Hame | Ilze Type | Statiztic Type Remowve Sel |
Physzical ... Device # Tatal
Phugical ... Time Stamp K.en Renmaowve All |
MTF2 LI Total
. | B Aey sy

Figure 46: Selected Statistics Information List

After selecting the required Use Type and statistics Type, click Add/Mod button to add the selected
statistics in the information list.

Click Apply shown on the figure above to activate the newly defined statistics information. If the
Statistics Definition dialogue is closed without clicking on the Apply button will discard all the newly
defined statistics.
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Statistics

6.1.3.1 Example 1 - Statistics with a Key UT

Key UT: This option creates a unique column in the Statistic View, and a row for each unique value
combination associated with all key and total columns. For example:

1) Open the sample trace file in offline analysis mode.
2) To define statistics, click Statistics > Define/Edit.

3) Select the field ‘Device #’ under physical layer, and select Key UT as the use-type., and Frame

Count as statistics type

4) Click Add/Mod button and then click Apply. The selected statistics pane appears as shown in the

figure below.

X

Field Mames —Device #
Ilze Type [single selection]

ﬁ Lapers

B MTP2
-8 MTP3
#-8 5CCP

@ b b
@ CC
-8 5MS
& DTAP

=1 Physical Link T
. Device # :
@ Error Code |F|E!I|:| |

@ StatT:0rTs5c
@ Tirme Starnp

-8 G5M Phase2+

@ FReqg Testing Meszages I
@ MHetwork, kMot kMeszages

— Selected Statistic [nformation

— Statiztic Twpelz] [calculated, multiple selection]—

Frame Percent
Byte Count
Byte Percent LI

— Fange List

£ Cumulative. ) Separate

CAdd g Remowve |

ﬂ Layer | Field Mame | Ize Type | Statiztic Type “ Remowve Sel |

Phyzical ... Device # k.ey Frame Court J

Femove Al |

1|

| o Apply |

Figure 47: Define Statistics with a Key UT
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5) Click Statistics > Open Statistics View to open the statistics frame which appears as shown in
the figure below:

BeGSM Protocol Analysis Abis PCS1900 N [=1S
File Wiew Capture Statistics Database  Call Detail Records  Configure Help

wlm| H o) AmEa el B % E S0 [

Devl TSml Su_l Hame#l TIME[Hethﬂl Lenl Errar | _:J
W2 3| 67| 23 161500 -
2 23 BT 24 [00: 00 0. 640000 47
2 23 B7 25 00:00: 09120000 47
2 23 E7 26 (00 00 09, 500000 a7
A 23 B7 27 (0000 10.070000 21
2 23 BT 28 00:00:10. 030500 47 LI

Card? TimeSlot=23 SubChannels==6-7 Frame=23 at 00:00:08 161500 O Len=4a
HDLC Frame Data + FCS

============ LAPD Laysr ============ =

R = . 0. CommandiUse
SAPI = gooooo., . (o)

TEI = goooonl. (1)

...... 11 Unnumbered
Modifisr Function

aoo. oo, . TI h
4| | »

Hex Dump of the Frame Data

0o 03 03 08 289 01 oA 1B F7 19 08 00 1E 38 FF 02 [ + g%

FE FF 20 04 04 0& 728 00 OE 00 12 0e 15 7F 3F 00 by = 17
58 OF 00 00 00 00 00 00 oo 00 00 00 00 35 36 i 56
4] | 0
? Deniice # | Frame CountiDewvice #) |
1 347
2 579
[C:iProgram FileshaL Comm (926 Frames [ v

Figure 48: Statistics with a Key UT

In the above example, the data is captured using device # 1 and 2, and therefore the key values of 1
and 2 are displayed under the Device# column.
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Statistics

6.1.3.2 Example 2 - Statistics with a Total and a Key

Total UT: This option not only makes the column a key column but also creates an additional total row
for each unique value of the column.

Total UT and Key UT values combined together uniquely define a row in the Statistics View.

Key UT - Key UT defines a unique column value that can be used for calculating a Statistic Type like
frame count, sum, avg, min, max, etc. This calculated statistics will be displayed only if all the key UT
values are unique and are numeric else the Statistics View displays just the word ‘Total’ in the row
dedicated for the same purpose. For example -

1)
2)
3)

4)
5)
6)

Open the sample trace file in offline analysis mode.
To define statistics, click Statistics > Define/Edit.

Select the field ‘Device #’ under physical layer, and choose Total UT as the use-type and then
select Frame Count as statistics type.

Click Add/Mod button and then click Apply.
Select the field ‘Message Type’ under BTSM layer, and then select Key UT as the use-type.

Click Add/Mod button and then click Apply. The selected statistics pane appears as shown in the
figure below.

Field Mames

N Length of Resource Info
N Length of SACCH Infarmatior
@ Length of SMSCE Message
@ Lenagth of Supparted Codec
N} Length of UIC

@ Length of Uplink. Meazuremne
~[E0 M it

~[El Macs

N MaI0

~[Zl MR version

15 M5 Identity

-5} M5 Power Control F'arameterJ
N Measurement result number
N Mesg Slat Countfamt. of SME
-15) Meszage

Em Meszzage Group

Em Mezzage Type

a

=]

-5 Mohile Allocation

el

— Selected Statiztic |nformation

x|

— Meszage Tyupe

|lze Tupe [zingle zelection]

Total
Field

— Statigtic Typelz] [calculated. multiple selection]—

Frame Count ﬂ

Frame Percent

Byte Count

Byte Percent ;I
—Yalue Set

BCCH IMFOrmatian

BS POWER COMTROL
I“.Fil'fH | MAND M Disating
4

0 Cumulative

% Separate

Add/Mod |

Femove I

al

Laper | Field Mame | |1z Tupe | Statistic Type
Phuzical ... Dewice # Toatal Frame Caunt
BTSH lese:

Remove Sel |
Remowve Al |
i Apply |

Figure 49: Select Statistics with a Total and a Key
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7) Click Statistics > Open Statistics View to open the Statistics View as shown in the figure
below:

B¢ GSM Protocol Analysis Abis PC51900 =10l ]

File Wiew Capture Stabistics Database Call Detaill Records Configure  Help

wim| H oo auEal =el B w5 o500 [

Dy | TS...| Su... | Frameﬂl TIME [Helative]l Lenl Erar | ﬂ
Weo| o3| &7 0l 000000O0OODD| 47| -
W2 23 BT 1 [00:00: 00. 430000 a7
W2 23 BT 2 [00:00: 00. 360000 47
W2 23 BT 3 00:00: 01 357000 4R
4
W2 23 BT 5 00:00: 01 440000 47 j
============ BISH Layer ============ = ;I
DEDICATED CH. HMGHMT. MESG =
T-bit = 0 Hon-Trasparent I_I
Mes=age Group = 0000100, Dedicated Channe
Hes=zage Tvpe = 00101000 HEASurement RES
Channel numnber =
IE Identifier{Ch Ho) = 00000001 Channel number
1] - | . 3

[Hew Thimo of the Frams TNata

_z% Device # | ? Message Ty... | Frame Count{Device #) |

Al

1 Feserved (100) 2
total 1 Total 202
2 DATA IMDication (2) 14
2 E&Tablish [MDicati... 4

2 RELease IMDicatio... 1

2 CCCHLOAD IMDIi.. 20
2 CHAMnel ReQuire... 4

2 RF RESource IND... %3
2 CHAMnel ACTRGE . 4

2 MEASuUrement RE... 232
2 PHYsical COMTE.. 4

2 FF CHAMnel REL.. &
fotal 2 Total T

wl

|C:4Program FilestGL Commu [926 Frames [

Figure 50: Statistics with a Total and a Key

In the above example, unique rows are defined based on field (BTSM Message Types) selected as the
Key UT, and columns (frame count for each device) are defined based on the statistics type selected
for this Total UT. Since the device is selected as Total UT, additional row displaying the total frame
count per device are displayed.
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Statistics

6.1.3.3 Example 3 - Statistics Total and Field UT

Field UT: This option defines additional columns for the parameters selected under Statistics Type
frame. Field UT creates just an additional column for the selected field. However, differently from Key
UT and Total UT, the Field UT does not create additional rows for each unique value associated with the

field. For example,

1) Open the sample trace file offline.
2) To define statistics, click Statistics > Define/Edit.
3) Select the field ‘Device #’ under physical layer, and choose Total UT as use-type.

4) Select Timestamp under ‘Physical Layer’, and choose Field UT as use-type. To get the frame
count for each unique timestamp, select Frame Count as the Statistics Type.

Notice that setting the Timestamp as a Field UT does not create unique rows for each unique timestamp value as in
the previous example where the UT was set as the Key UT.

5) Click Add/Mod button and then click Apply.

Field Mamesz

— Time Stamp

E Lapers

B MTP2
-8 MTP3
#-8 5CCP

@ b b
@ CC
-8 5MS
& DTAP

=¥ Physical Link

. Device #

@ Error Code
@ StatT:0rTs5c
: . Tirne Starnp

— Selected Statistic [nformation

-8 G5M Phase2+

@ FReqg Testing Meszages
@ MHetwork, kMot kMeszages

Ilze Type [single selection]

Tatal
=]

Frame Percent
Byte Count
Byte Percent

— Statiztic Twpelz] [calculated, multiple selection]—

—wildcard 7,7

£ Cumulative

{¥ Sepanate

Rermowve |

Remove Sel

kF'h_l,lsiu:aI ... Time Stamp

IrL-Eu,nE!r | Field Mame | Ize Type | Statiztic Type \|
Phyzical ... Device # Total
Field Frame Count

1|

Femove Al |
o Apply |

Figure 51: Define Statistics with a Total & Field UT
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6) Click Statistics > Open Statistics View to open the statistics frame, which appears as shown in
the figure below:

EAeGSM Protocol Analysis Abis PC51900 o [l B4

File Miew Capture Statistics Database Call Detail Records  Configure  Help

oo | B S| Mwmzaw| = B &R G20 [0

Devl TSml Suul Hameﬂl TWME[Hebhvﬂl Lenl Error | _J
HEBEIREI ooooonooooon | 47 -
\/ 2 23 B-¥ 1 00:00: 00 480000 47

2 23 BV 2 00:00: 00, 950000 47

\/ 2 23 B-¥ 3 00:00:07 357000 45

v

\/ 2 23 E-7 i} 00:00:07 440000 47

2 23 BV B 000007, 942500 47 ;I

Card? TimeSlot=23 SubChannel==6-7 Frame=0 at 00:00:00. 000000 O Len=47a
HDLC Frame Data + FCS

============ [APD Layer ============ =

CoR = L. 0. Command(U=se
SAFI = Qooooo. . {0}

TEI = Qoooool. (1)

Ctl = L. 11 Tnnumbered
Modifier Function = poo.oo.. OI

E-F = LU A T

< |

Hez Dump of the Frame Data

1| |

| =5 Device # | Frame Court(Time Stamp) |
1 347
total 1 347
2 5T
total L79

|CtiPragram Files\GL Comn 326 Frames [

Figure 52: Statistics with a Total and a Field UT

In the above example, we have Device# set as Total UT, and Timestamp set as Field UT with
Frame Count as Statistic Type. This displays the total number of frames with unique timestamp
value for each device. Since the timestamp is selected as Field UT, additional row displaying the total
frame count for the timestamp is also displayed.
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6.1.4 Ranges, Wildcards And Enumerated Value Sets

Depending on the field type additional criteria may be specified to include only frames with the
matching:

. Ranges for numeric fields

. Wildcards for string fields

o Sets of values for enumerated fields
Ranges

Depending on the field type a range list can be specified for numeric fields as space separated numbers
or segments of numbers. For example, the range list 1 12-15 4-6 will include fields with the following
integer values: 1, 4, 5, 6, 12, 13, 14, and 15. Frames with all other values will be excluded from
statistics see the below figure

Ranges are valid only for numeric fields.
— Statistic Tepe(z] [calculated, multiple selection]—
Frame Court 3
Frame Percent

Byte Count

Byte Percent ﬂ

—FRange List

|1 12-15 4-5

€ Cumulative. &) Separate

Add/tod I Hemowve

Figure 53: Range List for Numeric Fields

Wildcards

Valid string field values can be specified using wildcard characters **’ (asterisk) and '?’. (question
mark)

‘*’ means any zero or more characters

‘?’ means any single character

‘301*', for example, means any string starting with ‘301’
‘301*5*" means any string starting with '301" and containing ‘5’

'*3?4?5*" means string containing ‘'3’ followed by any single character followed by ‘4’ followed by any
single character followed by ‘5.

Wildcards are valid only for string fields.

— Statistic Typelz] [caloulated, multiple selection]—
Frame Count ﬂ
Frame Percent

Byte Count

Byte Percent ﬂ

—Wiildeard [*,7]

|3n1*5?4*

& Cumulative € Separate

Add/tod I Hemowve

Figure 54: Wildcards for String fields
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Value Sets

Enumerated fields can have a fixed set of values assigned a string name. Some of these string names
can be selected to narrow down the statistics. See the figure below.

= Statiztic Typelz] [calculated, multiple zelection] —

Frame Count il

Frame Percent

Byte Count

Byte Percent LI
—Walug Set

Supervizomn
nnumbered

% Cumulative. € Separate

Add/Mod I Hemoyve

Figure 55: Specifying Value Sets

6.1.5 Modifying and/or removing configured statistics

— Selected Statiztic [nformation

Laper | Field Mame | Uze Type | Statigtic Type
Phyzical ... Device # Total
FPhpszical ... Time Stamp Field Frame Count Femowve Al

| Apply |

Figure 56: Modify/Remove some or all statistics

In the process of the statistics definition one can go to the Selected Statistics Information list
control and select a line by clicking on it. This will cause automatic repositioning of the tree view and
statistics information for the selected field to be displayed in the UT, ST and Range/Wildcard/Value
Set dialogue controls. User can then modify the information and click Add/Mod button to make the
changes effective as shown in the figure of the Selected Statistics Information list.

Click Remove Sel button to remove selected lines from the criteria.

1 |

Click Remove All to disable statistics.

6.2 Opening and Closing Statistics View

Statistics view can be opened and closed any time during offline analysis. Opening a trace view can be
a lengthy process for large traces when statistics is enabled.

Statistics view for on-line tracing must be opened before real time analysis is started.

To open Statistics View select Statistics > Open Statistics view menu item as shown in the figure
below.

Statistics Database Call Det | Statistics Database  Call Det
Cefine/Edit Define/Edit

Load Statiskics
Load and Edit Statiskics
Save Statistics

Load Statiskics
Load and Edit Stakistics
Save Statistics

Open Statistics Wiew

Zlose Statistics Yiew

Dpen Stakiskics Yiew

Close Skatiskics Yiew

Expork

Expork

Figure 57: Opening and Closing Statistics View
To close the Statistics view, select Statistics > Close statistics view menu item.
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6.3 Loading Statistics
Select Statistics > Load Statistics (to load the saved statistics criteria as shown in figure below).
One can load the statistics from a previously saved Statistics Definition File (*.ini).

open 21 x|

Look if: | £ Dual Ultra HD E1 Analyzer | = B ok EE-
% IsdnProtstatistics. ini - HdlcProtStatistics.ini

A IsdnProt.ini “BHdicPrat.ini

_'_-}F‘ppF‘rDt.ini _'_-}GsmF‘rl:ut.ini

_'_-}F‘ppF‘ru:utCaIITrace.ini _'_-}GsmF‘ru:utCaIITrace.ini

4 PppProtStatistics.ini & GsmProtStatistics. ini
_'_-}Hdlu:F‘ru:utCaIITrace.ini :SavestatisticsDefinitionFile. ini

<

_ I
Filz name: | Open I

Files of type: IStatistic Definition Files [*.ini] j Cancel

[~ Open as read-only

Figure 58: Loading Statistics

6.4 Load and Edit Statistics

Select Statistics > Load and edit statistics (to load the saved statistics and to modify the statistics
information).

6.5 Save Statistics

Select Statistics > Save Statistics to save the statistics. Save Statistics saves the file with
configuration details. Enter the desired file name and click Save, the statistics file is saved with
extension name ‘.ini’ (Statistics Definition Files).

Enter the desired file name and click ‘Save’, the statistics file is saved with extension name *.Ini’
(Statistics Definition Files).

sSaves 2| x|
Save jn |l:".~ Dual Ulka HD E1 Analyzer ~| ® 5 Eq-

557 IC35518nalysis_Oukput IChdlc_isdn
SaBits [Camaps [CA-Law Sar
Daka [CamMLPPP IChaRP
CCA_CALLCAPT [CamMetwork Surveillance [ dtmf
ProtocolClassifier ICiReleaseMotes I)Filer Files
551 |C)FrameRelay Iy signaling b
config IC)EinZFrame IC)BiFiles
Fad - Mulaw files IChaErEos I Glcview

i

File: name: ISaveStatisticsDefinitiu:unFiIa| Save |

Save as type: IStatistin:: Defiritian Files [*.ini] j Cancel |
A

Figure 59: Save Statistics as Filename
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6.6 Export Statistics

Select Statistics > Export Statistics to export the statistics view into a file with extension "sef’
(Statistics Export Files) for subsequent import into a database or spreadsheet.

saveds 21 x|

Save in: | ) Dual Ultra HD E1 Analyzer | = B o EB-
557 ICh5518nalysis_oukput (Chdic_isdn =
SaEits ICamMars I A-Law Samples =
Data ICAMLPRR IhaRF =
CCA_CALLCAPT [CaMetwork Surveilance  [25)dtmf =
ProtocolClassifier [C)ReleaseMotes IChFilker Files =
551 ICIFramerelay [Csignaling transitions [
config ICIEinZFrame ICTIEikFiles i
Fad - Mulaw files [ChEr3ns I Gleview i
L | 2

File name:  |ExportStatisticsFile Save |
Save as type: IStatistiu: Ewport Files [*.zef] j Cancel |
A

Figure 60: Export Statistics as Filename
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Section 7.0 Call Detail Records

The objective of call detail record is to isolate call specific information for each individual call from the
captured data and display the information in an organized fashion. The call-detail records are displayed
as shown in the figure below.

B GSM Protocol Analysis Abis GSM 900 _|Ol x|

File Wigw Capture Statiskics Database Call Detail Records  Configure  Help

|| Bl S| Az @]

=|®| Jw(w| (%[ -C[-0[H 0 GaTo |

Dev | T5lt| Frame#t| SubCh|  Len| TIME [Relative]| Emor| Mi-Message | TMSI | CCMessage | Called Paty/Called Subaddiess = |
—

2 23 0 §7 47 00.00:00.000000

J2 o= 1 §7 47 00:00:00.420000

J2 20 2 §7 47 00.00:00.960000

J2| 23 3 §7 46 00:00:01.357000

123 4 67 £ 00:00:01.386000 .

J _ - | _‘*|_I

Gall ID | Call Status Call Start Date & Time | Call Duration | DewiNa | 75| 0P| pPC|  call Type | Wob.inticating® | Mob.iD2(call... | Release

E completed 20021002 17.21:20.986500  00.00:01.305000 10 Speech Call 14253784000

=N completed 20021002 17.21:22. 876000 00:00:02.383500 1 Speech Call 14254451412

B2 completed 2001002 17.21: 30877000 00.0002.186500 110 Speech Call  <AIBTIDAZTMS| 4262683426

@3 completed 2002410402 172144742000 00:00:02 152500 1 1 Speech Call 14253734000

1 | H
|C:hProgram Filestal Communication 926 Frames [ o

Figure 61: Call Detail Records View

7.1 Build Call Detail Record

Select Call Detail Record > Build Call Detail Record menu item as shown in the figure below. Build
Call Detail Record is checked for the activation of call trace application. This should be done before
starting the real-time capture or before opening an hdl file in offline mode.

Zall Detaill Records  Configure Help

v Build Call Detail Records

Ackive Calls Only

Select Call Dekail Columns to Display
Display: Selected Call Summarsy
v Display Enkite Summarsy

Cpen Call Detail Recards
Zlose Call Betail Recards

Expark:
Figure 62: Build Call Detail Record
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7.2 Select Call Detail Columns to Display

ctrl key and click OK.

Select Call Detail Record > Select Call Detail Columns to Display menu item as shown in the
figure below. This contains a list of possible Columns. Here we can select the interested columns using

1 E

Note:

The Columns can also be selected after opening the Call Data Record view by right-clicking on pane and choosing
‘Select Columns’ option.

Select Call Trace Columns to Display

Select Al Dezelect Al Cancel

Figure 63: Select Call Trace Columns to Display

Call ID details, the calling status whether the call is active or completed, calling number, called

number, call start date & time, call duration, release cause, device number, and so on, are shown in
the call trace view.

7.3 Active Calls Only

Select Call Detail Record > Active Calls Only menu item to view all the active calls.
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7.4 Open Call Detail Record
Select Call Detail Record > Open Call Detail Record menu item. Call Detail Record View can be
opened and closed in off-line trace viewing any time.
To open Call Detail Record View
. Select Call Detail Record > Open Call Detail Records menu item or
. Click View > Define Views menu item.
Call Detail Records  Configure Help

v Build Call metail Recards
v Active Calls Only

Select Call Detail Columns to Display
Display Selected Sall Summarsy:
v [Display Enbire Sunmmars

Open Call Dekail Records

Zlose Zall betail Records

Expark:

Figure 64: Open Call Detailed Record

Build Call Detail Record menu item should be checked before opening Call Detail Records view.

If the Call Trace view is selected from View>Define Views to Display menu item without checking Build Call
Detail Record, a warning message is displayed as shown in the figure below.

Call Detail Record View for on-line tracing must be opened before on-line tracing is started.

all Detail Record wiew cannot be opened when <Call Detail Records/Build Call Detail Records = menu item is unchecked,
Please set the menu item <Call Detaill Recards/Build Call Detail Recards > ko the CHECKED skate Firsk,

Figure 65: Warning Message
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7.5 Call Detail View

The following call trace details are available in the call trace view.

. Call ID: This column shows the number of calls with ID given to each call.
. Call Status: This shows the status of the call as either active or completed.
. Calling Number: This shows the caller-related messages.

. Called Number: This shows the destination number.

. Call Start Date and Time: This column displays the date (Y/M/D) and the time at which the call
was captured.

. Call Duration: This column shows total duration of the completed call.

. Release Complete Cause: This column shows information, if a call is normally terminated or
abnormally terminated along with specific cause.

. DevNo: This column shows the device number, on which the call was captured.

. CRV: This column displays an arbitrary value that is allocated for the duration of the specific
session, which identifies the call between the device maintaining the call and the ISDN switch.

. VPI: The field in the ATM (Asynchronous Transfer Mode) cell header that identifies to which VP
(Virtual Path) the cell belongs.

. VCI: The identifier in the ATM (Asynchronous Transfer Mode) cell header that identifies to which
virtual channel the cell belongs.

. Type of Call: This column shows information about point-to-point Vs point-to-multipoint call.

7.5.1 Active and Completed Calls

Call ID refers to the identification of each call. There are icons visible to the left of these Call ID
numbers

Active Calls:

Active calls (‘E) are marked in green and the call status is specified as Active. An arrow is seen above
the letter A, which indicates the direction of the call.

Completed Calls:

.
Completed calls (@.') are marked in grey and the call status is specified as completed. An arrow is
seen above the symbol (-), which indicates the direction of the call.

7.5.2 Call Duration

Call duration is calculated for completed calls. It is the total time for the call from start till the end of
call. The value is represented in hh.mm.ss.nnnnnn format.

B GSM Protocol Analysis Abis GSM 900 _|o] x|

File \Miew Capture 3Stakistics Database Call Detaill Records  Configure Help

o] B S

= o B F% % =500 [ GoTo |

Dev | TSt | Frametf| SubCh|  Len| TIME [Relative] | Erar| MMMessage | TMSI | OC-Message | Called Party/Called Subaddress = |
2 2 0 &7 47 00:00:00.000000 s
2 2 1 67 47 000000480000
: = z 67 47 000000950000
: - 3 67 46 000000357000
1 2 4 B7 &  D0:00:01.386000 -
1 _ _ - | LIJ
Call 1D | Gall Status Call Start Date & Time | all Durstion | Devho | 75| oPC | pPG|  call Type | Mob.int(Cating | mob 102iCal... | Release
= cornpleted | 200210402 17:21:20 986500 | 00:00401 905000 10 Speech Call 14253784000
@'1 completed | 2002-10-02 17-21:22 &78000° | 00:00-02 383500 1 1 Speech Call 14254451412
@'2 completed  2002-10-02 17:21:30 877000 | 000002 186500 1 10 Speech Call  x52BT3DA2-TMS L52603426
@’3 completed | 2002-10-02 17:27:44 742000 | 000002 182500 1 1 Speech Call 14253754000
1] { -
|C:4Program Filesyal Communicatior [326 Frames [ v

Figure 66: Active, Completes Calls, & Call Duration
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7.5.3 Find CDR

This feature allows you to search for a particular call from the captured traces. Right-click on the Call
Detail View and select Find CDR option to open the screen as shown below:

Call ID [ pevma| TS| Call Stas Call Start Date & Time | Call Duration | Release c.i’
=0 RL complated S002-10-10 14°56:32 636375 000001 038125 e
completed 2007-10-10 14°56:22 911000 0 072000
= > 16 completed 2002-10-10 145622 495500 LI "
= 5 16 active 5002-10-10 14°56:32 780750 Select Columns I
o 2 16 arfive 2002-10-1014:56:36 393875 Export Call Trace Records Hl
s 2 16 active 2002-10-10 145638 665475 Close Call Trace Yiew .
=T > 18 completed 50021010 14°56:29 $97375 000000 B51675 m
o7 o s
- B B
Off-line Viewing & AND O OR & Include rNErellee Tz
Column Mame———— —ValueWwildcard—————————————
ﬁcau ID =l ﬁ il

— Search Criteria, double click to modify

CDF Column Mame | " alue Wwildoard

Delete Al Cancel |

Figure 67: Find CDR

Select the parameters from the Column Name and enter the criteria in the Value Wildcard text box.
The parameters satisfying the conditions may be included or excluded from the result using the
Include or Exclude options. All the selected criteria logically use OR or AND operations. A frame is
filtered if at least one criterion matches (OR logic), or each criteria matches (AND logic).

Wildcards

All values in Call Detail View are considered as string. To search for a specific call, valid string field
values can be specified using wildcard characters **’ (asterisk) and ‘?’. (question mark)

‘*"'means any zero or more characters

*?’ means any single character

‘301*’, for example, means any string starting with *301’
‘301*5*" means any string starting with ‘301’ and containing ‘5’

‘*3?4?5*" means string containing ‘'3’ followed by any single character followed by ‘4’ followed by any
single character followed by ‘5.

Wildcards are valid only for string fields.
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For example, to search for calls with call duration more than 40 seconds, enter the value for Call
Duration parameter in the wildcard textbox as '00:00:47???????7?’,

Click Add, and then click OK to exit the window.

This presents the call detail view with Next & Prev navigation button to navigate through records and
find the calls matching the criteria as shown below.

Call ID DewNo | 15| Call Status Call Start Date & Time Call Duration | Release ¢ [ =]
13 5 1§ active 2002-10-10 14 5656 231125 000042 636575 | Normal call ..
19 5 1§ active 2002-10-10 145656 952625 000041 965375 | Marmal call ..
20 RT: active 2002-10-10 145658 312125 00:00:40 61 =|.
21 5 16 active 2002-10-10 145659 H05250 00:00:39.3' Prev | J
o 51§ active 2002-10-10 14 5701 267625 0037 6
Do 5 18 active 2002-10-10 145701 350250 0070037 537750 Marmal call .
o4 51§ active 2002-10-10 14 5702 DE7F50 (0036 $50250 00
Zres 51§ completed 2002-10-10 145703 01 7750 00001 DBOR2S 00
‘226 5 1§ active 2002-10-10 14 5703 042250 000035 835750 Marmal call . -
OFf-lire: Yiewing |C:4Program FilesiEl Communicatio |S03 Frames | i

Figure 68: Specify CDR criteria

7.6 Display Selected Call Summary

Select the desired call in the call trace view pane and select Call Detail Record > Display Selected
Call Summary menu item to view the summary details of the specific call.

Also double click on the specific call in the call Detail Record view pane to view the summary of the
selected call.

7.7 Display Entire Summary

Select Call Detail Record > Display Entire Summary menu item to view the entire summary of the
calls.

7.8 Closing Call Detail Record

Call Detail Record can be closed form the Call Detail Record>Open & Close Call Detailed Record
menu item as shown in the figure below or by choosing Close Call Trace View option by right-clicking
on call detail view.

|Call Detail Records  Configure Help

v Build Zall Betail Records
v Active Calls Only

Select Call Detail Columns to Display
Misplay Selected Call Sunmnmaty:
v Display Entire Summary

open Call betail Recards

Close Call Detail Records

Export

Figure 69: Close Call Detailed Record
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7.9 Export Trace File

Select Call Detail Records > Export menu item or right-click on the call detail view and choose
Export Call Trace Records option to open the window as shown in the figure below to export the call
details into a file. It exports the trace file details with extension name “cte” for subsequent import into

a database or spreadsheet.

Saven: I'a Gzm j - £5 EE~
gsm.cte

File narne: || Save I
Save as bype: IStatistic Export Files [7.cte) j Cancel |
A

Figure 70: Export Trace File
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Section 8.0 Protocol Analyzer Configuration

8.1 Analyzer GUI Options and Protocol Configurations

This window provides a consolidated interface for all the important GUI and Protocol settings required
in the analyzer. This includes various options such as protocol selection, startup options,
stream/interface selection, filter/search criteria and so on.

Select Configure > Protocol and GUI from the main menu, to open the screen as shown in the
figure below.

I Analyzer GUI and Protocol Configuration - |EI|1|

Save Load Defaulk

Select summary calumns to display

—DISPLAYED summary column: —HIDDEN zummary column:

Pl .
Menu checked options Ctrl-Jp. Cirl-Ciown b rearange columns, DEL o remave,
Ctrl-2 to undo delete, Chika, - display all columns

Dirag within list box to rearange, drag out of the list box

to delete

Jg?lk Protocol standard selection <--- Digplay Selected Columns

%Networijser side selection

£V Time Format

TSlat

View Filk SubCh
? tewFer Framet

ﬁﬁ Wiew Jearch Time

@D: TP Connection Cptions Error
—

Periodic Trace Saving Options SaF
Starkup Options CTL

@Data Link Groups M[5)
F;:'F View Fonk Size FUMC

3 BTSM Meszage
INI Decade Optians Channel Type

. Time Slotair)
{%Cepture Options Sub Channelffin)
RR-Meszage
Hopping Channel
Absolute RF Channeld
Hopping Sequenced
MM-Message
TMSI
CC-Meszage
Called Party/Called Subaddress
Calling Party/Connected/Redirecting #
SMS-CP
SMS-RP
SMS-TP

Sel Only All Columins Undao Delete Festare

Figure 71: Protocol and GUI option

Additionally, the user can save the configuration settings done in any of these options to a file or just
revert back to the default values by using the following menu options:
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Menu Options

Save: Select Save from the menu to save the configuration settings done in any of the options to a file
with an extension *.ACF as shown in the figure below.

saveas 21x|
Save jn: | 22) Dual Lilra HD T1 Analyzer ~| &« B ¥ EE-
ui‘[hlp [Charaos [Chsignaling transitions [
) Mebwork Surveillance (253 hdlc_isdn ICTIEikFiles i
I )esk IChss7 I Gleview i
| =iProtocolClassifier ICharp [Chdocs =
| "iReleaseMotes Ihcalldata I3t Files =
iafdl [Chdtmf ICywinClientServer =
@BinZFrame @Mu-Law Samples @Gsm L.f
| iFrameRelay IC)Filer Files [ Trau =
1| I i
File name: IF'ru:ut.-'i‘-.naI_lrlzer..ﬁ.cf Save I
Save as type: | Canfiguration Files [.ACF) | Cancel |
s

Figure 72: Save Configuration Options to File

Load: Select Load to load the previously saved *. ACF file from the location where this file was saved
as shown in the figure below.

open 2|

Look jn: |l:".~ Dual Ulka HD E1 Analyzer | = 5 Ef-
| )Gsm IChcprs i (]

L) Trau [C7)Digital Echo Canceller 5 taa et
) atm ZIPpp

| iBer [Chcoma

| IsdrEmulator [ChUmts

| StripChart [ TRty

4] [
File name: IF'rnt.-’-‘-.naIyzer..ﬂ.n:f Open I
Files of type: IEnnfiguratiDn Files [*.ACF) j Cancel |

[ Open az iead-only

2

Figure 73: Load Configuration Options
Default: Click Default from the main menu to revert back to the default settings.

8.1.1 Selecting summary columns to display

For detail information on this refer to section Summary Column Selection.
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8.1.2 Menu Checked Options
This lists the following two options

. Select View Latest Frame > Packet check box to display the latest frame in the summary view.

. Select Enable Periodic Trace Saving check box to save the settings of Periodic File Saving
Specification.

Il Menu checked options =] E3

Save Load Default

B Select summary columns to disple -

FE}ME'-'” checked options ¥ View Latest Frame/Packet
Jg?g Proktocal skandard selection

%NetwnrHUser side selection [T Enable Periodic Trace Saving

@ Tirne Forrmak
? Wigws Filker

il i T oL

Figure 74: Menu Checked Option

8.1.3 Protocol Standard Selection

This options is used to select the protocol decode standard. For more information on this refer to
section Protocol Standard Selection.

Figure 75: Protocol Standard Selection

GL Communications Inc. 69 May 2011



Protocol Analyzer Configuration Document Number: XX150,0LV150-6.07-03

8.1.4 Network/User side Selection

Select User /Network Side selection to open the window as shown in the figure below. For more
information on this refer to section User/Network Side Specification.

Il Metwork /User side selection

Save Load Default

B Select summary columns bo displa2d

e f* Az Captured
Menu checked options

" Irvverse Captured

‘Q?lk Pratocol skandard seleckion

%NetwnrHUser side seleckion = User Defined
. Metwork, Side Cards/Interfaces [comma delimited rangesz]
Time Format (. I -‘
? Wiew Filber

ﬂ:lj Wigw Search

@D: TCP Connection Options
—

@ Periodic Trace Savinag Ol:utifns_lll
4 ]

Figure 76: Network/User side Selection

8.1.5 Time Format

Four time display formats are supported for both Real-time and Offline analysis. These time formats
can be changed during both off-line and real-time analysis by selecting the required time format as
shown in the figure below. For more information on Time Format refer to section Time Displays.

Il Time Format M=l B

Save Load Default

B Select summary columns to disple

Relative to the frame 0

Menu checked options apstern Time

Date and Time
-».-L Protocol skandard selection Time Difference between frames
=TD

%NetwurHUser side selection

@ Tirme: Forrnak

{\?? Wiews Filker
— -
al I _>I_I

Figure 77: Time Format

8.1.6 View Filter

This option is used to filter frames displayed in the Summary View. For more information on View
Filter refer to section Filtering Criteria.

8.1.7 View Search

This option is used to search the Summary View by decoded Summary column values. For more
information on View Search refer to section Setting Search Criteria.
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8.1.8 TCP Connection Options

Protocol Analysis probes can run on multiple computers. They are designed to send protocol summary
information and binary frame data via TCP-IP connection to a Database Loader to load data into a
database. To set the TCP-IP parameters, select TCP Connection Options from the Database menu

or click on @& TR Connection Options button from Configure > Protocol and GUI Options to open the

window as shown in the figure below.

—IP Addresz [127.0.0.1 Local | IP Pat———
127.0.01 _‘ ’V 20013 Test Connection

Probe Mame

F1

[T Send Call Detal Records [T Send Traffic Summarny

— Select Frame/Packet Information to be zent over TCPAAP

[™ Frame Octets [ Summany Fields [~ Status

D -
TSIt

SubCh

Framet

Time

Len

Error

C/R

Sap

TEI

CTL

F/F

MI5)

HIR]

FUMLC

BTSM Meszage
Channel Type e
Time 5 lothir]

Sub Channelltir)

RRB-kMeszage

Hopping Charinel

Abzalute RF Channel#

Hopping Sequenced ;I

Figure 78: TCP Connection Options
In order to test the TCP/IP connection, the probe IP address and the IP Port name must be entered
Prerequisites for remote protocol analysis probes are following:
. Database installation and configuration
. Creating and configuring protocol table
. Database Loader installation and configuration

Probes can be configured to filter only subset of frames according to some criteria. For example, to
load the database with complete information, all the three data types for exporting (loading into
database), i.e., frame octets, summary fields and status information must be checked or the send
call details records option must be checked. For detail information on this, refer to GL’s Net

Surveyor™,

8.1.9 Periodic trace saving options

For detail information on periodic trace saving options refer to section Periodic Trace Saving Options.
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8.1.10 Startup Options

Startup option is used to enable the startup tasks such as Enable periodic trace saving, Activate Filter,
Build Call detail records, Connect to a remote database via TCP/IP and Start real-time tracing.

Click on / Startup Options from Configure > Protocol and GUI Options to open the screen as shown
below.

Il Startup Options [_ O] x|

Save Load Default

|»

Select summary columns ko displa . .
B Y ey Load Options from File and Execute Tasks on &nalvzer Startup
[Fiapaa]

By Menu checked options
| N

&,L Protocol standard selection
=TD

%Netwurijser side selection

Time F k . .
{E} e Farma ¥ Enable periodic race saving
;? Wiew Filker
— Startup Tasks
ﬂﬂ YWiew Search
W Activate Filer

@D: TCP Connection Options
—

Periodic Trace Saving Options : .
L, v Build call detail recaords

Startup Options
@Data Link &roups ¥ Connect to a remate database via TCPAP
P‘;?r View Font Size
IMI Decade Cptions W Start real-time tracing

Capture Options
[ | Open PDE

Figure 79: Startup Options

Enable periodic trace saving

Enables periodic trace saving immediately when analyzer is opened. For more information on this refer
to section Periodic Trace Saving Options.

Activate Filter

Activates filter when analyzer is opened. For more information on this, refer to the section Activate
Filter.

Build Call Detail Records

Activates Call Detail View when analyzer is opened. For more information, refer to Build Call Detail
Record.

=" Note:
This feature is not applicable to HDLC, MLPPP, and SaHDLC analyzers.

Connect to a remote database via TCP/IP

il

Note:
This feature is applicable to real-time analyzer only.
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Connects to remote database loader when analyzer is opened. For more information on this refer to
Net Surveyor™

Start real-time tracing

Select the Start real-time tracing check box and click Execute to start the real-time capturing. A
warning message for overwriting the temporary trace file gets displayed. If you want to overwrite click

Yes, else, click No and save it in a new file in the desired location. This new file replaces the default
specified in the capturing options dialog. For more details refer to section Start Real-time.

8.1.11 Data Link Groups (DLG)

The data link groups help in defining the direction of the calls in a given network. It forms logical
groups comprised of unidirectional (either ‘Forward’ or ‘Backward’) data links. This option is essential to
configuring call detail records (CDR) where redundant signaling links can be used on different T1/E1
ports and time slots.

The direction is an essential part of the DLG specification because for many protocols like SS7, GSM
etc. the CDR fields that are used to separate calls must be swapped depending on the direction.

All unidirectional data links are grouped under a single name. The name given to DLG is just a case
sensitive string used to combine multiple data links in a single DLG.

To invoke a data link group option select Configure > Protocol and GUI from the main menu, and

click @Data Link Graups | 1 open the screen as shown in the figure below.

— Data Link Group Specification

Card Timeslot  Subch Add

o = 0 - 0 D ata Link Group Mame

02 01 k- IEast

03 0z 2

04 [l | |3

gg gg g ¥ Forward Link Direction Odd Cards
07 13 G

09 gg / Ewven Cards
10 09

11 10

12 Tl  iCards |
13 12

14 13 Hone

15 14

16 15

17 16

18 17

19 #| 118 &

Eardl TSl S5 | DirIDataLinkGrDupName

c Delete Sel
1 0 1] - West
2 1 1 - West
3 2 1] - West Delete Al
4 3 1 - West _—
5 0 1] -»  East
E 1 1 < Ead Detault
7 2 1] <  East
g 3 1 -» | East

1] | 2|

Figure 80: Data Link Groups

Data Link Group Specification:
One or more unidirectional links defined by card, timeslots and sub-channel selection.
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Select cards, timeslots and sub-channels either directly by mouse or keyboard using extended window
list box selection that includes the “shift” and “ctrl” keyboard keys for multiple extended selection or
use “0dd Cards”, “Even Cards”, “All Cards”, "None"” push buttons to select or deselect cards.

Specify the same “Data Link Group Name” sting to combine multiple links in a DLG and also check
“Forward Link Direction” for forward direction and uncheck for backward direction. The same DLG
always has the same data link group name string.

After the specification has been made, click Add to add the selection to the list of DLGs that are
displayed in the lower part of the pane.

Data Link Group Display pane

Displays the current DLG selection

. Some or all of the unidirectional links can be deleted from the current selection.
. “Delete Sel” button deletes the selected links from the current selection.

. “Delete All” button deletes all links from the current selection.

. “Default” button sets the default selection.

When the dialog is closed, the current DLG selection is automatically activated.

The configuration in the above figure has two DLGs: “west” and “east”. The “west” logical link (DLG)
consists of four unidirectional links on cards (ports) 1, 3 in the forward direction and 2, 6 in the
backward direction. The “east” logical link consists of two unidirectional data links: a forward link on
card 5 and 8 and a backward link on card 6 and 7. The data link grouping is essentially a definition how
to combine unidirectional data links in bidirectional logical links (DLGs) distinguished by their DLG
Name.

8.1.12 View Font Size

This option allows the user to choose the relevant font size to view the Summary, Detail, Hex,
Statistics, and Call Detail Records views. Select the option buttons with various font sizes such as Extra
Large, Large, Normal, Small and Very small.

Il Yiew Font Size =]

Save Load Default

B Select summary columns ko disple o
Menu checked options — Surnmary, Statistics, COR Font Size — — Detail, Hex View Font Size
*Q?lk Protacal skandard selection " Extra large " Extra large
%NetwurHUser side selection " Large " Large
{5 Timne: Format f+ Momal f+ Mormal
7 view Fiter ¢ Smal ¢ Smal
Wiew Search
ﬂﬂ ™ ey zmall £ Wery small
@ﬁ: TCP Connection Options
Periodic Trace Saving Options
ﬁjﬁtartup Options

F. L. .
j‘fﬁilew Fonk Size - _lj
4_| I » 4 I I »

Figure 81: View Font Size
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8.1.13 INI Decode Options

GSM analyzer does not support customizable parameters in GsmProt.INI file.

8.2 Capture Options

This feature is applicable to real-time analyzer only.

This provides various options such as trace file options, card and timeslot selections, real-time filter
options, etc. For detail information on this, refer to Capture Menu Features.
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Section 9.0 Status Indicators

The analyzer has status indicators at the bottom of the window as shown in figure below:

416 1293 [ 1x) 23.51 128 57 8.36 47 .00 20.00 [V =S [ITES] [V
Funning, Lilization 54 751 % * FE\sesthol i Copured 20021 framas p Ermors § CRC. 19 Frame
T
P N
i , 5 ) Filtorod arcior (Ermor Cowunta |
k.'51:&-{:.:..-5.'/f".‘f\'u:.m;:-r'E\':'.r.sr .n'n-"c.r_] | Trace Fila MName | total frames J I£ )

Figure 82: Analyzer Status Indicators
9.1 Status and Progress Indicator

This is the first (leftmost) indicator that displays the following information:

. Bandwidth utilization (payload bytes (not counting flags) / total bytes (Frame bytes plus flags)
during real-time capturing.

. Real-time or off-line mode.
. Real-time capturing status (Running or stopped).

. Notification when a long process is in progress, for example, trace is exported, statistics are
recalculated etc. when the user interface is temporary disabled and the hourglass is being
displayed.

. Notification that filtering is active.

Status and progress information is obtained for Real-time Analyzer Only.

9.2 Trace File Name

The second indicator displays the trace file name.

9.3 Filtered and Total Frame Count

The third indicator displays filtered and total frame count when the filtering is active and just the total
frame count when filter is deactivated.

9.4 Error Counters

The fourth indicator is blank when no errors are encountered. Separated counts are displayed for cyclic
redundancy check and framing errors.
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Application II - Offline GSM Analyzer

Section 1.0 Installation

GL’s offline protocol analyzers are available as optional software. Functionally, they are similar to real-
time protocol analyzers, but can only perform analysis on pre-captured files.

For installing offline protocol analyzers, perform the steps given below:

1.1 Installation Procedure
The installation procedure for offline protocol analyzer is as follows.
. Dongle Installation
o Software Installation

1.2 Dongle License Installation

Dongle is a hardware lock, which is installed before installing analyzer software. Each dongle has a
number uniquely associated with it. To install the dongle hardware and corresponding license, follow

the steps below:

Double-click the setup.exe file in the dongle license installer directory to initiate the install-shield

wizard. Dongle installs the application license

. Click Finish in the installation wizard to complete the license installation as shown in the figure
below:

InstallShield Wizard

Inztall5 hield Wizard Complete

Setup has finizhed instaling Gl Applications License Installer on
YOUr cormpuker.

< Back

Earzel |

Figure 83: Dongle License Installation
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1.3 Software Installation (Windows® 2000)

. Double-click the executable in the GL's protocol analyzer installation CD to open the installation
shield wizard as shown in the figure below:

InstallShield Wizard

Welcome to the Install5hield Wizard for
GsmTrau Analyzer

The InzstallShield® Wizard will inztall GemT rau Analvzer on
wour computer. To continue, click Mest,

Figure 84: Welcome Screen

Click Next in the above wizard, and click ‘Yes' to accept the license agreement as shown in the
figure below:

Installshield Wizard

License Agreement

Pleaze read the following license agreement carefully.

Fresz the PAGE DOWHN key to zee the ezt of the agreement.

Wiarning: Thiz software iz protected by copenght and intermational reaties. ;I
IInauthorized reproduction or redistribution of this pragram, or any portion of i,

may rezult in zevere civil and criminal penalies, and will prozecuted to the
rarimurn extent pozsible under the law.

Execution of this program will enable any and all optional application software you
have purchazed with a particular card. Algo any additional cards that may be in the
ayztem will automatically be enabled for the optional software.

I
Do you accept all the terms of the preceding License Agreement’? |f you chooze Mo, the
zetup will cloze. Toinstall GemTrau Analyzer, you must accept thiz agreement.

[rztalls hield

< Back Tez Mo

Figure 85: License Agreement
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Select the destination folder to install. The default destination folder is set to \Program Files\GL
Communications Inc.\Protocol Analyzer.

Installshield ¥Wizard

Choose Destination Location

Select folder where Setup will install files.

Setup will inztall GzmTraw Analyzer in the fallowing folder.

Toinztall ta thig folder, click Mest. Taoinztall ko a different folder, click Browse and select

anather folder.
Destination Folder
|VE:'1...'\I3L Cornrmunications lhe. \GsmT rau Analyzer Browse... |
[ mztallshield

¢ Back

Canicel

Figure 86: Choose Destination Folder

In the Select Program Folder dialog, click Next to add the program icons to the default folder.

(This sub-menu will be added to the Start menu). To change the name of the folder, type the new
name, and then click Next.

InstallShield Wizard

Select Program Folder
Please select a program folder.

Setup will add program icons to the Program Folder lizted below. Y'ou may tupe a new folder
narme, of select one from the exsting folders list. Click Next to continue,

Accessanes

Adrinestratiee Tools

Adobe Acrobat 4.0

Free Dovnboad b anager

GL Communications

GL Comrumnications lnc

Google Earth

Microzoft AntiSpwaare

Microsoft Dffice :J

IrrstaElls hreld

< Back Next » Cancel |

Figure 87: Select Program Folder
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. Status of Installation process is displayed as shown in the figure below:

Installshield Wizard

Setup Status

G zm Analyzer Setup iz performing the requested operations.

Installing:

0%

| mztallEhield

Cancel

Figure 88: Setup Status
o Click Finish to complete the installation of the software.

Installshield Wizard

InztallShield Wizard Complete

Setup has finizhed installing GemTrau Analyzer on wour
computer.

¢ Back

Canzel |

Figure 89: Protocol Analyzer Installation Completed

. If the user invokes offline analyzer software without installing dongle license, the following message is
Warning:

displayed.
x|

Security check Failed, Application is not licensed.
Please check whether the dongle has been attached properly (please read instructions),
IF problem persists, contact vendor

Figure 90 : License Error Message
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Section 2.0 Getting Started with Offline Protocol Analyzer

Click Offline Analysis to open the interface in offline analysis mode. This mode allows you to analyze
the pre-captured *.hdl files. To open the trace for Offline Analysis, follow the steps given below:

. Click File > Off-line as shown in the figure below Or

. Click Off line from a File |§ from the tool bar

open
Look in: | I Gsm | & & e B

=iGsm_GprsGsltu_Test1 hdl: (55M-A-55MI00-Test 1 HOL
G3M-Abis-PCSI00-Test 1. HOL (GIM-A-G5MI00-Test2, hdl
(G5M-Abis-PCS1900-Captl HOL |5 GSM-A-PCS1900-Capt 1, HOL
(G3M-Abis-PCS1900-Captz HOL B G5M-A-PCS1900-Capt2, HOL
(G3M-A-DCS1800-Test 1, HOL (55M-A-PC51900-Capt3, HOL
G3M-A-DCS1800-Test2, HOL (55M-A-PCS1900-Captd, HOL

2l

Fil= narne: IG SM_GpraGzltu_Test]

Open I
j Cancel |

Filez aof type: IHDLI: Files [*.%]

[~ Open az read-only

A4
Figure 91: Open a Trace from a File for Off-line Analysis
The GUI appears as shown below:
1o x|

File Wiew Capture Statistics Database Call Detail Records  Configure  Help

2 1 (00 00 00, 450000 a7
2 2 (0 00 0. 960000 a7
2 3 (0:00: 01 . 357000 45
A 4 (0:00: 01 . 386000 g
W2 ] (0:00: 01 . 440000 47
W2 g 00:00:01.942500 a7
2 7 0000 02, 400000 47 LI
CR = . 0. CDmmand(USEﬂ
SAPT = gooooo. . (o)
TEI = Qoooool. (13 J
Ctl = ... 11 Tnnumbered
Hodifier Function = goo.oo.. UI
F-F = . ..0.. .. (07
============ HTEM Layer ============ =
DEDICATED CH. MGHMT. HESG =
T-bit = ... 0 NHon-Tras=paa
Message Group = 0000100, Dedicated ¢
Hesz=zage Tvpe = 00101000 MEASuremeni
Channel numnber =
IE Identifieri{Ch Ho} = 00000001 Channel nur
Time Slot # = ... 010 (23 hd
«| | »
Hex Dump of the Frame Data -
oo 03 03 08 28 01 0A 1B Es 19 08 00 1E 38 FF 02 { = Ay
FF FF 20 04 04 0& 78 00 OB 00 12 0& 15 7F 3F 02 Ty = 17
E?2 NF 00 no nn oo no nan noonn nn nnonn T Rra o =5 i
1 »
| Off-line Yiewing |CiiProgram Files\GL Comn 926 Frames | A

Figure 92: Offline Analysis
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Appendix A: Filter and Search Criteria

The Filter/Search Criteria can be used both in real-time and offline analysis. It resembles a tree-like
structure, which displays various layers defined by the protocol standard selection chosen in View
Menu > Protocol Standard Selection menu. To set a view or search filter, select View >Protocol
Standard Selection> View Filter or View Search.
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Figure 93: Protocol Standard Selection

4 Filter Selection for A Interface

Data Link Layer
Frame Length(s)

Select Frame Length(s) option as shown in the figure below to filter all frames having the specified
length. Enter a specific value or a range in the Frame Length N or Range Min-Max entry field and
click Activate to apply the settings.
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Figure94: Frame Length
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Error Frames Only

Select Error Frames Only option to filter all the error frames. Enter the character Y in the Y for
Errored Frames only entry field to capture erred frames and click Activate to apply the settings.
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Figure 95: Error Frames Only
OK Frames Only

Select OK Frames Only option to filter all frames that are error free. Enter the character Y in the Y
for OK frames only entry field to capture error free frames and click Activate to apply the settings.
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Figure 96: OK Frames Only
Frame Number(s)

Select Frame Number(s) option to filter all frames having the specified frame number. Enter a value
or a range in the Frame Numbers entry field and click Activate to apply the settings.

Frame numbers can be any non-negative numbers and is limited only by the number of frames
captured to the trace file.
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Figure 97: Frame Number(s)

Device Number

Enter a port using the Device Number option as shown in the figure below and click Activate to
filter/search for the frames captured on the specified port.
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Figure 98: Device Number

MTP2 Layer
BSN (Backward Sequence Number) and FSN (Forward Sequence Number)

BSN and FSN, each of length 7-bit, are used to acknowledge the message signal units from the remote
end of the signaling link. Enter the values in the range of 0-127 in the BSN Value (or FSN value)
entry field as shown in the figure below to filter the frames with specific BSN values and click Activate
to apply the settings.

For example, enter BSN value as 104 as shown in the figure below to filter the frames that have the
value as 104.
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Figure 99: BSN Option
BIB (Backward Indicator Bit) and FIB (Forward Indicator Bit)
BIB and FIB, each of length 8-bit, are used in the basic error control and acknowledgement functions.
Enter the values in the range of 0-255 in the BIB Value (or FIB Value) entry field as shown in the

figure below to filter the frames with specific BIB (or FIB) values and click Activate to apply the
settings.

For example, enter BIB value as 1 as shown in the figure below to filter the frames that have the value
as 1.
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Figure 100: BIB Option

Status Field

Select Status Field option to filter all frames having the specified Status Field Value such as, SIO
(service information octet), SIB (system information block), SIP (session initiation protocol) and so on.
Click Activate to apply the settings.
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Figure 101: Status Field Option
MTP3 Layer

SLC (Signalling Link Code)

SLC Link code is a 4-bit code that identifies the link set carrying SS7 signaling information. The range
of SLC is 0-15.
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Figure 102: SLC Option
DPC (Destination Point Code)

DPC represents a numeric address that uniquely identifies the receiving signalling point. The number of
octets in a DPC can vary based on ANSI or ITU standards. For example, select DPC and enter the value
in entry field as shown in the figure below to filter all frames having the specified DPC address.
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Figure 103: DPC Option
OPC (Originating point code)

OPC represents a numeric address that uniquely identifies the sending signalling point. The number
of octets in a DPC can vary based on ANSI or ITU standards. For example, select OPC and enter the
value in entry field as shown in the figure below to filter all frames having the specified OPC address.
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Figure 104: OPC Option
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SCCP (Signaling Connection Control Part) Layer

SCCP uses subsystem numbers (SSN) to allow messages to be addressed to specific applications
(called subsystems) at each signaling points. Select the specific message type and SSN values as
shown in the figure below and click Activate to apply the settings.
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Figure 105: Message Type
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GSM Phase2+ Layer
BSSMAP (Base Station Subsystem Management Application Part) Message Type

This is used to convey general BSS (Base Station System) control information between the MSC
(Mobile Switching Centre) and the BSS. Select the specific BSSMAP message type as shown in the
figure below and click Activate to apply the settings.
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Figure 106: BSSMAP Message Type
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MM Layer
Message Type

Mobility Mgmt messages required to handle the procedures such as handover, Location Update etc of
Mobile station with respect to circuit switched core network.

TMSI

Temporary mobile subscriber identity is a value used to identify the mobile subscriber across the radio

interface. TMSI is the real identity of the MS and is not usually transmitted over radio interface.

For example, select Message Type option to filter all frames having the required message type from
the Message Type Value pane to filter the frames and click Activate to apply the settings.

— Filter Selection
8 A-nterface G5MA00 -
-8 Data Link

- MTP2

- MTP3

-8 SCCP

- GSM Phaze2+

=R Y

L bezzage Type

I @ CC
- M3
-8 Group Call Contral

—Mezzage Type Value
IC F.EIEI T

<] |

- @ Broadcast Call Control  » | Activate Deactivate
—A&l Selected
Layer | Field | Filtker ' alue
kb Meszage Type ABORT, AUTHEMTICATION FAILUF

i

— Conditions for all selections

 AND & OR {* Include © Exclude

Deactivate Sel Deactirate Al

Figure 107: Mobility Management Message Type
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CC Layer
Message Type

Call control message is used to actually setup the call between MS and circuit switched core network.
Theses messages are transparently carried over IuCs interface.

Select a required message type frame from the Message Type Value pane to filter the frames and
click Activate to apply the settings.

Called Party/Called Sub Address

Called party/Called Sub Address number identifies the called party and is present in CC messages.
Calling Party/Connected/Redirecting#

Calling party number identifies the calling party and is present in CC messages.
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Figure 108: Call Control Message Type
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SMS Layer
CP (Control plane) Message Type
Control plane messages of SMS protocol are used before SMS data is transmitted.

Select CP Message Type option to filter all frames having the SMS type CP message. Select a
required message type frame from the CP Message Type Value pane to filter the frames and click
Activate to apply the settings.
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Figure 109: CP Message Type
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RP-MTI
Relay plane messages of SMS protocol are exchanged before SMS data transfer and carries TP
messages over it.

Select RP-MTI option to filter all frames having RP-MTI value. Select a required message type frame
from the RP-MTI Value pane to filter the frames and click Activate to apply the settings.
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Figure 110: RP-MTI
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TP-MTI

Transport plane messages of SMS protocol are responsible for actual transfer of SMS data over the
network. These messages contain the actual user data (SMS data) in encoded (7 bit / 8 bit) format.

Select TP-MTI option to filter all frames having TP-MTI value. Select a required message type frame
from the TP-MTI Value pane to filter the frames and click Activate to apply the settings.
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Figure 111: TP-MTI
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Group Call Control (GCC) Layer
The Group Call Control (GCC) protocol is one of the Connection Management (CM) sublayer protocols
used by the Voice Group Call Service (VGCS) on the radio interface within the 3GPP system.

GCC Protocol Discriminator

The protocol discriminator specifies the message being transferred. Select the GCC Protocol
Discriminator Value to be filtered out and click Activate button to apply the settings.
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Figure 112: GCC Protocol Discriminator
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GCC Message Type

The message type defines the function of each GCC messages. Select the GCC Message Type Value
to be filtered out and click Activate button to apply the settings.
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Figure 113: GCC Message Type
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Broadcast Call Control (BCC) Layer

The Broadcast Call Control (BCC) protocol is one of the Connection Management (CM) sublayer
protocols used by the Voice Broadcast Service (VBS) on the radio interface within the 3GPP system.

BCC Protocol Discriminator

The protocol discriminator specifies the message being transferred. Select the BCC Protocol
Discriminator Value to be filtered out and click Activate button to apply the settings.
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Figure 114: BCC Protocol Discriminator
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BCC Message Type

The message type defines the function of each GCC messages. Select the BCC Message Type Value
to be filtered out and click Activate button to apply the settings.

— Filter Selection —BCC Meszzage Tupe Yalue
F & SCCP =]
- G5M Phaze2+ ATUS
- MM E SETUP
% [ Ir R ESETUF 2
- SMS T

@ Group Call Contral
=& Broadcast Call Control

..... sscrimin MINATION REJEC
o oor riotocel Discrmin TERMINATION REQUEST

@ Metwork, Mgmt Meszages =
4 | Activate Deactivate

—all Selected
Layer | Field | Filter %/ alue
Broadcast Call Control - BCC Message Tvpe COMMECT, GET STATUS. [MMEDIA
« | 1
— Conditionz for all selections
- AND & OR * |nclude © Exclude ‘ Deactivate Sel Deactivate Al

Figure 115: BCC Message Type
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Reg Test Messages

Test Messages are used for checking the integrity of the link. A given pattern of octets is sent in SLTM
message and if the same pattern is received in the SLTM Ack, the link functions properly.

Select Reg Test Message option to filter all frames having the specified Reg Test Message value, and
click Activate to apply the settings.
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Figure 116: Reg Test Message
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Network Mgmt Messages

Network Mgmt messages are used by the network to manage the network, such as bringing a link or a
group of link from idle to active state or vice versa, exchanging information about the status of a link,
blocking/unblocking a link etc.

Select Net Mgmt Message option to filter all frames having the specified Net Mgmt Message value
and click Activate to apply the settings.
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Figure 117: Net Mgmt Message

NMPC - Enter the NMPC Value to filter/search the frames with the specified value and click Activate
button to save the settings.
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4 Filter Selection for Abis interface

For information on setting filtering criteria on various parameters in Data Link layer, refer to Filter
Selection for A Interface protocol standard.

LAPD Layer (Link Access Protocol-D channel)
C/R Option

The C/R bit indicates whether the frame contains a command or a response corresponding to the
user/network. Select C/R value accordingly as shown in the figure below to filter frames.

-

 Filter Selection ~ C/R Value —
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Figure 118: C/R Option
SAPI (Service Access Point Identifier)

The Service Access Point Identifier is a 6-bit field that identifies the point where Layer 2 provides a
service to Layer 3 in OSI. Enter the values in the range of 0-63 in the SAPI Value entry field as shown
in the figure below.
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;I Activate I Deactivate

&l Selected
Layer | Field | Filter 'alue
LARPD SaPl 32
a | i

r— Conditions for all selections
" AND (" OR | ‘ ¢ Include ' Exclude ‘ Deactivate Sel Dieactivate Al |v
4| | ;i

Figure 119: SAPI
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TEI (Terminal Endpoint Identifier)

The terminal end-point identifier (TEI) is a 7-bit field that identifies either a single terminal or multiple
terminals. A TEI of all ones indicates a broadcast. Enter the values in the range of 0-127 in the TEI
Value entry field as shown in the as shown in the figure below, to filter the frames belonging to
different terminal end points.

— Filter Selection —TEIl Yalue —
8 bis GSM 900 2
-4 Data Link
B LAFPD
- C/R
- GAPI
% TEI
@ CTL »
-3 PIF
3 N[S)
- NIR)
-~ FUNC
- BTSM

[]--@‘ RR LI Activate I Deactivate

—all Selected

|ayer I Field I Filter "/ alue
LaPD TEI 2

a | o |

— Conditions for all selections
 AND & OR || f* Include © Exclude | Deactivate Sel DeactivateAII_llj
»

1 |

Figure 120: TEI

|v

CTL (Control Information)

Select CTL option as shown in the figure below, to filter frames with different control information (user
information, supervisory, and unnumbered)

— Filter Selection —CTL ¥alue =
ﬁ Abiz GSM .SDD =] Infarmation
@ Data Link, Supervizony
=4 LAPD Urnumbered
-~ C/R
e GAP
-~ TEI
o [CTL »
- PIF
-0k M5
- MR |-
- x FUMC
- BTSM
-8 RR LI Activate I Deactivate
—all Selected
Layer | Field | Filter 4 alue
L&aPD CTL Information
1] | 2l
— Conditions for all zelections
|f" AND & OR | ‘ @ Include (™ Exclude ‘ Deactivate Sel | Deactivate Al |_
“| |

Figure 121: CTL
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P/F Value (Poll/Final Bit)

A1’ in this bit indicates a poll when frame is a command, and when the frame is a response, a ‘1’ bit

indicates that the current frame is the last frame

in the response. Select Poll/Final option accordingly

as shown in the figure below, to filter the frames with corresponding p/f value

— Filter Selection

§8# Abis GSM 900
@ Data Link
=7 LAPD

-8 BTSM
= AR

s

— P4F Walue

f1

Deactivate |

—A&ll Selected

Laver

| Field

| Filter % alue

LaPD

1

P/F

1

i

— Conditions for all zelections

" AMD & OR

f* Include ( Exclude

Deactivate Sel

a

Deactivate All |
| ]

Figure 122: P/F

N (S) (Send sequence number)

N (S) is a 7-bit field (0-63) that indicates the send sequence number. Enter the values in the N(S)
Value entry field as shown in the figure below to filter the frames with a specific send sequence

number.

— Filter Selection

|8 Abiz GSM 500
-8 Data Link
=14 LAPD

- BTSM
= AR

—M[5] W alue

|3

Deactivate |

— Al Selected

Laper

| Field

| Filter Walue

LAFD

a

NS

3

i

— Conditions for all selections

" AMD &= OR

{* Include  Exclude

Deactivate Sel

1

Deactivate &l |
|

Figure 123: N (S)
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N (R) (Received Sequence Number)

N (R) is a 7-bit field (0-63) that indicates the number of the next information-frame expected by the
node at the remote end. Enter the values in the N(R) Value entry field as shown in the figure below to
filter the frames with specific receive sequence number.

— Filter Selection —MIR]" alue
|8 Ahis GSM 900 - E
E-8 Data Link
=g LAPD
i AR
- SAPI

@

@ TE
@ CTL
@
@

-8 BT5M
- RR
— Al Selected

Layer
LAPD

Activate I

| Field | Filter value
NIF) 5

[Deactivate

d |

— Conditions for all selections
|f" AND ¢+ OR | | &+ Include ¢ Exclude Deactivate Sel Deactivate All |v
1| | _’l_l

Figure 124: N(R)

i

Func (Functions)

Select Func option to filter frames with different LAPD functions, as listed in the figure below. Click
Activate to apply the settings.

— Filter Selection —FUMNC Value —
§8# £bis G5M 900 - DISE
&8 Data Link DM
=¥ LAPD FRHR
9' REJ
& C/R ANR
- SAP FR
o TEI SABME
e CTL L Hf_\
s P
@ =D
-~ M[5)
@ MR |
% FUNC
-8 BTSM
E]—-@ RR LI Activate I D eactivate
—a&ll Selected
Layer I Field I Filter ' alue
L&PD FLMNC FRMR
< | |
— Conditions for all selections
- AND{+ OR % Include  Exclude Deactivate Sel |

al

Deactivate all |
| ]

Figure 125: FUNC
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BTSM Layer
BTSM Message

Layer 3 messages are required to exchange Radio Resource mgmt messages to activate, maintain and
release radio channel across Abis interfaces. It is also used to carry other DTAP messages such as MM
/CC / SMS across the interface.

Select BTSM Message option to filter frames with different messages, as listed in the figure below. Click
Activate to apply the settings.

— Filter Selection —BT5M Mezzage Walue
|9 Abis GSM 900 A H INFOmation
-8 Data Link ;
-8 LAFD
=9 BTSM
----- “ BTSM Meszage
----- ¢ Channel Type
o Time Slatfi)
“ @ Sub ChannellAir)
-8 AR
- hM

E
E
w8 OO
i
E

- SMS i

]@ Group Call Caontral j Activate Deactivate

—All Selected
Layer I Field | Filter '/ alue
BTSM BTSM Meszage BCCH IMFOrmation, BS POWER COF

< | i

— Conditionz for all selections
- aND OR % |nclude © Exclude Deactivate Sel | D eactivate Al

Figure 126: BTSM Message
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Channel Type

GSM signaling information is mapped to various GSM frame type such as Basic TDMA frame (8
channels), Multi Frame and Supper Frame etc. A super frame consists of 51 * 26 TDMA frames which
will have different logical channels and each channel is used for various purposes starting from carrying
call signaling information, frame synchronization information, user traffic etc. Channel type indicates
the type of channel being used for signaling SDCCH / BCH / SCH etc.

Select Channel Type to filter frames with different types, as listed in the figure below. Click Activate to
apply the settings.

— Filter Selection — Channel Type YW alue
|8 &bis GSM 900 - BCCH
-8 Data Link i+ A0
& LAPD )
=9 BTSM

o BTSM Message

----- " Channel Type
@ Time Slatji]

. e Sub Channeliai]

@ ER

@ b b

@ CC

- SMS

@ Group Call Contral j Activate Dreactivate

—all Selected

Layer | Field | Filter W alue
BTS5H Channel Type BCCH. Brn + ACCH=, Downlink CCCH

1 I i

— Conditionz for all 2elections
" AND & OR % Include i~ Exclude Deactivate Sel Deactivate &ll

Figure 127: Channel Type
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Time Slot (Air)

Each logical channel of a TDMA frame represents one Time slot and each TDMA frame comprises of
total eight time slots.

Enter the values in the Time Slot (Air) Value entry field as shown in the figure below to filter the
frames with specific timeslot value.

— Filter Selection — Time Slatf&ir] Y alue
|8 Abis GSM 900 - [23
-8 Data Link

-8 LAFD

=5 BTSM

3 BTSM Messzage
il Channel Type
¥ Time Slot{i) L
“ @ Sub Channel[#ir)
-8 AR

- b

£
£
- CC
£
£

- SMS s

]@ Group Call Contral j Activate Ceactivate

—all Selected

Layer | Field | Filter Y alue
BTSHM Tirmne Slat[Air] 23

1] | 2
— Conditions for all selectionz
 AMD{ OR % Include © Exclude Deactivate Sel

Deactivate Al

Figure 128: Time Slot (Air)

GL Communications Inc. 110 May 2011



Document Number: XX150,0LV150-6.07-03 Appendix A: Filter and Search Criteria
Sub Channel (Air)

Each logical channel is further divided, and each fraction is known as sub channel.

Enter the values in the Sub Channel (Air) Value entry field as shown in the figure below to filter the
frames with specific timeslot value.

— Filter Selection — Sub Channelidir] Value

J8# Abis GSM 900 - E

-8 Data Link

& LAPD

=¥ BTSM

e BTSM Message
o Channel Type
@ Time Slotjair) L

o9 Sub Channelisir)

- AR

- MM

- CC

- SMS i

@ Group Call Contral ;l Activate Deactivate

— &l Selected

Layer | Field | Filter ' alue
BTSM Sub Channeliir] G

« | i
— Conditionz faor all selections

 AND & 0R {* Include § Exclude Ceactivate Sel Cieactivate Al

Figure 129: Sub Channel (Air)
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RR Layer
RR-Message
Radio Resource mgmt messages required to activate, maintain and release radio channel across Abis
interfaces.
Hopping Channel
Gives information about type RF channel viz. single RF channel and RF Hopping channel
Absolute RF Channel#
This is an identifier for the channel
Hopping Sequence

A GSM phone served by a cell that is hopping over a set of frequencies, separate traffic channels hop
over the allocated frequencies according to a hopping sequence number (HSN). The traffic channels
with the same HSN hop over the same frequencies in the same order but are separated in time by a
mobile allocation index offset (MAIO).

Select a RR message to filter the frames of RR types, as listed in the figure below. Click Activate to
apply the settings.

— Filter Selection — AR-Meszzage Value

¥ Ahis GSM 900
8% Data Link
-8 LAPD
- BTSM

=9 FR
% BPR-Message

----- 2 Hopping Channel
& Absolute RF Channelt
‘i Hopping Sequencett
- MM

m- G OO

B GMS o
-8 Group Call Contral j Activate Deactivate

|»

Ly N

E
E
E
E
| E
'PE

oo o0~ T

—all Selected

Layer | Field | Filter Y alue
RA RA-Message ADDITIONAL ASSIGNMENT, APPLII

1| | i

— Conditionz for all selections
 AND & OR * Include € Exclude Deactivate Sel Deactivate &l

Figure 130: RR Message

MM Layer

For more information on this refer to MM Lavyer.
CC Layer

For more information on this refer to

CC Layer.
SMS Layer

For more information on this refer to SMS Layer.
Group Call Control (GCC) Layer

For more information on this refer to GCC Layer.
Broadcast Call Control (BCC) Layer

For more information on this refer to BCC Layer.
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4 Filter Selection for Gs-PCS interface

Filter selection for Gs-PCS interface is similar to A-Interfaces. For more information on Data Link,
MTP2, MTP3, SCCP, refer to section Filter Selection for A Interface.

BSSAP+(Base Station System Application Part Plus) Layer

BSS Application Part plus is used to support signaling between the VLR (Visitor Location Register) and
SGSN (Serving GPRS Support Node) on the Gs interface. Location information about the user may be
exchanged between SGSN and MSC across the Gs interface.

Message Type

Select a BSSAP message type value to filter the required type of frames, and click Activate to apply
the settings.

— Filter Selection —Mezzage Tupe Yalue —

|8 Gs-PCS1300 ALERT-ACK

82 Data Link ALERT-REJECT —

- MTP2 ALERT-REQUEST

5@ MTP3 DOWHNLINKE-TUNNEL-REQUEST

8 SCCP GPRS-DE TACH-ACK

GPRS-DE TACH-INDICATION

=5 BSSAP IM5I-DE TACH-ACK

L% Message Type W | |i45I-DE TACHANDICATION -

LOCATION-UPDATE-ACCERT
LOCATION-UPDATE-REJECT
LOCATION-UPDATE-REQUEST
MMINFORMATION-REQUEST

MOBILE-STATUS LI
Activate Dieactivate |
— &l Selected
Layer I Field | Filter '/ alue
BSSAP+ Mezzage Type ALERT-ACK,
| | i
— Conditionz for all elections
£ AND (+ OR * Include " Exclude Deactivate Sel | Deactivate Al -
4| |_"‘|J

Figure 131: BSSAP Message Type
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A Filter Selection for Up Interface UMA (Unlicensed Mobile Access Protocol)
Data Link Layer

For information on setting filtering criteria on various parameters in Data Link layer, refer to Data Link
Layer.

MAC (Medium Access Control) Layer

VLAN ID- VLAN ID is the identification humber of 12 bits that can allow the identification of (2712 -2)
VLANs. Enter the VLAN ID value in the entry field to filter the frames accordingly.

— Filker Selection —LaM 1D Walue
E Up-nterface LA |12

F-82 Data Link

2 MALC

¢ Ethemet Encoded TPID
b i Higher Layer Protocol

= P »
- TCP
- 1DP

4| |3 Activate I Deactivate

&l Selected

Layer | Field | Filter W alue

MaC WLAM 1D 12

a | i
— Conditions for all selections ————————————————
|1"' AND £+ OR || f* |nclude ~ Exclude Deactivate Sel Deactivate Al |

Figure 132: VLAN ID

Ethernet Encoded TPID- TPID has a defined value of 8100 in hex. When a frame has the Ether type
equal to 8100, this frame carries the tag IEEE 802.1Q / 802.1P as shown in the figure below. Select
the required TPID value to filter the frames accordingly.

— Filter Selection — Ethernet Encoded TRID Value
ﬁ Up-Interface LIk,

-8 Data Link

9 MAC

o WLAN D

% Ethemet Encoded TRID

‘oo Higher Layer Pratocal

w G 1P L

w@ TCP

-8 UDP

@ Unlicenzed Mobile Access Pro

4| | Deactivate |

—all Selected
Layer | Field | Filter *#alue
AL Ethernet Encoded TRID W LA (80210
1] | i
— Conditions for all selections——————————
{ AND &+ 0OR H % Include © Exclude Deactivate Sel Deactivate Al

Figure 133: Ethernet Encoded TPID
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Higher Layer Protocol: Select Higher Layer Protocol option to filter all frames in the specified layer
such as IP, ARP, etc as shown in the figure below. Click Activate to apply the settings.

r Filter Selection — Higher Laver Protocol Value
ﬁ Up-Interface Likda
% Diata Link. Eanyan Systems
- TR Berkeley Trailer encap/IF

£ WLAN D Eﬁgkni!sitﬁailer hegao
- @ Et.hemet Encoded TFID DEC Diagrostic Protocol
% Higher Layer Pratacal DEC L&NEridge
P W | |DEC LASTPart
TCP DEC LAT
g LDF DEC LAWE, SCA
) . DEC MOP Dump,Load
8 Urlicensed Mobile Access Pro DEC MOP Femate Consale
DECMET Fhasze ¥ Route ;l
a L Activate I Deactivate |
Al Selected
Layer | Field | Filter Yalue
haC Higher Layer Protocol ARF
1] | i
— Conditions for all selections——————
" AND (¥ OR | ‘ * Include ' Exclude Deactivate Sel Deachivate Al |

Figure 134: Higher Layer Protocol
IP (Internet Protocol) Layer

Source IP Address -This is the address of a source node that uniquely identifies the source computer
while participating in LAN/WAN communication.

Destination IP Address- This is the address of a destination node that uniquely identifies the source
computer while participating in LAN/WAN communication. For example, select source IP address as
shown in the figure below to filter the frames those have source IP address value as 192.168.1.83.
Similarly, select destination IP address to filter the frames those have source IP address value as
172.17.1.18. Click Activate to apply the settings.

— Filter Selection —Source IP Address Value
[ Upinteriace Ubta [192.168.1.83
-8 Data Link
BB WAL
=P
----- ¥ Source IP Addiess
“on i Destination IP Address
- TCP >
=8 UDP

e UDP Source Port

tev i LUDP Destination Part
@ Unlicenzed Mobile Access Pro

4| | © Deactivate |

—All Selected
L anper | Fizld | Filter W alue
IP Source [P Address 192.168.1.83

« I i

— Conditions far all selections
" AND &+ OR % Include € Exclude Deactivate Sel Dzactivate &l

Figure 135: IP Layer - Source Port
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TCP (Transport Control Protocol) Layer

TCP Source Port - This is a 16-bit unassigned port number assigned to the sending application called
TCP source port.

TCP Destination Port —This is a 16-bit unassigned port number assigned to the receiving application
called TCP destination port. Select TCP Source Port option and enter the port value (say 2050) to
filter the frames through this port of sending application. Similarly, select TCP Destination Port and
enter the port value to filter the frames through this port of receiving application. Click Activate to
apply the settings.

—Filter Selection——————————— — TCP Source Port Value

ﬁ Up-Interface Utda 2050
-4 DataLink

TCF

' TCP Source Part
&+ TCP Destination Port L
uor

.| | _pl Activate I Deactivate

&l Selected
Laper | Field | Filer W alue
TCP TCP Sournce Part 2080
< | i
r— Conditions for all selections————————
| = AND & OR | | " Include © Exclude Deactivate Sel Dieactivate Al |

Figure 136: TCP Layer - Source Port
UDP (User Datagram Protocol) Layer

UDP Source Port - The source port is the virtual 16-bit port number assigned by the local computer
when it transmits data to a remote machine. This is typically a number above 1023.

UDP Destination Port - The destination port is also a 16-bit port humber, usually a 'well known port
number' such as 69 for trivial file transfer protocol, or 53 for DNS. When used with a source port, this
allows a remote machine to recognize a data connection. For example, select UDP Source Port as
shown in the figure below and enter the port value (say 1023) to filter the frames with specific UDP
source port number. Similarly, select UDP Destination Port and enter the port value to filter the
frames with specific destination port number. Click Activate to apply the settings.

r Filker S election —UDP Source Part Y alue
ﬁ Upnterface UMa |1D2D
@ P
w- TCP
E 2 UDP

V UDP Source Port >
: L UDP Destination Part
@ Urlicensed Mobile Access Pro

4| | =l Activate I Deactivate

&l Selected
Layer I Field | Filter ' alue
Upp UDP Source Port 1020
a | 2
— Conditions for all selections—————————————
|(" AMD &+ OR H ' |nclude ™ Exclude Deactivate Sel | Deactivate All |

Figure 137: UDP Layer - Source Port
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A Filter Selection for Lb, Ls, Lp-Interfaces

r— Filter Selection
[l Lb.Ls Lpinterfaces
-8 Data Link
-8 MTP2

-8 MTP3

-8 SCCP

l | B

Figure 138: Filter Selection for Lb, Ls, Lp Interface

Data Link Layer

For information on setting filtering criteria on various parameters in Data Link layer, refer to Data Link
Layer

MTP2 Layer
For information on setting filtering criteria on various parameters in MTP2 Layer, refer to MTP2 Layer
MTP3 Layer

For information on setting filtering criteria on various parameters in MTP3 Layer, refer to MTP3 Layer
SCCP (Signaling Connection Control Part) Layer

For information on setting filtering criteria on various parameters in SCCP Layer, refer to SCCP Layer
BSSAP-LE (BSSMAP-LE/DTAP-LE) - Base Station System Application Part Layer

BSSAP-LE is an extension to BSSAP (Base Station System Application Part) that contains
messages and parameters specific in the support of LCS (Location Services). The following subsets of
BSSAP-LE are defined as BSSMAP-LE (Base Station System Mobile Application Part - LCS
Extension) and DTAP-LE (Direct Transfer Application Part - LCS Extension).

Message Type

Select a BSSAP-LE message type value to filter the required type of frames, and click Activate to
apply the settings.

— Filker Selection —Meszzage Type Yalue
& LbLsLpnterfaces BSSMAP-LE COMNECTION ORIENTED INF
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: @ SCOP BSSMAR-LE FERFORK LOCATION REQLIE
" BSSMAP-LE PERFORM LOCATION RESPO
E|,/ BSSAP-LE [BSSMAP-LE/DTA OTAP-LE FACILITY
Ll Meszage Tupe * DTAP-LE REGISTER
L SMLCPP DTAP-LE RELEASE COMPLETE
G BSSLAP RESET
RESET ACKMNOWLEDGE
s LLP
4| | ﬂ Activate I Deactivate
&l Selected
Layer | Field | Filter " alue
BSSAP-LE [(BSSMAP... Meszage Type | BSSMAP-LE COMMECTIOMLESS INFORMATIC
<] | 2
— Conditionz for all selections———————
 AND{+ OR | ‘ {* Include  Exclude Deactivate Sel | Deactivate Al |

Figure 139: BSSAP-LE Message Type
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SMLCPP

Serving Mobile Location Center Peer-to-Peer Protocol (SMLCPP) is a transport protocol for the
communication between the Serving Mobile Location Centers (SMLCs).

BSSLAP

The BSS LCS Assistance Protocol (BSSLAP) and the BSSAP LCS Extension (BSSAP-LE) support LCS
functions (e.g., positioning measurements, assistant measurements) and is independent of lower
protocol layers. The BSSLAP layer may be absent if its functions are supported in the BSSAP-LE layer.

Message Type

Select a BSSLAP message type value to filter the required type of frames, and click Activate to apply
the settings.

— Filter Selection — Meszage Type Yalue
E Lb.Lz.Lp-rterfaces ABORT
@ Diata Link b5 Position Cornmand
- MTP2 M5 Position R esponse
@ MTFE3 REJECT
: RESET
@ sCLP Rezerved
@ B554P-LE [BSSMAP-LE/DTA TA LAYERZ
@ SMLCPP | |74 REQUEST
El@' B5SLAP T4 RESPOMSE
" Meszage Type
L LLP
1| | _pl A chivate Deactivate
— Al Selected
Layer | Field | Filter ' alue
BSS5LAP Mezzage Type k5 Position Cormmand
1] | i
— Conditionz far all selechons
" AND + OR i |nclude ¢ Exclude Deactivate Sel Deactivate Al

Figure 140: BSSLAP Message Type
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4 Filter Selection for Mobis-Interfaces

Data Link Layer
For information on setting filtering criteria on various parameters in Data Link layer, refer to Data Link
Layer.
LAPD Layer
For information on setting filtering criteria on various parameters in LAPD layer, refer to LAPD Layer.
Mobis Layer
Mobis supports 2 packet header types - - Compact and Executive.

This layer allows users to filter the captured file based on the protocol message types and interface
message types corresponding to the packet headers types — Compact and Executive.

— Filter Selection — Executive Interface Type Walue
ﬁ Mobis Interface 155 L3 <-» SCCP
-8 Data Link CBA <> CBS
@ LAPD Ch <> Achive SM
T e
% Executive Interface Type Chd <> FM

- Compact Interface Type Ch <o SAP
- Executive Message Tvpe W | |ChesRSS

Pl @ Compact Message Type Call Proceszing Intermal
- RR

Code Object kManager
: Creator <-» Application
- MM FCP <> FTP
- OO Fh<->Active SM |
- GMS

Activate Deactivate |
— &l Selected

Layer | Field | Filter % alue
tdobiz Ewecutive Interface Type | BSS L3 <> SCCP

« | *

— Conditionz far all zelections
" AND & 0OR % Include {© Exclude Deactivate Sel Cieactivate Al

Figure 141: Mobis Message & Interface Types

RR Layer

For information on this refer to_RR Layer.
MM Layer

For more information on this refer to MM Lavyer.
CC Layer

For more information on this refer to CC Layer
SMS Layer

For more information on this refer to SMS Layer.
Group Call Control (GCC) Layer

For more information on this refer to GCC Layer.
Broadcast Call Control (BCC) Layer

For more information on this refer to BCC Layer.
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