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Document Number: XX120-7.10.24-03 Overview

Application I - Real-time Protocol Analysis

Section 1.0 Overview

1.1 Introduction

SS7 (Signaling System 7)_separates the information required to set up and manage telephone calls in
the Public Switched Telephone Network (PSTN) onto a separate packet switched network (Signaling
Network). It uses Message Signal Units (MSUs), Link Status Signal Units (LSSUs), and Fill-In Signal
Units (FISUs) as signal units. The main protocols include MTP (Message Transfer Part - Level 1 to 3),
SCCP (Signaling Connection Control Part), and ISUP (ISDN User Part).

As a result of introducing new IN services there is a demand for increase in SS7 network capacity. High
Speed Link (HSL) is defined to meet this requirement which uses entire or fractional E1 bandwidth
instead of just 64kbit/s to carry SS7 signaling. The HSL technology can be implemented either using
unchannelized HDLC (over MTP2), ATM (ATM layers replace MTP1 and 2), or SIGTRAN.

GL's SS7 Analyzer supports decoding different SS7 layers like MTP2, MTP3, ISUP, TUP, SCCP, INAP,
IUP, BICC, BISUP, BTUP, and many application layer protocols from GSM/GPRS network like MAP,
CAMEL (CAP), and so on.

Additionally, the SS7 Analyzer supports decoding of high-speed 1.544- or 2.0-Mbps unchannelized
HDLC high-speed signaling links [HSL]) over T1/E1.

Both real-time and off-line analysis present information in four layers:
o Raw HDLC Frame data as a hexadecimal and ASCII octet dump

o MTP2 and MTP3 information

. ISUP, TUP, SCCP, BICC, INAP, MAP, BTUP, etc. information

Soft Switch |
'--—&

5 Analog
Phone

;;j FAX

‘/TI,EI,TJ, E3

2-Wire,
CAS, ISDN =

§E|Modem
1|

PBX

P

GSM femse—* wse J— (s -
VLR

]
Pl

m GL's 557 Protocol Analysis 8TS

;|- '_-5 GL's Digital Central Office Switch Simulator [DCOSS)

Figure 1: SS7 Protocol Analysis

GL Communications supports the following types of SS7 analyzers:

) Real-time SS7 Analyzer (Pre-requisites: GL's field proven E1 or T1 internal cards or USB Laptop E1
or T1 external units, required licenses and Windows XP (or higher) Operating System).

o Remote / Offline SS7 Analyzers (Pre-requisites: Hardware dongle and Windows XP (or higher)
Operating System).

GL Communications Inc. 1 November 2013
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Figure 2: SS7 Network

1.2 Main features

Display Features e  Displays Summary, Detail, Hex-Dump, Statistics, and Call Detail Views.

. Summary View displays MTP2, MTP3 information and SS7 Message types,
Called and Calling number, SCCP message type, SSN, INAP information, IUP
information, BICC message type, and etc in a tabular format.

. Detailed View
> Displays decodes of user-selected frames from the Summary View
» Provides options to display or hide the required protocol layers
» Contents of this view can also be copied to clipboard.

. Hex dump View displays the frame information in HEX and ASCII format, the
contents of this view can also be copied to clipboard.

. Statistics View displays call and MSU statistics at any link or entire link set.

. Any protocol field can be added to the summary view, filtering, and search
features providing users more flexibility to monitor required protocol fields

. Call trace isolates call specific information i.e. status of each call (i.e.
active/completed), duration of completed call, OPC, DPC, CIC, Called and
Calling Party Numbers, and more.

Supported o SS7 ITU, SS7 ANSI, SS7 ETSI, SS7 CHINA, and SS7 UK
Protocols . Supports analysis of GSM/UMTS MAP interfaces supported are
B (Interface b/w the MSC and its associated VLR)

C (Interface b/w the HLR and the MSC)

D (Interface b/w the HLR and the VLR)

E (Interface b/w MSCs)

F (Interface b/w MSC and EIR)

H (Interface between HLR and AuC)

» ] (Interface b/w the HLR and the gsmSCF)

o Supports analysis of SSP-STP (A link, E link), STP-STP (B link, C link), & SSP-
SSP (F link) interfaces.

YV V.V V V V

FiIteriEg and . Advanced filtering and search based on any user selected protocol fields
Searc

Capturing . Streams can be captured on the selected time slots (contiguous or non-
Streams contiguous), sub-channels or full bandwidth.
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Frames can be transmitted/captured in either 64 kbps, 56 kbps, n x 64 kbps,
or n x 56 kbps data channels (hyper-channels)

Capable of decoding many important protocols from GSM/GPRS network i.e.
MAP, CAP.

Supports decoding of frames with FCS of 16 bits and 32 bits, or none.

Export Options

Exports Summary View information to a comma delimited file for subsequent
import into a database or spreadsheet.

Capability to export detailed decode information to an ASCII file

Record/Playback Recorded trace files can be played back using HDLC playback application.

Remote Remote monitoring capability using GL's Network Surveillance System.

Monitoring

Call Detail Record e  Call details recording feature includes data link groups that help in defining
the direction of the calls in a given network and form logical groups
comprised of unidirectional (either ‘Forward’ or ‘Backward’) data links.

Additional e  Trace files for analysis can be loaded through simple command-line

Features arguments.

. Multiple trace files can be loaded simultaneously with different GUI instances
for offline analysis.

. The following variations are accommodated in the software: inverted or non-
inverted data, byte reversal or non-reversal.

. Multiple streams of SS7 traffic on various T1/E1 channels can be
simultaneously decoded with different GUI instances.

. HDLC (according to Q.921) based SS7 frames are parsed based on ANSI and
ITU standards.

e  Ability to configure the .ini file for custom decoding options such as SSN
value of INAP, MAP, CAP, TCAP, and IS41, and more.

1.3 Offline / Remote Protocol Analyzer

GL Communications offers the Remote Access (client/server) functionality to the T1/E1 products. This
functionality allows analyzer operations to be remotely controlled by one or more clients over a LAN,
WAN, or Internet. Remote client supports Microsoft® Windows® operating systems and includes a DLL
component, which may be accessed through a GUI. GL's offline/remote protocol analyzers are available
as optional software. Functionally, they are similar to real-time protocol analyzers that are integrated
with T1E1 Analyzers.

With Remote Protocol Analyzer applications, users can perform real-time as well as offline protocol
analysis from any remote-site. However, with Offline Protocol Analyzers, user can decode the pre-
captured files from any remote-site. For details on Remote SS7 Analyzer, refer to section Remote SS7

Analyzer

Pre-requisites of the remote functionality are:

At the site of monitoring

o Dual Capture T1 E1 Cards or USB Based T1 E1 Hardware
o T1 E1 Server software with HDLC capture software

At the client location

) Appropriate GUI based “Remote Protocol Analyzer” at such as ISDN, SS7, and others
The RPA functionality permits:

o unattended and 24/7 operation

o remote accessibility for difficult connection situations

) remote non-intrusive operation

) remote detail diagnostic capability

Main Features

o Client side consists of a PC with Ethernet connectivity and GUI Remote Protocol Analysis software
- no special T1 or E1 hardware is required.

) Multiple T1/E1 servers may be simultaneously connected to a single remote client using a single
GUL
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Multiple remote clients may access a single T1/E1 server. Also, the T1/E1 server is fully functional
while being accessed as a server. Thus, a user may perform T1/E1 operations locally on the server
while a client is accessing the same server, in real time.

Supports real-time and offline analysis at the remote client location.
Remote analyzers support capturing of encapsulated protocols and long frames.
Common filtering criteria can be set for T1/E1 cards located on multiple servers.

1.4 Supported Protocols (SS7 ITU/ ANSI/ETSI/CHINA/UK)

ISUP
TCAP TUP
SCCP

MTP3

TlorEl

Figure 3: SS7 Protocol Stack for TDM Low- or High-Speed Links
MTP2: Q.704, ITU-T Blue Book / ANSI T1.111-1996
MTP3: MTP2: Q.703, ITU-T Blue Book / ANSI T1.111-1996
SCCP: Q.713, CCITT (ITU-T) Blue Book / ANSI T1.112-1996
CNAM: GR-1188-CORE Issue 3, April 2009
MAP (MAP R99 and MAP R4):
> 3GPP TS 09.02 V7.14.0 (2003-09)
> 3GPP TS 29.002 v4.18.0 (2007-09)
INAP CS1 (Capability Set 1): Q1218 (10 / 95) and ETSI ETS 300 374 1, Sept, 1994
INAP CS2 (Capability Set 2)
» INAP CS2: ITU recommendation Q.1228
> INAP CS2 (ETSI): EN 301 140-1 Specification

Note: INAP decoding for ITU and ETSI are different in case of INAP CS2, but they are same in
INAP CS1.

CAMEL (Version 6 and Version 3):
> 3GPP TS 29.078 V3.15.0 (2003-03)
» 3GPP TS 29.078 6.3.0 (2004-09)

ISUP: Q.763, CCITT (ITU-T) Blue Book / ANSI T1.113-1995 / EN 300 356 -1 V3.2.2 (1998-08)
Part I and Q763 / ND1007:2007/01 TSG/SPEC/007

TUP: Q.723, CCITT (ITU-T) Blue Book

Test & Network Mgmt Messages:- Q.703, Q.704, ITU-T Blue Book / ANSI T1.111-1996
TCAP (IS 41): Q.773, CCITT (ITU-T) Blue Book / ANSI T1.114 -1996/ TIA/EIA/1S-41.5-C
Interconnect User Part (IUP) / BTUP - equivalent to ISUP in SS7 UK standard.

> ND1006:2005/02 PNO-ISC/SPEC/006

» ND1104:2004/11 PNO-ISC/INFO/004 - Proprietary Extensions To C7 Interconnect User Part
(IUP)

BICC: T-REC-Q.1902.1-200107, T-REC-Q.1902.2-200107, T-REC-Q.1902.3-200107, T-REC-
Q.1902.4-200107 (pl-080r1)

BISUP: Q.2763, Q.2931, Q.2933, Amendment 2 of Q.2931, Q.2941.1 etc
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Section 2.0 Getting Started

2.1 Installation
The Real-time protocol analyzer is available as optional software with the GL's T1/E1 analyzer. Users
require a GL's license to integrate the protocol analyzer with already existing T1/E1 Analyzer. Once the
license has been installed properly using license installer, the application can be invoked as explained
in the following section.
For installing offline and remote protocol analyzers, first install T1 E1 hardware, server software, and

protocol capture software. At the remote site, install the GUI based Offline/Remote protocol analyzer
application. For more details on installation of offline protocol analyzer, refer to section Offline /

Remote Analyzer Installation. For details on installing T1E1 Analyzer, refer to TLE1 Installation
User Manual for the required Windows® operating system.

2.2 Invoking Real-time Protocol Analyzer

Double-click the T1/E1 Analyzer icon located on the desktop to invoke the application. The T1/E1
Analyzer executable is located in the directory ‘\Program Files\GL Communications Inc’. From the main
window of T1/E1 Analyzer, click Special Applications > Protocol Analysis and select the required

protocol analyzer as shown below:

Ee Config View Monkor [ntrusiveTest | Specisl Applications Window Help
»

|ccs & cAC > |[No Loopback Protocol Andlysis

=10l x|

FVF Budo)
Y e |
00a8
1S =
L |

™ Insert 7 i
I~ Signalng B¢
I” Speaker

557 Analysis | EE
Figure 4: Invoking the Protocol Analysis
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2.3 User Interface

The user interface comprises of main menu, toolbar, sub menu toolbar and different views, which
includes Summary View at the top, followed by the Detail, Hex Dump, Statistics, and optional Call
Detail View at the bottom as shown in the figure below:

BAess7 Protocol Analysis 557 ITU Standard _io] x|

File ‘Wew Capture Stakistics Database Call Detail Records  Configure  Help

TIME [Relative) OPC
2 16 a (00 00: 00. 000000 5 13 1 kR 1 42184 41ME LIDT_I
2 16 1 (00:00: 00.035000 18 13 1 34 1 4633  41ME
2 1B 2 00:00:00.128125 128| 14 1 33 1 42184 41016 UDT >
[l b
CardZ TimeSlot=16 Frame=0 at 00:00:00.000000 O Len=81 3
HDLC Frame Data 4+ FCS
============ NTP2? Layer ============ =
BSH = 0001101 {13}
EIE =1....... (1} hd
1| | 3
Hex Dump of the Frame Data ﬂ
8D A% 3F 83 D4 A4c CB 68 09 81 03 OE 19 0B 12 0c 17101 ER 1
oo 12 04 19 89 49 72 60 66 0B 1Z 0% 00 12 04 19 1Ir" £
H"—!I ni &0 91 41 »8 A2 27 48 N4 NR NE AN NN AC 1F 1P Ah'H T | _lLI
Ll b
(=5 Device# |z BN | Bl Frame count(es.. | 4
2 0 &
fotal & total & &
2 1 4
iofal 2 tofal 1 s [
Call ID Call Status | Disp | Calling Hum Called Mum Call Start Date & Time Call Durstion Release (;l
w52 active 0 40070541 04509241 0f 2002-10-10 14:57:36 500625 000002 41TITE
?53 active 0 SE011822 | 003FE5182164 2002-10-10 145737 980750 0000000 92T250 =
«| | »
OFf-line Viewing |CiiProgram Files\ Gl Communications Ir 503 Frames [ 4

Figure 5: Summary, Detail, Hex dump, Statistics Views

The main menu tool bar comprises of File, View, Capture, Statistics, Database, Call Detail Records,
Configure, and Help menu. The main menu and the tool bar are used to select an operation to perform.
The status fields at the bottom of the window display miscellaneous status information. Most of the
operations can be performed either using the main menu or the corresponding tool button.

The features under these menus are explained in detail later, in this document.

The protocol analyzer opens with Summary, Detail and Hex Dump as default panes. Statistics and Call
Detail are optional panes, which can be viewed if required. User have the options to set the required
panes by using Views > Define Views. The splitter separating the summary, detail and hex dump
views can be adjusted according to user preferences. The summary view columns can be resized and
reordered.

o Summary View displays various columns such as Dev#, Frame Number, Time, Length, Error,
Src/dest IP addresses, Frame Type, and so on.

o User selects a frame in the Summary View to get the detail protocol field information in the Detail
View.

o Raw data for the selected Summary View frame is displayed in the Hex-dump View in HEX and
ASCII formats.
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Section 3.0 File Menu Options

The File menu includes following submenus -
o Start Real-time

o Stop
. Off-line
. Close

. Save As

. Save As and Close
o Export Details

. Export Summary

File

Skart Feal-time
Stop (Pause)
CfF-line

Close

Impark

Save G5 and Clase, .,
SAVE A5

Primk. ..

Expart Details ..
Expork Surmmars ...

Figure 6: File Menu Options

3.1 Start Real-time

Users can capture and analyze frames in real-time and record all or filtered traffic into a trace file. The
recorded trace file can then be analyzed offline and exported to ASCII file, or printed.

=" Note:
This feature is applicable to real time analyzer only.

To start the real-time analysis:
o Click File >Start Real-time

. Click Start Real-time i * from the toolbar

After you click the Start Real-time button, a warning message for overwriting the temporary trace file
is displayed. If you want to overwrite click Yes, else, click No and save it as a new file in the desired
location. This new file replaces the default specified in the capturing options dialog.

e N - |

“?/I File "C: Temp.Hdl" exists, Do you want to overarite the file with new information?

Yes Mo |

Figure 7: Saving the trace file

The real-time analysis is used to capture data on one or multiple T1/E1 lines on the specified timeslots
simultaneously during transmission. The captured data is always stored in a temporary file. Before
capturing is started, the capturing options and timeslots must be set. These settings are saved in the
Windows® registry and can be reused between analyzer sessions.
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The Real-time analysis procedure entails the following steps to be performed:

1)
2)
3)
4)

5)

6)
The following image shows the real time analysis:

Specify the file on which the transmission should be captured using the capture file options (refer
to section Setting Capturing Options for further details).

Specify timeslots and other Stream/Interface selections using Capture > Stream Interface
Selection (refer to section Stream / Interface (Port) Selection for further details).

Specify the way in which the transmission should be captured to additional trace files using the
Periodic Trace Saving option (refer to section Periodic Trace Saving Options).

Start/Suspend the Real-time analysis using the Start/Pause menu options available under the file
menu (Refer to sections Start Real-time and Stop/Pause for further details).

Export captured information from Summary and Detail Views to files as explained in sections
Export Details and Export Summary.

Save current trace with a new file name (Refer to Save As and Close for further details).

BAess7 Protocol Analysis 557 ITU - 10Ol =|
File Wiew Capture Statistics Database Call Detall Records  Configure  Help
||l A 2| Qwnal =el B wE oo 0 ]l |
1l Len | Emar| BSW [ BIE [FSM | FE Statu.. | SLC [ DPC | OPC | SCCP Message Type | ssn =]
T T o 1z o 1 [0 loai loiz |
14 1 1] 2 1] 1] nz4d n1.2
13 1 1] 2 1] 1] nz4 n1.2
40 1 1] 2 1] 1] nz4 1.2
26 1 1] 2 1] 1] nz4 1.2
40 1 1] 2 1] 1] nz4 01.2
] 1 i} 2 i} i} 024 012 —
il bt 1 I mn bl mn mn mnad mnH4 " LI—I
Card: TimeSlots==1-6 Frame=15 at 00:00:00.037291 QK Len=22 -
HDLC Frame Data + FCS
============ HTP2 Layer ============ =
BESH = .Qoooool (1)
EIE =0....... (o)
FSH = .Qooooin (23
FIE =0....... (o)
LI = ..000011 HS5U Format
============ HTP31 Layer ============ =

<]

Serwvice Indicator
Friority Code
Sub—

....0101 ISDH User Part
.00, ... Priority Code 0

ﬁﬂ ...... International network -
| 3

service field

Hex Dump of the Frame Data

01 02 02 05 14 280 02 00 00 0A 2F 02 07 0O5 02 42 1 e E

11 22 33 00 1C C2 "3 A
1| | >
Running. Utiization 19.67%: |cehTemp.Hl |Captured 5731 frames | A

Figure 8: Real-time Analysis

3.2 Stop/Pause

This feature is applicable to real time analyzer only.

To suspend real-time capturing, follow the steps given below.

Click File > Stop/Pause or
Click Stop ° from the toolbar
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3.3 Opening Trace for Offline Analysis

Off-line analysis is equivalent to transmitting/capturing a file in pre-defined channels and decode
standards. During off-line analysis the users can analyze the pre-captured *.hdl files. To open the trace
for Offline Analysis, follow the steps given below:

o Click File > Off-line as shown in the figure below Or

. Click Off line from a File |§ from the tool bar

open 2|
Look in: | £ AN <] « & ok B
Ansiazhiat!l . hdl

Map,HOL
MetTestTsups, HOL
SecphetTestIs41,HOL
Ss7_Isup_ ARSI Test,hdl

File name:  |Ss7_lsup_ANSI_Testhd Open |
Filez aof type: IHDLE Files [*.%] j Cancel |

[~ Open az read-only

i
Figure 9: Open a Trace from a File for Off-line Analysis
EF";:SS? Protocol Analysis 557 ITU - 10Ol =|
Eile Wiew Capture Statistics Database Call Detall Records  Configure  Help
w|m| B O] Azl =el B Fliwl# ol [ GoTa |
Dev | 5. [ Gu. Framet TIME [Relative] Len | Emar[BSM _ [BIB [FsM [ FIE [Stam. Jsic [«
L2 1 i (00:00:00.000000 13 1 1] 2 1] 1] |-
L2 1 1 00:00:00.014125 13 1 1] 2 1] 1]
2 1 2 00:00: 00028250 13 1 1] 2 1] 1]
2 1 3 00:00:00.042375 19 1 1] 2 1] 1]
O I M S S I N
L2 1 b 000000072125 19 1 1] 2 1] 1]
2 1 E 00:00:00.087000 17 1 1] 2 1] 1]
- 1 7 OO0 101 R 23 1 n 2 n n hd
1] | 3
Card:z TimeSlot=1 Frame=4 at 00:00:00. 057250 0K Len=19 -
HDLC Frame Data + FCS
============ WTP? Layer ============ =
ESH = .Qoooool (1)
EIE =0..... .. (o)
FSH = .goooolo (2
FIE =0..... .. (o)
LI = ..000011 HSU Format
============ WTP3 Layer ============ =
Service Indicator = _...0101 ISDH User Part
Hyimritr Cods = i Frimritr Tode I hal
« I ;I_I
Hex Dump of the Frame Data
01 02 03 05 14 80 02 00 00 04 18 02 02 00 02 11 1
FEF 28 BG wip
1] | |
OFf-lime Yiewing [cCehProgram FilesiGL Communication [43 Frames | i

Figure 10: Offline Analysis
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Additionally, the files can be loaded using the command as shown in the figure below:

S WINDOWSh system 32 cond.exe - I I:Ilﬂ

Microsoft Windows XP [Uersion 5.1.26HA1]
C(G» Copyright 1785-2001 HMicrosoft Corp.

D:~>cd program files

D:“Program Files>cd gl com=

D:=~Program Files~Gl Communications IncX*cd ss7 ana*

D:“Program Files“Gl Communicationz Inc~3s? AnalyzerissYprot ssPMap_s=73 .HDL

D=~Program FilesGl Communications Incx8s7 Analyzer>

Figure 11: Open a Trace File from Command Prompt

3.4 Close Trace
To close the trace file, follow the steps given below:

. Select File > Close or

° Click Close trace i from the toolbar.

3.5 Save As and Close

To save the trace file using a different name, follow the steps given below:
. Select File > Save As and Close menu item Or

. Click Save Trace to a Different File Name and Close | El. from the tool bar

Save in; I ) ANSI j = 5 EF-

Ansi9zhati1.hdl

Map, HOL
NetTestIsups HOL

= Scephet Tasts41 HOL:
Ss7_Isup_ANSI_Test.hdl

File name:  |S57_AMSILHDL Save |
Save as ype: IHDLE Frame Output Files [ HDL) j Cancel |

Figure 12: Save Trace As File Name and Close

y

This feature is usually used to make sure that trace is saved in a different file than temporary trace file
and will not be overwritten by accident.
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3.6 Save As

To save specific Frames/Packets in a new file or to append to an existing file, follow the steps given
below:

e Click File > Save As Or

e Click Save As | -l from the tool bar.
Save As |

— Source Frame / Packetz

LY | € Dizplayed | £ From IEI ko IEI

— Output File

File writing has completed successfully,

-
ENEREER

= Ovenwiite e,

1] I Canzel |

Figure 13: Save As

. Select All to save all the captured frames

. Select From to save all the frames whose frame length ranges within the specified values in *‘min
to ‘max’ text boxes as shown in the above figure

. Select Overwrite to overwrite the existing *.HDL files in the directory with the new captured
frames

. Select Append to append the frames/packets to the already existing *.HDL files in the directory.

Trace file remains open after the “Save As" operation is completed. Close the trace file and verify if
the file has been successfully saved by opening the saved *.HDL file in offline mode.

’
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3.7 Export Details

To export the detail information of frames to an ASCII file, follow the steps given below:
. Click File > Export Details Or.

e Click Export Details = from the tool bar
savens 2|
Save jn | ) ANSI <] « & ok B

Filz name: |SS?_T et THT Save I
Save as bype: I.&SEII Export Files [“.TxT] j Cancel L’
4

Figure 14: Exporting Trace to an ASCII File

3.8 Export Summary

To export the summary information to comma separated values (CSV) format, follow the steps given
below:

o Click File > Export Summary Or

o Click Export Summary to a comma delimited filelg| from the tool bar

Select the Columns to Export and save the export summary as text file. Select Export Headers to
export a header line with column names preceding the summary data rows.

"EHPDH File Mame _I Savejn:l@.ﬂ\NSI j - I'j( .

I [Z] 557_Test.T2T
— Columis to Export—————————

Select All

=

Expaort

Cahcel

File: narne: I Save I
S ave a3 ype: I,.-:-._s CIl Export Summary Files [ TxT) j Cancel |

4

Figure 15: Exporting Summary to an ASCII File
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Section 4.0 View Menu Options

The view menu includes -

Define Views to Display- Summary View; Right-click options in Summary View; Detail View; Hex
Dump View; Statistics View;

Protocol Standard
User/Network Side Specification
Time Format

Latest Frame

Set filtering criteria

Activate or Deactivate filter
Search criteria

Next, Prev

Displays trace file name

Default Summary Columns

Wiew Capture Skatistics Database O

Define Wiews to Display ... i

' Prokocal ..

| IJser [Mebwork Side Specification ...
Time Formak g

v Latest

Trace
Graph

Filtering Crikeria ...
Ackivate Filker
Mo Filbering

Search Criteria . ..
[=2s
=

Display Trace File Mame ...
Default Surmmary Columns

Invoke Packet Data Snalysis

Figure 16: View Menu Options
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4.1 Define Views to Display

Select View > Define Views to select Summary, Detail, Hex-dump, Statistics and/or Call Detail view
as shown in the figure below, and click *OK’ to view the details.

= Note:
Summary View should be selected to view the Detail and /or Hex Dump Views.

Define Yiews to Display x|

Surmmary
Detail

Hex Durmp
Stati
Call Trace

] I Cancel

Figure 17: Define Views to Display

4.2 Summary View
4.2.1 Setting a Relative Time

Select a particular frame in Summary View and right-click to select Set Relative Time.

The relative capture time stamp of all other frames will be calculated relative to the selected frame as
shown in the figure below. The selected frame becomes a baseline and the relative time above the
selected frame shows that frames are captured before this frame. Also the relative time below this
baseline shows that the frames are captured after this frame.

GL Communications Inc. 14 November 2013
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View Menu Options

Bless7 Protocol Analysis S57 CHINA

File ‘iew Capkure Statistics Database Call Detail Records  Configure  Help

=10l x|

TIME [Relative]

L 1] 1] -00:00:00.001375
W2 1] 1 -00:00:00.000750
1 1] -00:00:00.000500

Set Relative Time

1 u 4 00:00:00.000250 Summaryy Column Selection
s i 5 00 00:00.000750 [
L E E 00:00:00.001000 Strery Colias

AN An-nn o o . )
i Define Views

171
1 1
17 1
KT T I
171
19 1
71
14 1

Card? TimeSlot=0 Frame=3 at 00:00:00.000000 O Len=5
HDLC Frame Data + FCS
============ MTP! Layer ============
0010001 (173

]
H
us]
[T I TR TR
=
=

FSH 0010011 (19)
FIE 1. (1 hat
1| | 3
Hex Dump of the Frame Data
91 92 00 5C 26 N
| D
Cff-line Yiewing |E:'|,F‘r|:|gram Filesiial Communicatio |668?2 Frames v

Figure 18: Set Relative Time

GL Communications Inc. 15

November 2013



View Menu Options

Document Number: XX120-7.10.24-03

4.2.2 Summary Column Selection

Select a particular frame in summary view and right-click to select Summary Column Selection or

. Select summary columns ko display
click on the

button from Configure > Protocol and GUI Options to
open the Analyzer GUI and Protocol Configuration window as shown in the figure below:

—DISPLAYED zummany calumis

Ctil-£ to undo delete, Child, - dizplay all columns

Dirag waithin izt box to rearange. drag out of the
to delete

TSlot

SubCh

Frame#

Time

Len

Error

BSM

EBIB

FSH

FIE

Status Field

DPC

QrPC

SCCF Meszsage Type
S5M

kAP Package Tope
MaP Component Type
kAP Operation

MAF Error

IMAF Package Type
INAP Component Type
[MAP Operation Code
INAP Error Code
CAF Package

CAP Component
CAP Operation

CAP Error

CIC

[SUP Meszage Tupe
Calledd

Calling$

Ctil-Up, Crrl-Dravar ta rearange calumnz, DEL ta remosve,

lizt biox

s
—

=

—HIDDEM zummary calumis

¢-- Digplay Selected Columnz

Sel Only All Calurns Unda Delete |

Restare

Figure 19: Select Columns to Display

This window is used to select the columns that are to be displayed in the Summary View. The default
summary view displays the following information in the tabular format:

o Device Number (one relative)-It displays the device number on which the data is being

captured.

o Time Slots- This field displays range of selected timeslots.
) Sub Channels- This field displays subchannel number if any selected.
) Frame Number (zero relative) - This represents the unique number assigned to each frame in

the order in which it was captured.

) Time - This field displays the time as configured by the user in View > Time Format. For more

information, refer to Time Displays.

o Frame Length (Including 16 bit FCS) - This field displays the length of each captured frame.

) Frame Error Status - This field displays various error messages during capturing /decoding such
as Frame error, Decode error, FCS error, and so on.

Additional columns may be displayed corresponding to the protocol standard selected. For details, refer

to Define Summary Columns

GL Communications Inc.
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Select the desired columns to be displayed from DISPLAYED Summary columns pane to display the
columns in the summary view.

. Click All Columns to display all the columns in the Summary View.
o Click Sel Only to display a particular column in the Summary View.
o Click and drag columns up and down in the "DISPLAYED"” summary column list to reorder them.

o Click and drag the columns to the right side of the pane to delete them or use the keyboard
“Delete” key.

o Click Undo Delete or Restore to get the columns back to the left pane.

o Click Display Selected Columns from the HIDDEN Summary columns pane to view the
columns, which are hidden.

In addition to column selection, this window allows users to reorder the columns appearance that is
displayed in the Summary View, which is explained in the section below.

4.2.3 Column Resizing and Reordering

The users can resize and/or reorder the columns in Summary View. From Select Summary Columns
window (under Configure > Protocol and GUI Options), click and drag the columns to different
positions as shown in the figure below. The figure shows the Time (Relative) and Len columns are
reordered and TSlot and Frame # columns are resized.

File Wiew Capture Statistics Database Call Detail Records  Configure  Help

wla| B (S| S[w(E(a] =[e] WM F[F= _clolln —

Dev | T..| Su. | F.. TIME [Relative) Len
2 0. 00:00:00,000000 | 47 save Losd Defadlt
2 0. 00: 00:00.01 0703 il Select summary colurns to display DISE] AVED s '
; g gg ggggg;?g;g ::g Menu checked options Crl-Up, Crl-Ciovn to rearange_columns, DEL to remove,
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Figure 20: Column Resizing and Reordering

In addition to reordering, the Summary columns can be resized. Click and drag the Summary column
headers to resize them.
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4.2.4 Repositioning Summary View

Enter a new current frame number to position at the top of the summary view and click GoTo button
as shown in the figure below:

Bess7 Protocol Analysis S57 CHING =101 x|
ﬁle View Capture Statistics [atsbase Cal Detall Records Configure  Help

10 O0:0&:00...

11 O00300... 17 18

/ 12 00000, 19 17 -
1| | ¢
Card? TimeSlot=0 Framep/ gt 00:00:00.003000 OK Len=%S -
HDLC Frame Data + FCS

zzzzz=ssz==== N§TEFZ las}er EEEEEEEEEEEE =

BSH = 0010001 (17)

EBIEB =

1..... (1)
=l ANAARTY F1aY St
a | 3

HEfs: Dump of the Frame Data

¢ ¢ e 4 4 4 4

9 1 93 00 &SC 2 & N
1| | 1|
Ciff-linez Wiewdng E:\Program Fles\@ Communicat 66872 Frames [ 4

Figure 21: Repositioning the Summary View

This operation may be executed even during the real-time capturing. If filter is active the frame
number refers to displayed (filtered out) frames.
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4.2.5 Summary Colors

Select a frame in Summary View and right-click to select Summary Colors as shown in the figure
below. Summary View is shown in different colors based on the selected columns. For example, select
Len (Frame Length) option and click Ok.
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Figure 22: Set Summary Colors

Observe that different colors are set based on the values in the Len column, in other words, the
frames having the same length values will have a unique color set for it as shown in the figure above.

4.2.6 Define Views

For detail information on this refer to section Define Views to Display.
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4.3 Detail View - Selecting Individual Frame

Click to highlight a frame in Summary View to display the frame-specific details in the Detail View.
Each line in the detail view displays field offset and upon selection of this offset the corresponding hex
dump view bytes are highlighted,

BAe557 Protocol Analysis 557 ITU =]
File Wiew Capture Statistics Database Call Detall Records Configure  Help
||| VE S| Avaa =[e W8 FF[E] S=000] [ GoTo |
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1 0 2 0000 TE 38 1 kn) 1 0 |
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1 ] 5 00:00... E7 40 1 39 1 0 |
1 i E 0000 E7 40 1 40 1 0 |
K — Ll_l
Cardl TimeSlot=0 Erame=ﬂ at 00:00:00.000000 QK Len=70 =

HDLC Frame Data + FCS

s=========== MTPZ Layer ============

0000 ESH 0100101 (373

0000 EIB 1., i1}

0001 FSN 0100100 (36) —

....... (1)

=
=
=
fat
vy
—
m
LT T T T TR T TR
i

oon2 LI ..111111 MST Format

============ MTP3 layer ============
0003 Service Indicator ....0011 ScCF -
1| | 3
Hex Dump of the Frame Data -
A5 A4 3F 83 1E B1 01 DA B1 01 OB 09 00 03 05 07 FA? £ %
0z C1 06 02 C1 05 2D E2z 2B C7 04 1B 95 34 01 E& H A &+ 14 &
23 E9 21 CF 01 00 D1 02 09 0D F2 18 88 05 59 24 eI H =T I
UUI o0 o0 89 04 01 OB 00 0O 91 01 03 96 01 0Oe 95 1 ) 1 1 I hd
4 »
Off-line iewing |CeiPragram Files (xaeMGL Commurica 43 Frames [ 4

Figure 23: Detail View of Individual Frame
The Detail View displays frame information in the following sequence:
) Frame Summary Information
) MTP (Message Transfer Part Level 2) Layer
o MTP 3 Layer (Message Transfer Part Level 3) Layer
o Layer 3 information
SCCP Layer
ISUP (ISDN User Part) Layer
MAP Layer
INAP Layer
INAP CS2 ITU Layer
INAP CS2 ETSI Layer
IUP (Interconnect User Part) Layer
Network Mgmt Messages Layer

V V V V V V V V VY

Reg Test Messages Layer
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File ‘Wiew Capture Statistics Database Call Detail Records Configure  Help
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Figure 24: SS7 Over IP
The following image displays MTP2 Layer messages decoded in High Speed Link:
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Figure 25: MTP2 Layer Coded in HSL

S
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4.3.1 Layer Copy/Show/Hide Options

1) Right-click in the Detail View and select ‘Layer Show/Hide’ option to display or hide the required
protocol layers.

SS7 Protocol Analysis SS7 ITU - 101 x|
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Figure 26: Selecting Show Layer Option

2) One can also select the Copy option to copy the entire layer decode information to the clipboard.
Refer to the figure below:
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Figure 27: Copying Detail View Information
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4.4 Hex Dump View

Hex Dump view displays raw frame data as a hexadecimal and an ASCII octet dump.

4.5 Statistics View
Various statistics can be calculated based on the protocol fields. For more information refer to the
Statistics section.

4.6 Protocol Standard

Select View > Protocol to select the decoding standard to be used to parse and display information.
The decoding standard does not affect information saved to a disk file and therefore can be changed at
any time.

Il Protocol standard selection -0 x|

Save Load Defaul

B Select summary columns ko disple=

ELET]
Menu checked options

557 ANS
SSTETS
557 CHIMA,
S57 UK

‘2?'} Protocol skandard seleckion

%NetwnrHUser side selection

@ Tirne Farmat
? Wiew Filker

Virw Search b
4 | »

Figure 28: Select Protocol Standard
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4.7 User/Network Side Specification

Select As Captured option button to retain the selected user/network options at the time of capturing.

Select Inverse Captured option to inverse the selected user/network options effective at the time of
capturing.

Select User Defined option button to specify the network side cards. This option can be specified
when multiple cards are used. Enter the card number, which should be on the network side.

The user/network side specification is set initially using the Capture Options > Stream/ Interface
dialog as explained in the section User / Network Side Specification.

Il MNetwork /User side selection =10 x|

Save Load Default

B Seleck summary columns to disple= o
{* Az Captured

Menu checked options
" Irverse Captured

Jg?lk Protocol standard selection

%NetwurHUser side selection " User Defined

@ Tirne Format I
? Wigw Filker

Wiew Search -
4 | v

Figure 29: User/Network Side Specifications

Metwaork: Side Cards/|nterfaces [comma delimited ranges]-‘

L

GL Communications Inc. 24 November 2013



Document Number: XX120-7.10.24-03 View Menu Options

4.8 Time Displays

Four time formats are supported for both real-time and offline analysis. These time formats can be
changed during both off-line and real-time operations by selecting the required time format either from
View > Time Format menu item or by clicking on the time column header in the Summary View
shown in the figure below.

) Relative time
) System time
. Date and time
o Difference time
File W Capkture  Statiskics  Database  Configure  Help

&= Define Yiews to Display ... = . H l-l' |
Dev  Protocal ... E [Helative]l Lei

seriMetwork Side Specification ...

Timne Farmat k| Relative Time

Lakesk Swskern Tirme

- Date and Time
e Difference Time

stamb

Figure 30: Time Displays

4.8.1 Relative Time

In the Relative time format, the time of capture of each frame is displayed relative to the time of a
selected frame. In this format, time value of the selected frame when the option is activated is always
0:00:00:000000.

If, for instance, second frame has the time value as 0:00:20:000000, it means that second frame was
captured after 20 seconds since the first frame was captured. Thus the time value corresponding to
each frame is obtained by the difference between the time of capture of that frame and time of capture
of Oth frame. Preceding frames have negative relative time and following frames have positive relative
time.

4.8.2 System Time
This option displays the system (local computer) time when frames were captured. For offline analysis,
the system time option shows the time when the trace was captured earlier.

For instance, during real-time capture, if the capture time displayed for the first frame is
14:53:24:015411, it means that the first frame was captured at 2.53 P.M., 24 seconds, 015411
microseconds local system time.

4.8.3 Date and Time

Date and Time format shows local date and system (PC) time during the real-time capturing of the
frames. For off-line analysis, the system time option shows the date and time when the trace was
captured earlier. The display is in the form of year, month, day, hours, minutes, seconds and
microseconds.

4.8.4 Difference Time

The Time Difference format displays the time difference between consecutive frame capture times. For
each frame it is this frame time minus the preceding frame time.
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4.9 Latest

il

Note:
This feature is applicable to real-time analyzer only.

The View > Latest option enables/disables automatic screen refresh and repositioning of the
Summary and Detail View to the latest captured frame. This option does not have any effect in the off-
line analysis mode and is used only for real-time analysis to refresh screen approximately every two
seconds. When the menu option is checked the automatic repositioning to the latest captured frame is
enabled.

File |'u'iew Capture  Stakistics  Daktabase ©

&= Define Yiews to Display ...
D

Praotacal ...
‘ seriMebwork Side Specification ...
Tirne Farmmak g

Trace
Graph

Filketing Critetia ...
Ackivate Filker

—— Mo Filtering
3363 -

Search Eriteria ..
[k
Pres

Display Trace File Mame ...
Default Surmmary Colurmns

Invoke Packet Diata Analysis

Figure 31: Auto Screen Refresh During Real-time Analysis

4.10 View Filtering Criteria

The View Filter is used real-time and offline to display and subsequently save, export and print a
subset of frames satisfying a certain filtering criterion. The active filter is used as WYSIWYG (What You
See Is What You Get). When filtering is active, the subsequent save as, export and or print will apply
only to the filtered frames, otherwise, all the frames will be affected by the operation.

All captured frames are preserved and will be displayed when filter is deactivated. The filtering criterion
is effective either until the criterion is changed, de-activated or the analyzer is closed. After the filtering
criterion has been specified, the frame filtering can be activated or de-activated at any time.
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4.10.1 Setting Filtering Criteria

The filtering criteria are set for protocol fields and various parameters supported for the respective
protocol standard. It resembles a tree-like structure, which displays various layer components based

on the protocol standard selection chosen

in View Menu > Protocol Standard Selection menu.

To view filter (or search) selections, select View >Protocol Standard Selection > View Filter.

The parameters satisfying the conditions may be included or excluded from the result using the
Include or Exclude options. All the selected criteria logically use OR or AND operations. A frame is
filtered if at least one criterion matches (OR logic), or each criteria matches (AND logic).

For more information on the parameters provided in the filtering criteria, refer to the section Appendix A -
Filtering and Search Criteria.

) Select View > Filtering Criteria menu item or

. Click Filtering Criteria ?z; form the toolbar. The filter selection dialog is displayed as shown in
the figure below

e  Click on the ?wew Fik=r button from Configure > Protocol and GUI Options

I Analyzer GUI and Protocol Configuration -0 x|
Save Load Defaul
FS

B Select summary «

Menu checked of

‘M\ Pratocol skandan
g)s;n
éNEtWDrHUSEr 5iC

@ Tirne Format
Q%;r Wien Filker
ﬂ:lj Wiew Search

@D: TCP Conneckian 1
Perindic Trace S5z

ﬁ?Startup Options
@Data Link. Groups

P;Tr Vieww Fonk Size

— Filker Selection

9 5571TU

-8 Data Link
-5 MTP2

B MTP3
=8 SCCP
-~ MAP RS9
-G MAP R4

- INAP

------ " Status Field

=1

— Statuz Field Walle
SIB

S105
SIPO

Activate I

Deactivate

— Al Selected

Layer

| Field

| Filter % alue

MTPZ

<]

Statuz Field

SIE. SIM. 510

i

— Conditions for all selections

" AND O OR

% Include  Exclude

Deactivate Sel Deactivate All

L

Figure 32: Setting Filtering Criteria

Just setting the filtering criteria is not sufficient to start filtering. After the filtering criteria have been
set, activate filter as explained below.
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4.10.2 Activate Filter

Activate filter activates the filtering criterion and displays only filtered frames.
. Select View > Activate Filter menu item as shown in the figure below or

. Click Activate Filter ﬁ from the toolbar

B 557 Protocol Analysis 557 ITU =10l x|
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./ 7 Time Format k016020708 a 1 8 1 1
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N [ 15 a 1 9 1 i
NG T I M
v A 15 | 1 10 1 i
./ Filtering Criteria ... {27 237959 18 10 1 1 1 1 —
— —  MoFilering
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| Adl

Figure 33: Activating Filter

If no filtering criterion is selected, both View > Activate Filter menu item and the corresponding
button are disabled. Therefore, setting filtering criteria must precede the filter activation.

The active filter affects subsequent save, export and print operations. It works as WYSIWYG (what you
see is what you get).
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4.10.3 Deactivating Filter

Deactivating filter removes filtering and displays all the frames in the trace.
o Select View > No Filtering menu item as shown in the figure below or

. Click Deactivate Filter ﬁ from the toolbar

BAeUMTS Protocol Analysis (Iur-Interface
File | Wiew Capture Statistics Database

Define Yiews to Display ...

L

Protocal ...
UseriMetwark Side Specification ...
Tirme: Forrmak L4

=
m
=

Latest

Trace
Graph

Filtering Criteria ...
Activate Filker

Mo Filkering

Figure 34: Deactivating Filter
4.10.4 Example - View Filter
To filter out frames with errors and display only the erred frames, follow the steps below:

1) Expand Data Link Layer. Select Error Frames Only option as shown in the figure below to filter
all error frames.

2) Enter the character 'y’ in the entry field and click Activate to apply the settings.
3) Select Include radio button and close the View Filter window to apply the settings.

4) If more than one filter condition is required, select the AND / OR option accordingly.

— Filker Selection — ™" for Ermored frames anly
W 557 1TU - >

=14 Data Link
D Frame Lengthls]
\/ Error Frames Only
¢ OF Frames Only
D Frame Mumber(z]
“e @ Card. Timeslot. Subchan >
- MTPZ
- MTP3
-8 SCCP
-8 MAP R93

- MAP R4 -
1| | B Activate Deactivate |

—all Selected
Layer | Field | Filtker ' alue
Drata Link, Errar Frames Only N

« | i

— Conditionz Far all zelechons ‘

= AND & OR ' Include § Exclude Ceactivate Sel Cieactivate Al

Figure 35: Example - Filter Option to filter Error Frames Only
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4.11 Searching for Specific Frames

First, the search criterion has to be set and then *Next’ or *Prev’ function is invoked to search from
the current record towards end of trace (next) or beginning of the trace (prev). If filtering is active the
search operation is conducted among the already filtered frames.

. Select View > Search Criteria menu item or

o Click Find H from the toolbar to open search criteria window as shown in the figure below

o Click on the ﬂﬂ'u‘iew Search button from Configure > Protocol and GUI Options
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Figure 36: Setting Search Criteria
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View Menu Options

4.12 Forward Search & Backward Search

4.12.1 Searching Towards the End of the Trace (Forward Search)

I3
Drew

"*'” plme molpolos oo mo me oo me ne mo .Lx;

Figure 37: Searching Forward or Backward Options

File | Wiew Capture Statistics D[Database

Define Yiews to Display ...
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Iser/Metwork Side Specification ...
Time Formak

Latesk

Trace
Eraph

Filkering Criteria . ..
Activate Filker
Mo Filkering

Search Criteria ...

Mexk
Presy

Display Trace File Mame ...
Defaulk Summary Columns

Invoke Packet Data &nalysis

This operation will search from the current Frame in the summary view towards the end of the trace.
To invoke this operation, follow the steps given below:

4.12.2 Searching Towards the Beginning of the Trace (Backward Search)

Select View > Next menu item as shown in the figure below or

Click Hl from the toolbar

This operation will search from the current frame in the summary view towards the beginning of the
trace. To invoke this operation, follow the steps given below:

Select View > Prev menu item as shown in the figure below or

Click Hl from the toolbar
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4.12.3 Example - Search for particular frames

Use the search option to search for particular frames of interest, among the displayed frames. For
example, to search for all frames with frame length between 40 to 100, captured on device # 2, follow
the steps below:

1) Expand Data Link Layer. Select Frame Length option as shown in the figure below.
2) Enter the range '40-100' in the entry field.
3) Further to search frames captured on a particular device, select Card.Timeslot.Subchannel.

4) Enter the value as '2' in the entry field. The format in which this information can be entered is as
follows: Card#...Card#.Timeslot#...Card#.Timeslot#.Subchannel#

5) Click Activate to apply the settings.
6) Select Include radio button and select the AND option to search for frames that meet both criteria.

7) Close the View Search window to apply the settings.

— Filter Selection — Frame Length M or B ange Min-b ax
¥ ETSI300-102 40100
=-5# DataLink

% Frame Lengthlz)
~ @ Emor Frames Only
3 0K Frames Only
@ Frame Mumber(s]
L Card Timeslot. Subcharnel L4
w1 LAFD
-8 ETS Layer 3

1| | _pl Activate Deactivate
— Al Selected
Layer | Field | Search alue
Drata Link, Frame Lengthls] 40-100
Drata Link, Card. Timeslat Subchann... | 1
a | &l

— Conditionz for all zelections
f+ aND (" OR * |nclude © Exclude Deactivate Sel | D eactivate Al

Figure 38: Example - Search option to search for frames of specific length
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4.13 Display Trace File Name

Select View > Display trace file Name menu item to view the filename under which the analyzer
capture frames during real time or offline-trace as shown in the figure below. This option is useful
when the file name is very long and is truncated in the status pane.

Trace File Name x|

Zi\Program Fileshal Communications InciUsb E1 Analvzerihdlc_isdndIpowerLapd. HOL

Figure 39: Trace File Name

4.14 Default Summary Columns

To return to the Default Summary Columns from resized/reordered columns, click the View >
Default Summary Columns option as shown in the figure below:
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Figure 40: Default Summary Columns
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Section 5.0 Capture Menu Features

Note: Capture Menu features is applicable to real time analyzer only.

5.1 Periodic trace saving options

Periodic trace saving is used to preserve all real-time captured data, limited only by the available
amount of hard disk space. Frames can be saved to separate trace files based on the frame size or
time criteria.

Select, Capture > Periodic File Saving Specifications, to open the screen as shown in the figure
below.
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=l

Figure 41: Periodic File Saving Specifications
Save Directory:

+
Click E: browse button to select the path of the directory where the files will be saved.
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Save File Names:
Sequential File Names

This file naming convention saves the trace files with user-defined prefixes along with the numbers
indicating the sequence of the file. Select Sequential File Names radio button and enter a name in
the file name prefix entry field. Use the slider control to indicate the total number of files to be saved.
You can drag the slider handle to any position using the mouse or simply click to the left or right of the
slider handle to move it. You can control the slider by number of digits.

Example: Enter the file name prefix as ‘ff’ and set the slider control to third position of the ruler in the
number of digits slider box. Now the files will be saved from ffO00 up to ff999 in the user-defined
directory.

Date/Time Formatted Names:

This file naming convention saves the trace file with date-time prefixes. Select Date/Time Formatted
Names radio button to obtain the file name saved with the year, month, date, and hour.

Example:

Enter the file name prefix as %Y%M%D_%H%I in the Date/Time Formatted Names text box. Verify
that the trace files are saved in '20050531_0953.HDL’ format in the user-defined directory. The
formatting specification refers to the year, month, day, hour and minute (date and time stamp).

Create a New File After the Specified Limit has been Reached:

Select either File Size Limit, Frame Count Limit, or Time Limit option and specify the limit in the
Limit Value entry field.

Restrict or Recycle After N Files Options:

Select Keep N Latest files, Stop After N Files, or, Unrestricted option to get the desired number of
trace files.

Keep N Latest files - Restricts the file saving only for last ‘N’ number of files, where *N’ is the value
set in the text box. When N is reached the older files will be overwritten by the most recent files
keeping the total number of files equal to N.

Stop After N Files - Restricts the file saving only for first ‘"N’ number of files, where ‘N’ is the value set
in the text box. After the limit has been reached, the periodic saving stops.

Unrestricted - This option does not restrict the number of files being saved. This option limits the
periodic saving to the available disk space only.

For Example:

Enter the value as 10(N=10) in the entry field and select Keep N Latest files radio button. Only ten
files will be kept. They will contain the latest captured data.

Enter the value as 10(N=10) in the entry field and select Stop After N Files radio button. Initial 10
files are obtained and the process is stopped.

Select Enable Periodic Saving and Start real-time tracing options (provided under Configure > Startup

Note: Options) before setting the Periodic File Saving Specifications.
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5.2 Setting Capturing Options
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Figure 42: Capturing Options

From the main menu select Capture > Capture File Options specify a temporary file name for
capturing, the maximum size of this file in bytes and the capturing limit in frames or time period.

Capturing options supports handling frames on 64 bit processor.

The capture settings are saved in the Windows registry when the user exits the application. They need
not be entered each time application is started.

Specific settings can also be saved using Save menu option and subsequently loaded when needed.

The file name can be either typed in the entry field or selected using the file dialog by clicking "..."
button. The limit in bytes should be specified as a positive humber, for example, 50000000 indicate
that the maximum trace file size is 50Mb. If the limit is specified using the time format, for example,
12:22:20, then capturing stops after 12 hours, 22 minutes and 20 seconds.

Capturing stops when either the maximum trace file size in bytes is reached or the capturing limit is
exceeded when circular capture buffer is not used.

5.2.1 In Memory for High Traffic Capture Rate

In case of high traffic rate (>50 Mbps), select the In Memory check box to get better performance.
This will store all the frames in primary memory instead of writing to trace file on the disk till the trace
file is closed. Frames will be written to trace file only when analyzer is closed. This option is used when
disk in not fast enough to keep with capturing speed but if in-memory file is large, say 500 MB it will
take a while to close the trace file.

5.2.2 Circular Capture Buffer

For infinite capturing, select the "Circular Capture Buffer" check box. When end of the capturing
buffer is reached, the capturing does not stop. Instead, the oldest trace records are purged from the
buffer and the new ones are placed at the end of the circular buffer.

The maximum file size in bytes can be set from 64k (2% to 2G (2/3!"!) Only. When capturing is
Note: completed the unused reserved bytes are released. Closed trace file will shrink to the minimum size
sufficient to hold the captured information.

Various options are available for saving trace file, refer to Periodic Trace Saving Options for details.
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5.3 Stream /Interface (Port) Selection

The Stream /Interface Selection dialog allows a user to specify ports for monitoring, and
user/network side capture. To open the Stream /Interface Selection, follow the steps below:

o Select the Capture > Stream/Interface Selection as shown in the figure or

. Click Stream/Interface "I from the toolbar
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Figure 43: Stream/Interface Selection
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5.3.1 Port and Timeslots Selection

The time-slot selection dialog allows user to specify devices and corresponding time slots on which the
data is being captured.

For T1, all (0-23) or required timeslots may be selected.

While for E1 systems, excluding timeslots 0 and 16 (for CAS signaling only), all or the required
timeslots may be selected.

Selection of timeslots may be contiguous or non-contiguous (N*64 kbps Hyper-Channel, Single channel
and Sub channels).

Optionally, frames may also be captured based on their FCS (16 bits, 32 bits, none).

Note: For N*56 kbps Hyper-Channel selection, the selection of timeslots should be contiguous.

5.3.2 User/ Network Side Specification

This option is used in protocol analysis for selection of uplink or downlink monitoring.

Along with the port selections, users can specify if the card is monitoring the traffic from user-side or
from network-side. If user is monitoring traffic originated from user-side (uplink), then cards should be
unchecked and for capturing traffic originated from network-side (downlink), the cards should be
checked as shown in the figure below.. The user/network side specification may also be set using the
View>User/Network Side Specification dialog as explained in User/Network Side Specification.

— Part and Time Slat Selection
1 2

04 (04 «|
05 |05
06 |06
07 |07
08 |08
09 |09
(10]10
11 (11
12 [12
13|13
14|14
15 |15
(16] 16
17 17
18 (18 =]

— Uzer [unchecked] # Metwark [checked]
I

Figure 44: User/ Network Side Specification

Note: The first check box is meant for card1, the second for card2, and so on.

5.3.3 Bit Inversion

Bit inversion changes each bit in received octets from 0 to 1 and 1 to 0. (See the figure below)
Check the box as shown in the figure below to enable bit inversion.

Bit Inwerzion [1 <-> 0]
B

Figure 45: Specifying Bit Inversion Option
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5.3.4 Octet Bit Reversion

Octet bit reversion changes order of bits in each octet in such a way that the most significant bit
becomes the least significant bit. For example, 0101001 is changed to 1001010. (See the figure below)

Octet Bit Rewversion [ M5B <= L5E |
B

Figure 46: Specifying Octet Bit Reversion Option

Both inversion and reversion must be used with care. In most cases bit inversion and reversion are not used in

Note: ...\ time systems.

5.3.5 HDLC FCS

HOLC FCS
16 hits

0 32 hitz
i Mope

Figure 47: Specifying FCS Value
This allows users to decode frames with FCS 16 bits, FCS 32bits, or no FCS options.
All as Portl: The settings of port 1 is applied to other ports

All as Port 1, 2: In case of multiple ports the settings of portl and 2 are replicated to all odd ports
and even ports respectively. For ex: settings of portl are replicated to port 3 and so on.

5.3.6 Data Transmission Rate

— Drata Transmizzion B ate

Single Channel ~ Subchannels 3-56 kbps
64 kbps . = S0 itz
E —
™ 56 kb 1
R 16 | |> Al
3
Hyper-Channel v 4 Fleiria
32 5
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Figure 48: Specifying Channel Selections

Selection of the data transmission rate in various modes like single channel, sub channels, or hyper-
channels is possible.

Single Channel

If all eight bits in a byte are used for data transmission, then this is referred to as 64 kbps format. If
only seven bits out of eight are used for data transmission, then this is referred to as 56 kbps format.

Hyper Channel
Multiple channels may be defined per card.

Nx64 Kbps: This indicates selection of multiple timeslots (contiguous or non-contiguous) each of 64
Kbps

Nx56 Kbps (Bits 1-7): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (1-7)

Nx56 Kbps (Bits 2-8): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (2-8)
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Sub channel

In addition, the data may be transmitted on any of the user-defined bits (contiguous only), in which
case, the user must select one of the options and its corresponding DSO bits under Subchannels 8-56
kbps pane. The actual sub channels comprising a lower bandwidth pipe are selected using the
subchannel selection list box.

Depending on data transmission rate, the number of subchannels can be selected according to the
table below. Each pipe 8 - 56 kbps can be comprised only from the contiguous subchannels. For
example for 32 kbps pipe the following sub channel selections are valid 1-4,2-5, 3-6, 4-7. On the other
hand, selecting subchannels 1, 2, 4 and 5 for 32 kbps is invalid: the total bandwidth is 32 kbps for
these four selected subchannels, however they are not contiguous.

Subchannel Subchannels Example Example Explanation
Rate per Time Slot
8 1,2,3,4,5,6,7,8 -~ Subchanmels 856 kbps Three Independent
— D50 bits pipes are specified:
fol: 1-2, 4 and 6. Each is
 1E All | 8 kbps
o |2
3z 3 Mone |
40
7
{48 a
56
16 1,2,3,4 — Subchannels 8-56 kbps Two pipes
— D50 bits 16 kbps each are
8 specified. These two
& 16 Al pipes are 1-2 & 3-4
24
~ 3 MHone |
40 B
roa | |f
i B
24 1,2 — Subchannels 8-56 kbps Two pipes 24 _k_bps
— OIS0 bits each are specified.
ol First pipe 1-3
16 2l | subchannels, second
6-8 subchannels
{24 3
o 5 Mane |
40
{43
{56
32 1,2 i Two 32kbps pipes
Sumhamle[lfsau'ahﬁ;ts bps take entire DSO. First
o one 1-4 subchannels,
16 All second 5-8
subchannels
L
& 32 MHone |
40
48
" BR

GL Communications Inc. 41 November 2013



Capture Menu Features Document Number: XX120-7.10.24-03

40 1 = Subchannels 8-56 kbps One pipe 40 kbps

— D50 hits takes subchannels 1-
g 5.

16 All |
24
1 Maome |

40
48

s

8 e IO Nia Bie Nie e
[mn i R p)

48 1 Similar to 40 kbps but 6
consecutive subchannels must be
selected

56 1 Similar to 40 kbps but 7
consecutive subchannels must be
selected

5.4 Setting Capture Filter using Real-time Analyzer

Select Capture > Capture Filter option to directly exclude LSSU (Link Status Signal Unit), FISU (Fill-
in Signal Unit) frames or any other user-defined frames. LSSU frames (of length 5) communicate
information about the signaling link between the nodes on either end of the link. FISU frames (of
length 7) support the monitoring of link traffic because they undergo error checking

For example, enter the number of the frames, say 5 and 7, and click OK as shown in the figure below.
Frames of length 5 and 7 will be excluded during real-time capture.

Il Capture Filter M=l B3

Save Load Default

[ ] . .
Capk File Qpk .. . -
Spiure e Hptions — Space Delimited Length List to Exclude
nﬁh Card & Stream Seleckion |5 7
;]? Zapture Filker
— Dirop Errar Framesz
(Gui & Protocol Options ¥ Malformed ¥ CRC

Exclude FISL | Ercluds LSSLIl Exclude FISU & LSSLIl
o 0000000000

Figure 49: Capture Filter

b

|FJ' Note:
Capture Filter is not applicable for CAS Analyzer
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5.5 Capture Physical Layer Alarms

Select Capture > Capture Physical Layer Alarms option to capture the status of the physical layer
alarms.

Capture T1/E1 Alarms ;”

Emable Periadic Saving
o o Reset | alports | #1 | #2 |

Periodic File Saving Specifications ...
Disnlay b Periodic Saving Fils M Sync Loss W W v
Display Current Periodic Saving File Mame HOB Yinlation v v v
; . Carrier Loss 4 W e
Capture File Options . Frame Error o o o
Stream)Interface Seleckion y—— o o o
Capture Filter ... Distank MF o v v
Reassembly @ptions ... als ' d ' d W
ES Crverflow o o o
v Capture Physical Layver Alarms ES Underflaw o W o

Figure 50: Capture Filter — Select Protocol Value
5.6 GUI and Protocol Options

Switches to GUI and protocol list: selecting columns, protocol standard, filtering criteria, search
criteria, etc. For more information refer to Protocol Analyzer Configuration.
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Section 6.0 Statistics

Protocol statistics is one of the main features of protocol analyzers. Statistics are calculated based
on the protocol fields. The pane displaying statistics in protocol analyzer is as shown in the figure
below:
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Figure 51: Protocol Analysis with Statistics View
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6.1 Steps to Display Statistics

Statistics can be calculated and displayed in off-line and real-time modes.

In both cases statistics must be defined first using ‘Define/Edit’ dialog as shown in the figure below
and subsequently statistics view must be opened using the Statistics > Open Statistics View or
using View > Define Views to Display.

For real-time capturing, statistics view must be open before tracing is started.
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Figure 52: Statistics Definition Dialogue

The statistics definition dialog has the following elements:

Field Names displayed as tree view in the upper left corner. This tree view is used to select a
parameter for statistics calculation for the appropriate layer.

Use Type (UT) selection list box in the upper right corner allows users to select either Total, Key
or Field type as statistics calculation type for each field name.

Statistics Type (ST) list box allows users to select additional parameters (Frame count, Current
Frames, Max, Min etc) for each of the field name selected. Selecting a parameter under this frame
is a must, if the user has selected any Field Name as Use Type.

Range List, Value Set or Wild Card can be specified in the entry field below the statistics type
list box to further narrow down the selection for the required statistics calculation.

Add/Mod (Add/ Modify) button is used to apply all the values selected for each field for
calculation. On the contrary, the Remove button is used to remove the selections made for each
field name.

Once the Add/Mod button is clicked, the Selected Statistics Information pane at the bottom
of the dialog lists the conditions set for each field and provides buttons to remove the selected or
all settings. All fields defined as Total UT, Key UT or Field UT must appear in this pane to
participate in statistics calculation as shown in the figure above.
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Statistics

6.1.1 Selecting Field Names (Step 1)

In the protocol tree view, navigate to the protocol layer to which the field item belongs and click to
select this item. The supported layers for the protocol analyzer and the field parameters for respective
layer will be displayed as shown in the figure below:
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-8 CAMEL Relf
-8 SUP

-8 BISUP
-8 BICC

-8 TUP hd

Figure 53: Selecting Field Names
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Classifying Fields under Field Names

All field names in the protocol displayed in the tree view belong to one of three types:

) Numeric
. String
. Enumerated (set)

Field names can be distinguished based on the icons representing them as shown in the figure below.

Field Hamesz

— LI

X

E Layers

=57 Physical Link

" Ilze Type [single selection]
Y

<

. F.eu
Al Device # -~
Field
@ Error Code | =
@ SFarthDrTsSc — Statiztic Tepe(z] [calculated, multiple selection] —
. Tirne Starnp s c
=" rame Count i
= y%;?la Frame Percent ﬂ
Byte Count
4Ny BSN Eyte Percent hd
Ny FIB
(M F5M
Em L | —“alue Set
@ Reaszembly Info LSS Format
~{Ell] Status Field MSU Format
(M) Status Field 2nd Octet
&8 MTP3
EEI--@ SCCP ¥ Cumulative £ Separate
- MAP R99
-8 MaP R4 ;I Remove |
— Selected Statiztic Information
Layer | Field Mame | Ilze Type | Statiztic Type Remowve Sel |
Phuzical ... Device # Total
Physical ... Time Stamp Tatal Frame Count Femove Al |
MTP2 LI Tatal

| &

Apply

Figure 54: Field Types
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6.1.2 Defining Use Type (UT) and Statistics Type (Step 2)

Use Type (UT)

The UT can be total, key or field types. Selecting proper type defines the table displayed in the
Statistics View. At least one total or key UT must be defined. Total and Key UT directs creation of
statistics view columns for the selected fields and also rows with unique aggregate value of Total and
Key columns.

Total UT has dual role. Firstly it's used as a Key UT, defining rows with unique set of column values in
the Statistics View. Secondly, it directs the statistics engine to display an additional row for totals
(sum). The latter is similar to the sum function in the spreadsheets.

Unique set of column values means that different rows have a unique combination of values in the
Key/Total columns.

Field UT defines only separate columns where the calculated Statistic Type is placed for the
combination of key values.

The UT can be set as Total, Key or Field. A minimum of one UT must be defined for each field
selected under Field Names.

Statistics Type (ST)
The following statistic types are available:
. Frame Count

. Frame Percent

. Byte Count

o Byte Percent

. Current Frames/Sec
. Current Bytes/Sec

. MAX Frames/Sec

o MAX Bytes/Secs

o MIN Frames/Sec

. MIN Bytes/Sec

° AVG Frames/Sec

o AVG Bytes/Sec

. MIN
o MAX
o SUM
. AVG

MIN, MAX, SUM and AVG should be specified only for numeric fields. As explained in the section
Classifying Fields under Field Names, all the fields belong to one of the following categories: numeric,
string and enumerated (sets). When the same ST is specified for multiple fields, a new column is
created in the statistics view for each field name.

Additional columns consume resources and slow down statistics calculation process. Only MIN, MAX,
SUM and AVG columns will be different for different fields, other columns like Frame Count, Frame
Percent, Byte Count and more will display the same information and will not be useful.
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6.1.3 Update Selected Statistics Information List (Step 3)

stabistics x|

Field Mamesz —Device #

Usze Type [zingle selection
& Lavers r Ype [sing )

219 Physical Link
- ND Enor Code =

R S_tarthEerSSD — Statistic Type(s] [calculated, multiple selection)—
A8 Time Stamp
- MTPZ Frame Count ﬂ
: Frame Percent
- MTFP3
: Byte Count
g SCCr Byte Percent ;I
- MAP B9
a2 MAF R4 Fancs List
@ INAP ahge Lis
- CAMEL
-2 ISUP
- BISUP |
a2 BICC
@ TUF _ £ Cumulative % Separate
@ |nterconnect Uzer Part [[LIP] i
@ Req Testing Messages ;I Add/Mod I Remove |

— Selected Statistic [nformation

Layer | Field Mame | Ilze Type | Statiztic Type Remowve Sel |
Phyzical ... Device # Total
Phyzical ... Time Stamp Total Frame Count Femove Al |
MTPZ LI Tatal
a| | o Apply II

Figure 55: Selected Statistics Information List
After selecting the required Use Type and statistics Type, click Add/Mod button to add the selected
statistics in the information list.

Click Apply shown on the figure above to activate the newly defined statistics information. If the
Statistics Definition dialogue is closed without clicking on the Apply button will discard all the newly
defined statistics.
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6.1.4 Example 1 - Statistics with a Key UT

Key UT: This option creates a unique column in the Statistic View, and a row for each unique value
combination associated with all key and total columns. For example:

1) Open the sample trace file in offline analysis mode.
2) To define statistics, click Statistics > Define/Edit.

3) Select the field ‘Device #’ under physical layer, and select Key UT as the use-type., and Frame
Count as statistics type

4) Click Add/Mod button and then click Apply. The selected statistics pane appears as shown in the
figure below.

stabistics x|

Field Marmesz — Device #
Ilze Type [zingle zelection]
9 Layers |-

EIQ" Phyzical Link Total
. Device # .

|F Id
@ Error Code =

N StanTsOrTs5c

— Statigtic Typelz] [calculated, multiple zelection]—

----- @ Time Stamp

@ MTP2 Frame Percent

-8 MTP2

: Byte Count

@ SCCP Bute Percent LI
-2 MAP RIS

-2 MAP R4 = T

@ IMAP ange List

-2 INAP-CS2ITU
-2 CAMEL Rel3
-8 CAMEL Relf

B4 15UP . |

@ BISUP ) Cumulative ) Separate
-8 BICC

w8 TUP ;I Remowve |

— Selected Statistic Information

Layer | Field Hame | Ilze Type | Statiztic Type 1\| Remowve Sel |
Physzical ... Device # F.ey Frame Count J

Remove All |

1| | o Apply |

Figure 56: Define Statistics with a Key UT
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5) Click Statistics > Open Statistics View to open the statistics frame which appears as shown in
the figure below:

BAess7 Protocol Analysis 557 ETSI =10 x|

File Wiew Capture Statistics Database Call Detail Becords  Configure  Help

il Bl &l Al = B S S22 (o |
Dev | 75 | Su.. | Framett|  TIME [Relativel| Len| Enor|BSN  |[BIE  |FSN | FE | INAP Comporen =

./ 0 T I T 6 6 6 6 O I

2 0 1 00:00:00.000625 ] 17 1 13 1

N 0 2 00:00:00.000875 ] 19 1 17 1

\fl' 2 0 | 3 00:00:00.001375 ] 17 1 19 1 _Ij
4 b

? Device # | Frame Count{Device #) |

1 3E04
2 23267

|C:AProgram Files\ Gl Communii 66872 Frames | i

Figure 57: Statistics with a Key UT

In the above example, the data is captured using device # 1 and 2, and therefore the key values of 1
and 2 are displayed under the Device# column.

6.1.5 Example 2 - Statistics with a Total and a Key

Total UT: This option not only makes the column a key column but also creates an additional total row
for each unique value of the column.

Total UT and Key UT values combined together uniquely define a row in the Statistics View.

Key UT: Key UT defines a unique column value that can be used for calculating a Statistic Type like
frame count, sum, avg, min, max, etc. This calculated statistics will be displayed only if all the key UT
values are unique and are numeric else the statistics View displays just the word ‘Total’ in the row
dedicated for the same purpose. For example -

1) Open the sample trace file in offline analysis mode.
2) To define statistics, click Statistics > Define/Edit.

3) Select the field ‘Device #' under physical layer, and choose Total UT as the use-type and then
select Frame Count as statistics type.

4) Click Add/Mod button and then click Apply.
5) Select the field ‘C/R’ under LAPD layer, and then select Key UT as the use-type.
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6) Click Add/Mod button and then click Apply. The selected statistics pane appears as shown in the

figure below.

Field Hamesz

5 Layers

E1-4 Physical Link
il Device #
(N Error Code
(N StanTs0iTs5c
{8} Time Stamp
- MTP2

E-# MTF3

i DPC

i) DPC

Em Fririty Code

Em Service [ndicatar
(N Signaling Link Code
Em Sub-zervice field

—QPC

X

Ilze Type [single selection)

Toatal
Field

— Statiztic Twpelz] [calculated, multiple selection]—

Frame Count ﬂ

Frame Percent

Byte Count

Byte Percent LI
—wildcard [*,7]

& SCCP |

-8 MAP R399

EEI--@ kAP A4 £ Cumulative. ) Separate

- INAP

w8 INAP-CS2ETSI | _Remove |

— Selected Statistic [nformation
Layer Field Mame Ize Type Statiztic Type Ml
Phyzical ... Dewvice # Total Frame Court
MTF3 DPC k.ey Remaove Al
MTF3 OPC k.ey y
1| | 2 Apply |

Figure 58: Select Statistics with a Total and a Key
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7) Click Statistics > Open Statistics View to open the Statistics View as shown in the figure
below:

Fﬁﬁﬁ? Protocol Analysis 557 ETSI =101 x|

File “ew Capture Statistics Database Call Detail Becords  Configure  Help

ol Bl e M =% 1YY FW% 3] S0 (o | ¢
Dev | T5. | Su..| Frame#t| TIME (Relative]| Len] Enar| BSN | BIE | FSN | FIE | INAP Component =]

W 2 17 1 13 1

0 1 00:00:00.000625 ]
LA 0 2 00:00:00.000875 ] 19 1 17 1
2 0 3 00:00:00.001375 ] 17 1 19 1
WA 0 4 00:00:00.001625 5 13 1 17 1

-
| | 3

(=5 Device# | @ opc| @ orc | Frame courtDevice # |
1 111 S 10
fital 1 Total Tital 10
z ez 111 ¥
fotal & Total Total #
|C:AProgram Filesi@l Communic |66872 Frames | A

Figure 59: Statistics with a Total and a Key

In the above example, unique rows are defined based on field (C/R values) selected as the Key UT, and
columns (frame count for each device) are defined based on the statistics type selected for this Total
UT. Since the device is selected as Total UT, additional row displaying the total frame count per device
are displayed.

6.1.6 Example 3 - Statistics Total and Field UT

Field UT: This option defines additional columns for the parameters selected under Statistics Type
frame. Field UT creates just an additional column for the selected field. However, differently from Key
UT and Total UT, the Field UT does not create additional rows for each unique value associated with the
field. For example,

1) Open the sample trace file offline.
2) To define statistics, click Statistics > Define/Edit.
3) Select the field ‘Device #' under physical layer, and choose Total UT as use-type.

4) Select Timestamp under ‘Physical Layer’, and choose Field UT as use-type. To get the frame
count for each unique timestamp, select Frame Count as the Statistics Type.

Notice that setting the Timestamp as a Field UT does not create unique rows for each unique timestamp value as in
the previous example where the UT was set as the Key UT.
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6.1.7 Ranges, Wildcards And Enumerated Value Sets

Depending on the field type additional criteria may be specified to include only frames with the
matching:

o Ranges for numeric fields

o Wildcards for string fields

. Sets of values for enumerated fields
Ranges

Depending on the field type a range list can be specified for numeric fields as space separated numbers
or segments of numbers. For example, the range list 1 12-15 4-6 will include fields with the following
integer values: 1, 4, 5, 6, 12, 13, 14, and 15. Frames with all other values will be excluded from
statistics see the below figure

Ranges are valid only for numeric fields.

— Statiztic Tepe(z] [calculated, multiple selection] —

Frame Count
Frame Percent
Byte Count
Byte Percent

I« L

— Fanage List

|1 1215 4.6

) Cumulative. ) Separate

| Add/tod I Bemowve

Figure 60 : Range List for Numeric Fields

Wildcards

Valid string field values can be specified using wildcard characters '*’ (asterisk) and ‘?’. (question
mark)

‘*’ means any zero or more characters

‘2’ means any single character

‘301*’, for example, means any string starting with ‘301’
‘301*5*’ means any string starting with ‘301’ and containing ‘5’

**3?24?5*' means string containing ‘'3’ followed by any single character followed by ‘4’ followed by any
single character followed by '5’".

Wildcards are valid only for string fields.
— Statigtic Type(z] [calculated, multiple zelection]—
Frame Count il
Frame Percent

Byte Count

Byte Percent LI

—Wfildard [,

|3n1 HR74

% Cumulative £ Separate

Add/Mod | Femove |

Figure 61: Wildcards for String fields
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Value Sets

Enumerated fields can have a fixed set of values assigned a string name. Some of these string names
can be selected to narrow down the statistics. See the figure below.

= Statiztic Typelz] [calculated, multiple zelection] —

Frame Cont il

Frame Percent

Byte Count

Byte Percent LI
—Walug Set

Supervizon
Unnumbered

% Cumulative. ) Separate

Add/Mod I Hemoyve

Figure 62: Specifying Value Sets

6.1.8 Modifying and/or removing configured statistics

— Selected Statistic [nformation

Laper | Field Mame | Uze Type | Statiztic Type Remove Sel
Phyzical ... Dewvice # Total :

Phyzical ... Time Stamp Total Frame Caount R emowve Al ||
4| | | Apply |

Figure 63: Modify/Remove some or all statistics

In the process of the statistics definition one can go to the Selected Statistics Information list
control and select a line by clicking on it. This will cause automatic repositioning of the tree view and
statistics information for the selected field to be displayed in the UT, ST and Range/Wildcard/Value
Set dialogue controls. User can then modify the information and click Add/Mod button to make the
changes effective as shown in the figure of the Selected Statistics Information list.

Click Remove Sel button to remove selected lines from the criteria.
Click Remove All to disable statistics.

6.2 Opening and Closing Statistics View

Statistics view can be opened and closed any time during offline analysis. Opening a trace view can be
a lengthy process for large traces when statistics is enabled.

Statistics view for on-line tracing must be opened before real time analysis is started.
To open Statistics View select Statistics > Open Statistics view menu item as shown in the figure

below.
Statistics Database  Call Det | opbicrice  Database  Call Det
DefinefEdit " DefinefEdit
Load Statistics ' Load Statistics
Load and Edit Statiskics . Load and Edit Skatistics
Save Skatistics Save Skatistics

Open Statistics Yiew Dpen Statistics Yiew
| ase Statistics Yiew Close Statiskics View

Export Export
Figure 64: Opening and Closing Statistics View
To close the Statistics view, select Statistics > Close statistics view menu item.
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6.3 Loading Statistics
Select Statistics > Load Statistics (to load the saved statistics criteria as shown in figure below).
One can load the statistics from a previously saved Statistics Definition File (*.ini).

open 2|

Look in: |Lf,~ Dual Ulka HD E1 Analyzer | = =5 ER-
b IsdnProtstatistics. ini b HdlcProtStatistics.ini

B IsdrProt.ini BHdicPrat,ini

_'_-}PppF‘rn:nt.ini _'}GsmF'rn:nt.ini

b PppProtCalTrace.ini b GsmProtCalTrace.ini

& PppProtStatistics.ini & GsmProtStatistics. ini
SHdlcProtCallTrace.ini e SavestatisticsDefinitionFile. ini

<

S
File: name: | Open I

Filez of type: IStatistic Defimition Files [*.ini) j Cancel

[~ Open az read-only

Figure 65: Loading Statistics

6.4 Load and Edit Statistics

Select Statistics > Load and edit statistics (to load the saved statistics and to modify the statistics
information).

6.5 Save Statistics

Select Statistics > Save Statistics to save the statistics. Save Statistics saves the file with
configuration details. Enter the desired file name and click Save, the statistics file is saved with
extension name ‘.ini’ (Statistics Definition Files).

Enter the desired file name and click ‘Save’, the statistics file is saved with extension name *.Ini’
(Statistics Definition Files).

SaveAs 2 x|
Save in: | 3 Dual Ulta HD E1 Analyzer x| « @& ek EB-

557 IC5518nalysis_Oukput Ihdlc_isdn
SaEits ICamMars ICha-Law Sar
Data [CaMLRFR ChaRP
CCA_CALLCAPT [CaMetwork Surveilance [ demf
ProtocaolClassifier [CReleaseMotes ICIFilker Files
551 IC)FrameRelay I signaling t
config IC)BinZFrame ICEitFiles
Fad - Mulaw files IChaErs03 I Glcview

D

File name: ISaveStatisticsD efinitionFilel Save |

Sawve as type: IStatistic Definition Files [*.ini] j Cancel |
o

Figure 66: Save Statistics as Filename
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6.6 Export Statistics

Select Statistics > Export Statistics to export the statistics view into a file with extension "sef’
(Statistics Export Files) for subsequent import into a database or spreadsheet.

saveds 21 x|

Save in: | ) Dual Ultra HD E1 Analyzer | = B o EB-
557 ICh5518nalysis_oukput (Chdic_isdn =
SaEits ICamMars I A-Law Samples =
Data ICAMLPRR IhaRF =
CCA_CALLCAPT [CaMetwork Surveilance  [25)dtmf =
ProtocolClassifier [C)ReleaseMotes IChFilker Files =
551 ICIFramerelay [Csignaling transitions [
config ICIEinZFrame ICTIEikFiles i
Fad - Mulaw files [ChEr3ns I Gleview i
L | 2

File name:  |ExportStatisticsFile Save |
Save as type: IStatistiu: Ewport Files [*.zef] j Cancel |
A

Figure 67: Export Statistics as Filename
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Section 7.0 Call Detail Records

The objective of call detail record is to isolate call specific information for each individual call from the
captured data and display the information in an organized fashion. The call-detail records are displayed
as shown in the figure below.

7 557 Protacal Analysis S5TITU o =]
File  Miew Capture Statistics Database Call Detail Records  Configure  Help
|| -B| | AmzE =le| wiww F % -0l GoTo |
T3lot | SubCh|  Framett| TIME [Relative)|  Len | Erar| BSN [ BIE [ FSN_[ FIE | ISUP Message Type [sic [ oPc [ OPC | SCCP Message Type  «

23 0 0000:00000000 38 1271 i 1 Initial address 1 111 222

23 1 0000.00004675 38 1271 1 1 Initial address 1 111 222 =

23 2 0000.00009750 38 1271 2 1 Initial address 1 111 222

23 3 000000014625 38 1271 3 1 Initial address 1 111 222

23 4 0000.00019500 38 1271 4 1 Initial address 1 111 222

23 5 00:00.00024500 38 1271 5 1 Initial address 1 111 222

23 6 0000.00029375 38 1271 3 1 Initial address 1 111 222

23 7 0000.00034250 38 1271 7 1 Initial address 1 111 222

23 8 0000.00039125 38 1271 ] 1 Initial address 1 111 222

23 9 0000.00044000 38 1271 ] 1 Initial address 1 111 222

23 10 000000048875 38 1271 w1 Initial address 1 111 222 .
ﬂ a7 11 NN-NN. NN NRE27RN a0 1797 1 11 1 lmibiml —AArmnn 1 111 heRe Rl LI_‘
callp | Call Status | Disp | Caling Num Called! Num Call Start Date & Time Call Duralion | Release Complete Cause | Devho | 15| opg|=
o C laArR 1 S95T0IEZ00 $97E675400 2013-09-24 14:21:09 414125 00101 22 248625 Martial cal clearing 123 222
g Alad 0 9957096301 975675401 2013-09-24 14:21:09 419000 00101 22 243750 00 1 23 222
g Alad 0 G95TOIER02 $OTE675402 2013-09-24 14:21:09 423875 00101 22 238876 00 123 222
=3 Alad 0 995T09ES0Z $97E675403 2013-09-24 14:21:09 428750 00:01 22 234000 00 123 222
4 Alad 0 9957095504 $97E675404 2013-09-24 14:21:09 433625 00101 22 229125 00 123 222
= Alak 0 G95TOIER05 $OTS675405 2013-09-24 14:21:09 438625 00101 22 224125 00 1 23 222
g Alad 0 G95TOIEL06 $OTE675406 2013-09-24 14:21:09 443500 00101 22 219250 00 123 222
=7 Alad 0 G95TOIER07 $OTEE75407 2013-09-24 14:21:09 443375 00101 22 214376 00 123 222 .
< | f
Off-line Wiewing C\Program Files (8600537 _test 71 Frames

Figure 68: Call Detail Records View

7.1 Build Call Detail Record

Select Call Detail Record > Build Call Detail Record menu item as shown in the figure below. Build
Call Detail Record is checked for the activation of call trace application. This should be done before
starting the real-time capture or before opening an hdl file in offline mode.

Call Detail Records  Configure  Help

v Build Call De
Active Calls Dnly

Select Call Detail Columns o Display
Display: Selected Call Summarsy:
v Display Entire Summarsy

Open Call Detail Records
Zlase Call betail Records

Expark:
Figure 69: Build Call Detail Record
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7.2 Select Call Detail Columns to Display

ctrl key and click OK.

Select Call Detail Record > Select Call Detail Columns to Display menu item as shown in the
figure below. This contains a list of possible Columns. Here we can select the interested columns using

1 E

Note:

The Columns can also be selected after opening the Call Data Record view by right-clicking on pane and choosing
‘Select Columns’ option.

Select Call Trace Columns to Display

Druratio

[ e
CgPH Mature

k. I Select Al Dezelect Al Cancel

Figure 70: Select Call Trace Columns to Display

Call ID details, the calling status whether the call is active or completed, calling number, called

number, call start date and time, call duration, release cause, device number, and so on, are shown in
the call trace view.

7.3 Active Calls Only

Select Call Detail Record > Active Calls Only menu item to view all the active calls.
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7.4 Open Call Detail Record

Select Call Detail Record > Open Call Detail Record menu item. Call Detail Record View can be
opened and closed in off-line trace viewing any time.
To open Call Detail Record View
o Select Call Detail Record > Open Call Detail Records menu item or
o Click View > Define Views menu item.
Call Detail Records  Configure Help

v Build Call etail Recards
v Ackive Calls Only

Select Call Detail Columns ko Display:
Display: Selected Call Summars:
v Display Enkire Summars:

Dpen Call Detail Records
Close Call Detail Records

Expaork

Figure 71: Open Call Detailed Record

L] Build Call Detail Record menu item should be checked before opening Call Detail Records view.

] If the Call Trace view is selected from View>Define Views to Display menu item without checking Build Call
Detail Record, a warning message is displayed as shown in the figure below.

. Call Detail Record View for on-line tracing must be opened before on-line tracing is started.

Zall Detail Record vigw cannok be opened when <Call Detail Recaords/Build Call Detail Records = menu item is unchecked.,
Please =set the menu item < Call Detail Records/Build Call Detail Records = to the CHECKED state Firsk,

Figure 72: Warning Message
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7.5 Call Detail View

The following call trace details are available in the Call Detail View.

e Call ID - a unique call identifier assigned to each call.

. Call Status - displays the call status as “C IaArR” or “A IaA” where,
the first letter ‘A’ denotes an Active call

the first letter 'C’ denotes Completed call

Subsequent letters are denoted as follows -

‘I’ denotes Initial Address Message

‘a’ denotes Address Complete Message

‘A’ denotes Answer Message

YV V. V V V V VY

'r’ denotes Release
» 'R’ denotes Release Complete Message
For more information refer to the section Appendix A: Glossary.

A% 557 Protocol Analysis SSTITU -[O] x|
File Miew Capture Statistics Database Call Detail Records Configure Help
o] B o] Awmma =le Www w0 ] o
Dev_| TSlot | SubCh | Frameft | TIME .. | Len| Eror|BSN | BIE | FSN | FIB | SLC | DPC_| OPC | ISUP Message Type | scca
1 23 0 00:00... 38 127 1 0 1 1 Initial address
2 23 1 00:00:... 16 22 1 0 Address complete
2 . 23 Answer 2z
Complete Release
Release Complete ;I
<] I 2
Call ID | Call S;aﬁﬁ’//&sp‘l"_—ﬂ@—m’mr Called Num Call Start Date & Time Call Duration | Release Complete Ca... | DevNo | T8 I 0PC l DPC [ el
n; 0 ClaAr R/ 1 9987095800 8978675400 2013-09-24 14:21:09.414125 00:01:22.248625 Normal call clearing 1 23 222 11
?1 AlaA 0 9987095801 8978675401 2013-09-24 14:21:09.419000 00:01:22.243750 00 1 23 222 111
?2 Statu{ AlaA 0 9987095802 8978675402 2013-09-24 14:21:09.423875 00:01:22.238875 00 1 23 222 1141
-A'S Active AlBA 0 9987095803 8978675403 2013-09-24 14:21:09.428750 00:01:22.234000 00 1 23 222 111
7;’4 AlaA 0 9987095804 8978675404 2013-09-24 14:21:09.433625 00:01:22.229125 00 1 23 222 111
?5 AlaA 0 9987095805 3978675405 2013-09-24 14:21:09.438625 00:01:22 224125 00 1 28 222 111
?S AlaA 0 9987095806 8978675406 2013-08-24 14:21:09.443500 00:01:22 219250 X00 1 23 222 111
? 7 AlaA 0 9987095807 8978675407 2013-09-24 14:21:09.448375 00:01:22.214375 00 1 23 222 111
? 8 AlaA 0 9987095808 8978675408 2013-09-24 14:21:09.453250 00:01:22.208500 X00 1 23 222 111 e
?9 AlaA 0 9987095809 8978675409 2013-09-24 14:21:09.458125 00:01:22.204625 00 1 23 222 11
T 10 AlaA 0 9987095810 8978675410 2013-09-24 14:21:09.463000 00:01:22.199750 00 1 23 222 111
?11 AlaA 0 9987095811 8978675411 2013-09-24 14:21:09 467375 00:01:22.194875 X00 1 23 222 111
?12 AlaA 0 9987095812 3978675412 2013-09-24 14:21:09 472875 00:01:22 189875 00 1 23 222 111
7{13 AlaA 0 9987095813 8978675413 2013-09-24 14:21:09.477750 00:01:22.185000 ¥00 1 23 222 111
7|1d Alad n QARTNARR1A SZQTSZR?IIQHA M RNG-24 1421 NQ ARPROK NN 22 1M 2K Wiy 1 s 2929 111 _'LI
4 »
C:\Program Files (xB6)\SST_test 71 Frames 4

Figure 73: Call ID Status for SS7
. Disp —various call status information specific to Fairpoint.
. Calling Number - identifies the calling humber.
. Called Number - identifies the called number.
. Call Start Date and Time - the date (Y/M/D) and the time at which the call was made.
. Call Duration - duration of the completed call.
. Release Complete Cause - call termination cause.
o Device number- port number on which the call was captured.
o Timeslot (TS) - channel number on which the call was captured.
. OPC -originating point code value.
. DPC -destination point code value.
o CIC (Circuit Identity Code) - identifies the user channel and it is unique for a call.
o Link set - link group carrying signaling information.

. Carrier CIC - shows the information sent in the forward direction to the transit network indicating
the transit network selected by the originating subscriber.

. TNS CIC - transit network for routing of a call.
. International - National / International call indicator.
. Charge No - number for which the call is charged.
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OLII - (Originating Line Information) - toll class of service for the call.

JIP - geographic origination of the call.

GAPPDN - indicates a (Generic Address) pertaining to supplementary services.
Billing Duration Secs - duration for which user is charged. It is AN <->RLZ duration.
Out Going Trunk# - trunk group selected at outgoing gateway.

Original Redirecting Reason —forwarding reason for the original redirection.
Redirection Counter - number of times forwarding of a particular call.
Redirecting Reason - forwarding reason for the last redirection.

CDPN Nature - nature of called party humber.

OCDN Address - Original called number.

OCDN Nature - nature of original called party nhumber.

CgPN Nature - nature of calling party number.

FCI Bit_M - more bit indicator.

|.:)' Note:

The following Call Trace Columns is displayed only for CNAM when the user edits
SS7_CALLTRACE_TYPE as 2 in the ini file: Call ID, Call Status, Call Start Date & Time, Call Duration,
DevNo, TS, OPC, DPC, Call Type, Originating Transaction ID, Response Transaction ID, Calling Directory
Number, Generic Names, Release Cause
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7.5.1 Active and Completed Calls

Call ID refers to the identification of each call. There are icons visible to the left of these Call ID

numbers

Active Calls:

Active calls (‘E) are marked in green and the call status is specified as Active. An arrow is seen above
the letter A, which indicates the direction of the call.

Completed Calls:

s
Completed calls (@") are marked in grey and the call status is specified as completed. An arrow is
seen above the symbol (-), which indicates the direction of the call.

7.5.2 Call Duration

Call duration is calculated for completed calls. It is the total time for the call from start till the end of
call. The value is represented in hh.mm.ss.nnnnnn format.

7 557 Protacal Analysis S5TITU o =]
File  Miew Capture Statistics Database Call Detail Records  Configure  Help
| Bl S| Mm@ =l W %% -0 GoTo |
T3lot | SubCh|  Framett| TIME [Relative)|  Len | Erar| BSN [ BIE [ FSN_[ FIE | ISUP Message Type [sic [ oPc [ OPC | SCCP Message Type  «

23 0 00:00:00000000 38 1271 0 1 Inital address 1 111 222

23 1 0000.00004675 38 1271 1 1 Initial address 1 111 222 =

23 2 0000.00009750 38 1271 2 1 Initial address 1 111 222

23 3 000000014625 38 1271 3 1 Initial address 1 111 222

23 4 0000:00019500 38 12701 4 1 Initial address 1 111 222

23 5 00:00.00024500 38 1271 5 1 Initial address 1 111 222

23 6 0000.00029375 38 1271 3 1 Initial address 1 111 222

23 7 0000.00034250 38 1271 7 1 Initial address 1 111 222

23 8 0000.00039125 38 1271 8 1 Initial address 1 111 222

23 9 0000.00044000 38 1271 ] 1 Initial address 1 111 222

23 10 000000048875 38 1271 w1 Initial address 1 111 222 .
ﬂ a7 11 NN-Nn. NN NR27RN a0 1797 1 11 1 lmibiml —Adrmnn 1 111 heRe Rl LI_‘
callp | Call Status | Disp | Caling Num Called! Num Call Start Date & Time | Call Durafion | Release Complete Cause | Devho | 15| opg|=
o C laArR 1 S95T0IEZ00 $97E675400 2013-09-24 14:21:09 414125 00101 22 245625 Martial cal clearing 123 222
g Alad o SHTOIES0N B9TE675401 2013-09-24 14:21:09 419000 00:01 22243750 ™ ca)l Duration  ¥00 123 22l
g Alad 0 G95TOIER02 $OTE675402 2013-09-24 14:21:09 423875 00101 22 238876 00 123 222
=3 Alad 0 995T09ES0Z $97E675403 2013-09-24 14:21:09 428750 00:01 22 234000 00 123 222
4 Alad 0 9957095504 $97E675404 2013-09-24 14:21:09 433625 00101 22 229125 00 123 222
S Alak 0 G95TOIER05 $OTS675405 2013-09-24 14:21:09 438625 00101 22 224125 00 1 23 222
g Alad 0 G95TOIEL06 $OTE675406 2013-09-24 14:21:09 443500 00101 22 219250 00 123 222
=7 Alad 0 G95TOIER07 $OTEE75407 2013-09-24 14:21:09 443375 00101 22 214376 00 123 222 .
« | f
Off-line Wiewing C\Program Files (8600537 _test 71 Frames

Figure 74: Active, Completes Calls, and Call Duration
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7.5.3 Find CDR

This feature allows you to search for a particular call from the captured traces. Right-click on the Call
Detail View and select Find CDR option to open the screen as shown below:

Off-line Wiewing

0 SHETO5E01 SATEETE401 Qoo 22 s 1 2 222
0 GHETOEE02 FATEETEA0Z 2013-08-24 14:21:09 423575 o2z Selest Columng 1 2 222
0 GHETOIEE03 SATEETEA0E 2013-08-24 14:21:09 428750 00:01:22  Export Call Trace Records 1 2 222
0 GHETO5504 FATEETE404 2013-08-24 14:21:09 433625 00:01:22 Close Call Trace View 0 1 2 222
0 SHETOIEE05 FATEETEA05 2013-08-24 14:21 09 438625 Q00122 ZR4TEE 1 2 222
?6 Alas 0 CDR Search Criteria | *0 1 2x 0 k22
3? AlaA 0 00 1 2 222
—:»z i::: g @« AND  OR * |nclude " Exclude igg 1 ;2 ;;;
?1 0 AlaA 0 00 1 2 222
?11 Alad 0 Calurnn M arme W alue Wwildcard iy 1 2 22in
1 Cal D = Add L

Search Criteria, double click to madify

CDR Colurin Mame | W alue Wildcard

‘ o

Delete Selected | Delete &l | Cancel |

Figure 75: Find CDR

Select the parameters from the Column Name and enter the criteria in the Value Wildcard text box.
The parameters satisfying the conditions may be included or excluded from the result using the
Include or Exclude options. All the selected criteria logically use OR or AND operations. A frame is
filtered if at least one criterion matches (OR logic), or each criteria matches (AND logic).

Wildcards

All values in Call Detail View are considered as string. To search for a specific call, valid string field
values can be specified using wildcard characters **’ (asterisk) and ‘?’. (question mark)

'*"'means any zero or more characters

'?’ means any single character

‘301*’, for example, means any string starting with *301’
‘301*5*" means any string starting with ‘301’ and containing ‘5’

'*3?4?5*" means string containing ‘3’ followed by any single character followed by ‘4’ followed by any
single character followed by ‘5.

Wildcards are valid only for string fields.
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For example, to search for calls with call duration more than 40 seconds, enter the value for Call
Duration parameter in the wildcard textbox as '00:00:4???????7?".

Click Add, and then click OK to exit the window.

This presents the call detail view with Next & Prev navigation button to navigate through records and
find the calls matching the criteria as shown below.

Call ID Devho | T8 | Call Status Call Start Date: & Time Call Duration | Release ©.. | =]
Ul 5 16 C la&rR 002-10-10 14:56:56 231126 00-00:42 626275 | Mormal call .
19 5 16 A lak D002-10-10 1456 56 952606 00:00:41 965275 | Normal call .
20 5 16 & lak, 2002-10-10 145658 312126 00:00-40 60 =)

o 5 16 A lak 2002-10-10 145659 £052E0 00:00:39.3* Prey | J
oo 5 16 & lak, 2002-10-10 1457101 297625 00:00:37 6
oz 5 16 & lak, 2002-10-10 14:57:01 330260 00:00:37 527750 Normal call .
o4 > 16 2 las 2002-10-10 145702 DETTEO 000026 50250 100
tros 5 16 & lak, 2002-10-10 14:57:02.01 7760 00:00:01 0EOB2E 00
‘Ezﬁ 5 16 & lak, 2002-10-10 145702 032260 00:00:36 $35750  Normal call . -
OFf-line Yiewing |C:hProgram Filesial Communicatio [S03 Frames | i

Figure 76: Specify CDR criteria

7.6 Display Selected Call Summary

Select the desired call in the call trace view pane and select Call Detail Record > Display Selected
Call Summary menu item to view the summary details of the specific call.

Also double click on the specific call in the call Detail Record view pane to view the summary of the
selected call.

7.7 Display Entire Summary

Select Call Detail Record > Display Entire Summary menu item to view the entire summary of the
calls.

7.8 Closing Call Detail Record

Call Detail Record can be closed form the Call Detail Record > Close Call Detailed Record menu
item as shown in the figure below or by choosing Close Call Trace View option by right-clicking on
call detail view.

| Call Detail Records  Configure  Help

v Build Call Detail Records
v Active Calls Only

Select Call Detail Columns to Displasy
Display Selected Call Summarsy:
v Display Entire Summary

open Call etail Recards

Close Call Detail Records

Export

Figure 77: Close Call Detailed Record
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7.9 Export Trace File

Select Call Detail Records > Export menu item or right-click on the call detail view and choose
Export Call Trace Records option to open the window as shown in the figure below to export the call
details into a file. It exports the trace file details with extension nhame “cte” for subsequent import into
a database or spreadsheet.

savens 20 x|
Save in; Ilﬂ' Imu j 4= £ Ed-

File name: | Save I
Save as bype: IStatistic Export Files [*.cte) j Cancel |

Figure 78: Export Trace File

A
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Protocol Analyzer Configuration

Section 8.0 Protocol Analyzer Configuration

8.1 Analyzer GUI Options and Protocol Configurations

This window provides a consolidated interface for all the important GUI and Protocol settings required
in the analyzer. This includes various options such as protocol selection, startup options,
stream/interface selection, filter/search criteria and so on.

Select Configure > Protocol and GUI from the main menu, to open the screen as shown in the

figure below.

Sawve Load Default

M Select summary columns to display

=10l x|

B Select summaty columns o display
| =00

Menu checked options

'yf!\ Protocol skandard seleckion

5TD

%Network,mser side selection

@ Time Forrmak
? Wigw Filker
ﬂﬁ Vigw Search

@D: TCP Connection Options
—

Periodic Trace Saving Options

l[:}Startup Options
@Data Link. Groups

‘ETFF View Font Size

INI Decode Options

Z Define Summary Columns

@ﬁc‘apture COptions

— DISPLAYED summany columnz

Ctr-Up, Chrl-Diown to rearange columng, DEL to remove,
Ctrke to unda delete, Chrld, - display all columns

Dirag within list box to rearange, drag out of the list box
to delete

| »

—HIDDEM summary columnz

<= Dizplay Selected Columns

Dey -

SubCh

Framet

Time

Len

Error

BSH

BIB

FSM

FIB

Status Field

CDPC

OPC

SCCP Mezzage Type
S5M

CIC

|ISUP Meszage Type
Calledft

Callingt
TranstConnFedir
Mzg Tope

Bicc Mzg-Type
Req.Test Mezzage
Met kgmt Meszage
CAP Component
CAF Emor

CAP Operation

CAP Package

IM&P Component Tope
INAF Error Code
IMAP Operation Code LI

SLC

Sel Only | Al Calunitg Undo Delete | Restore

Figure 79: Protocol and GUI option

Additionally, the user can save the configuration settings done in any of these options to a file or just

revert back to the default values by using the following menu options:
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Menu Options

Save: Select Save from the menu to save the configuration settings done in any of the options to a file
with an extension *.ACF as shown in the figure below.

saveas 21x|
Save jn: | 22) Dual Lilra HD T1 Analyzer ~| &« B ¥ EE-
ui‘[hlp [Charaos [Chsignaling transitions [
) Mebwork Surveillance (253 hdlc_isdn ICTIEikFiles i
I )esk IChss7 I Gleview i
| =iProtocolClassifier ICharp [Chdocs =
| "iReleaseMotes Ihcalldata I3t Files =
iafdl [Chdtmf ICywinClientServer =
@BinZFrame @Mu-Law Samples @Gsm L.f
| iFrameRelay IC)Filer Files [ Trau =
1| I i
File name: IF'ru:ut.-'i‘-.naI_lrlzer..ﬁ.cf Save I
Save as type: | Canfiguration Files [.ACF) | Cancel |
s

Figure 80: Save Configuration Options to File

Load: Select Load to load the previously saved *. ACF file from the location where this file was saved
as shown in the figure below.

open 2|

Look jn: |l:".~ Dual Ulka HD E1 Analyzer | = 5 Ef-
| )Gsm IChcprs i (]

L) Trau [C7)Digital Echo Canceller 5 taa et
) atm ZIPpp

| iBer [Chcoma

| IsdrEmulator [ChUmts

| StripChart [ TRty

4] [
File name: IF'rnt.-’-‘-.naIyzer..ﬂ.n:f Open I
Files of type: IEnnfiguratiDn Files [*.ACF) j Cancel |

[ Open az iead-only

2

Figure 81: Load Configuration Options
Default: Click Default from the main menu to revert back to the default settings.

8.1.1 Selecting summary columns to display

For detail information on this refer to section Summary Column Selection.
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8.1.2 Menu Checked Options
This lists the following two options

o Select View Latest Frame > Packet check box to display the latest frame in the summary view.

. Select Enable Periodic Trace Saving check box to save the settings of Periodic File Saving
Specification.

Il Menu checked options =] E3

Save Load Default

B Select summary columns to disple -
FE}ME'-'” checked options ¥ View Latest Frame/Packet
Jg?g Prokocol standard seleckion

%NetwnrHUser side selection [T Enable Periodic Trace Saving

@ Tirne Forrmak
? Wigws Filker

il i T oL

Figure 82: Menu Checked Option

8.1.3 Protocol Standard Selection

This options is used to select the protocol decode standard. For more information on this refer to
section Protocol Standard Selection.

Il Protocol standard selection -0 x|

Save Load Defaulk

B Select summary columns to displa

Menu checked options 557 AMSI
S57ETSI
557 CHIMA,

S57 UK

JJ‘;!} Protocol skandard seleckion

%NetwurHUser side selection

@ Tirne Forrnak
? Wiew Filker

View Search x
4 i B

Figure 83: Protocol Standard Selection
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8.1.4 Network/User side Selection

Select User /Network Side selection to open the window as shown in the figure below. For more
information on this refer to section User/Network Side Specification.

Il Metwork /User side selection

Save Load Default

B Select summary columns bo displa2d

e f* Az Captured
Menu checked options

" Irvverse Captured

‘Q?lk Pratocol skandard seleckion

%NetwnrHUser side seleckion = User Defined
. Metwork, Side Cards/Interfaces [comma delimited rangesz]
Time Format (. I -‘
? Wiew Filber

ﬂ:lj Wigw Search

@D: TCP Connection Options
—

@ Periodic Trace Savinag Ol:utifns_lll
4 ]

Figure 84: Network/User side Selection

8.1.5 Time Format

Four time display formats are supported for both Real-time and Offline analysis. These time formats
can be changed during both off-line and real-time analysis by selecting the required time format as
shown in the figure below. For more information on Time Format refer to section Time Displays.

Il Time Format M=l B

Save Load Default

B Select summary columns to disple

Relative to the frame 0

Menu checked options apstern Time

Date and Time
-».-L Protocol skandard selection Time Difference between frames
=TD

%NetwurHUser side selection

@ Tirme: Forrnak

{\?? Wiews Filker
— -
al I _>I_I

Figure 85: Time Format

8.1.6 View Filter

This option is used to filter frames displayed in the Summary View. For more information on View
Filter refer to section Filtering Criteria.

8.1.7 View Search

This option is used to search the Summary View by decoded Summary column values. For more
information on View Search refer to section Setting Search Criteria.

GL Communications Inc. 72 November 2013



Document Number: XX120-7.10.24-03 Protocol Analyzer Configuration

8.1.8 TCP Connection Options

Protocol Analysis probes can run on multiple computers. They are designed to send protocol summary
information and binary frame data via TCP-IP connection to a Database Loader to load data into a
database. To set the TCP-IP parameters, select TCP Connection Options from the Database menu

or click on @& TR Connection Options button from Configure > Protocol and GUI Options to open the

window as shown in the figure below.

—IP Addresz [127.0.0.1 Local | IF Portt———
127.0.01 _‘ ’7 20013 Test Connection

Probe Mame

P1

[T Send Call Detail Fecards [T Send Traffic Summary

— Select Frame/Packet Infarmation to be zent over TCPAP

[ Frame Octets [ Surmany Figlds [~ Status

D “
T5lot
SubCh
Framet
Tirne

Len

Error

BSM

BIB

FSH

FIB

Status Field
5LS =
LPC

OPC

SCCP Meszage Type

S5M

AP Package Tupe

tAP Component Type

MAF Operation

M&F Error

MAF Package Tepe

AP Component Type ﬂ

Figure 86: TCP Connection Options
In order to test the TCP/IP connection, the probe IP address and the IP Port name must be entered
Prerequisites for remote protocol analysis probes are following:
) Database installation and configuration
) Creating and configuring protocol table
o Database Loader installation and configuration

Probes can be configured to filter only subset of frames according to some criteria. For example, to
load the database with complete information, all the three data types for exporting (loading into
database), i.e., frame octets, summary fields and status information must be checked or the send
call details records option must be checked. For detail information on this, refer to GL’s Net

Surveyor™,

8.1.9 Periodic trace saving options

For detail information on periodic trace saving options refer to section Periodic Trace Saving Options.
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8.1.10 Startup Options
Startup option is used to enable the startup tasks such as Enable periodic trace saving, Activate Filter,
Build Call detail records, Connect to a remote database via TCP/IP and Start real-time tracing.

Click on / Startup Options from Configure > Protocol and GUI Options to open the screen as shown
below.

# | Startup Options: i | ﬂ

Save Load  Default

Select summary columns to displa . . -
B ¥ Py Load Options fram File ahd Execute T azks on Analyzer Startup =

EEEEs

Menu checked options
I

J),!\ Protocol standard selection

STD

%Networkklser zide selection

Titne Format Lo . . i
@ ™ Enable periodic race saving [ Include Physical Layer Alams [ Capt Emor Details
S Wiew Fiter

Startup Tasks
ﬂﬂ Wiewy Search

[ Activate Filter

@D: TCP Connection Options
—

Periodic Trace Saving Options
T

Pj Startup Options

I Build call detail records

@Da‘fa Link Groups I Connect to a remote database via TCPAP
P},:'r\f'iew Fart Size

IMI Decode Options [~ Start realtime hacing

Z Define Summary Columns

{%Camure Options [ OpenFDA

-
w
4 | LH

Figure 87: Startup Options

Load Options from File and Execute Tasks on Analyzer Startup

Check this option and click on browse button to browse the configuration file (*.acf) from the
installation directory. This will load the options saved in the *.acf file on analyzer startup.

Include Physical Layer Alarms

Check this option to include alarm frequencies.
Capture Error Details

Check this option to capture details of frame errors.
Enable periodic trace saving

Enables periodic trace saving immediately when analyzer is opened. For more information on this refer
to section Periodic Trace Saving Options.

Activate Filter

Activates filter when analyzer is opened. For more information on this, refer to the section Activate
Filter.

Build Call Detail Records

Activates Call Detail View when analyzer is opened. For more information, refer to Build Call Detail
Record.

il

Note:
This feature is not applicable to HDLC, MLPPP, and SaHDLC analyzers.
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Connect to a remote database via TCP/IP

This feature is applicable to real-time analyzer only.

Connects to remote database loader when analyzer is opened. For more information on this refer to
Net Surveyor™
Start real-time tracing

Select the Start real-time tracing check box and click Execute to start the real-time capturing. A
warning message for overwriting the temporary trace file gets displayed. If you want to overwrite click
Yes, else, click No and save it in a new file in the desired location. This new file replaces the default
specified in the capturing options dialog. For more details refer to section Start Real-time.

Open PDA

Check this option to invoke Packet Data Analysis application automatically at startup. For more
information refer to the section PDA Startup Options.

8.1.10.1 Executing Tasks on Analyzer Startup

. Click on Configure > Protocol and GUI Options

o Click on Select summary columns to display option and select the summary columns to be
displayed on analyzer startup. Refer to the figure below:

r_z! Sel=ct summary columns bo display I

= —DISPLAYED 2y Columes ~HIDDEM summay columng
Bl docadcpon B e R
1 o e, Chi-5 - display 1 .
L. protocl starwdard selection - - Display Selectsd Calumns
.FIII ] Dirag vathen kst box bo 1earange, drag out of the st box
57 hetworkylser side selection ba delet=
¥ rime Foem Cerked Id
.. Te Format TSkt =i CRTP CIEy
= Wiag Fite Sublh Crestinalion |PvE Addrass
. ' Framsl IFHC MoreTep CID[1E Bils]
[J1] iewe Seanch Time IFHC MoreTep CID[E Bite]
Len Mk bt
'|i"} TCR Cormection Optans Emai Seurca Py Addrass
dv—] FFF LayeiFotacol Temmsherld
.'.'I- Perindc Trape Saving Cpkions LCF Cosde Transachan
. |: |FCF Code
J‘E Starbup Options BLCF Cods
v FFFMuCP Cade
T Data Link Groups Ciefsul FID
F. . W Conlext 1D
i, Wieney Fonit Size IPHC TCR CID
e . |FHC Genesishan
IE M Cecode Opkions CRIPCD
- Sowce IF Address
o, Defire Summary Cohemrs Drestinston [P Addess
i~ Sz IP Addi |IPHC Cmp IF]
(/% Capture Cptions ek IF Acdd [IPHC Cimp IF]

Sz IP Addi 1Y) Cmp IF)

Dzt IP Addi 1) Cp IF)

UOF Source Fait

UDF Destnghen Fort

TCF Scurce Poil —
TCF Dr=shinelian Pt

DN OueryHame

SIF Msthod

SIF Fram

SIF Te

SIP CallD =|

L L

Figure 88: Selection of Summary Columns
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. Click on Startup Options and select the required options to be executed on analyzer startup.
Refer to the figure below:

| Startup Options - |EI|5|

Save Load Default

Select summary columns to displa . . o

g ¥ R Load Options from File and Execute T azks on Analyzer Startup =
LT

Menu checked options

I - o L]

i Protocal standard selection

%Ne‘rwurk.ﬂ_lser side zelection

Time Format e . . .
@ [¥ Enable periodic trace saving ™ Include Physical Layer Alarms W Capt Enor Details

S iew Fitter
ﬁﬂ “iewy Search

@D: TCP Connection Options
—

— Startup Tasks

[ Activate Filter

Periodic Trace Saving Options

fijtartup Ciptionz

v Euild call detail records

@Da‘ca Link Graups [ Cornect to a remote database via TCPAP
P;rr\-“iew Fort Size

IMI Decade Options v Start realtime tracing

Z Define Summaty Columns

@ﬁ&amure Options W Uipati FLe.

3
-
< | | »

Figure 89: Selection of Startup Options
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e Click on Save to save in auto configuration file format. Refer to the figure below:

0| Saiect summary cobeTne 1o deplay

Save Load Defouk

=10l x|

Emm pTinary o 1o dizplay

DISFLAYED summany columns
BT, wenu checkesd aptians

)

Cullp, CubD e bo reatangs columng, DEL to reemcve,
CukZ 1o undo delsbe_ Chil - disolay &l columns

~ HIDDEMN summary columns

L. ConsFldCdr TaCay

4

'&E&ﬂu‘a Cpticns

ﬁaaPml.nmlﬂrdurd:d:t — ‘_’-‘l bed Cobunns
MelworkiUser sice sek )
;/é Sever: | | IPicbe T1 Anayeer = + & ek B
Tine: Formad =
““"_r‘ o Hame |'|D\drmndl'n:d |-|Tg,rpn: o
?“W Fiber . 160l Samgies TOHER0IT 29GP File fok
E[m'ﬂewsmrcn || ATT-AnatyzarProfie Act A0BE2M 3 33 PR ACF Fik
[ Jtestnce AABIMI LB EM ACFFik
é‘ET':P':‘" eion Rtk | aRP A0ABAMI TIGPM File faki
I:ﬁ‘,jlperiam: Trauss Saving ¢ L ATH ADABATII ZIEPM File fod
fmﬁmm P L. ATTRroties TOABZOS 218 P Fike fokd _
). EER ADABAMI ZIAPM File fokd
T Dot Lk Groups . BinaFrame WAGEUII ZI80M  File fokd
I*;-;, Wiews Fanl Size ). BFies OAERMI ZISPM File fokd
7] pa Docixds Options | catkdnta AOAEDTT ZIA PN File fokd
[n-n Cokle | oS Bnslyzer AOAHERMI ZIE P File fakl
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TOAGRMT 218 PM Fike fakl

10 E.ITD‘I'B LG PM Fil= I‘:ljﬂ
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Figure 90: Saving Configuration File
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. In the Startup Options check ‘Load Options from File and Execute Tasks on Analyzer
Startup’ option and click on browse button to browse and select the saved *.acf file. Refer to the
figure below:

5| Startup Options =]
Save Losd Defauk

| »

F ngl:l:ﬂ surnmery colanns to display
E;; Menu checked options

‘/IJ.-L\ Frofacal slandard sslection

STD

— Load Ophans from File and Execute Tazks onénalyzer Startup-

f¢  |ChProgram Files [#B51GL Communications InciiProbe T1 Analpzetbest ACF J

g’;"ﬂi etvworkilser side selaction

r.'u'":* Time Format

S View Fiter

[ Enable periodic trace zaving [ Inchade Physical Lapes Slaims [ Capt Enor Detals

- — Stantup Tasks
Dﬂ Wigw Search
| (= TcP connection Options L Actiate Flin
Periodic Trace Saving Cptions
- e ot [ Buid call detail rscards
‘E:) Etariup Options
a:tﬂatn Lirk: Groups [T Connect to a remote database via TCPAIP
B _r.'r‘ﬂaw Forit Size
I-E 1Ml Decode Options [T Start izaltime racing

+  Define Summary Columns

':Ef:?@canwe Cptions [ Open POA

-
1| | *

Figure 91: Loading Configuration File
. Close and restart protocol analyzer to automatically start with the startup tasks.
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8.1.11 Data Link Groups (DLG)

=" Note:
Data Link Groups features are not applicable for HDLC, SaHDLC, GPRS Ga/Gn, ATM, UMTS, PPP, and TRAU Protocols

The data link groups help in defining the direction of the calls in a given network. It forms logical
groups comprised of unidirectional (either ‘Forward’ or ‘Backward’) data links. This option is essential to
configuring call detail records (CDR) where redundant signaling links can be used on different T1/E1
ports and time slots.

The direction is an essential part of the DLG specification because for many protocols like SS7, GSM
etc. the CDR fields that are used to separate calls must be swapped depending on the direction.

All unidirectional data links are grouped under a single name. The name given to DLG is just a case
sensitive string used to combine multiple data links in a single DLG.

To invoke a data link group option select Configure > Protocol and GUI from the main menu, and
click hvata ink roups to open the screen as shown in the figure below.

— Data Link Group Specification

Card Timeslot  Subch Add

o = 0 - 0 D ata Link Group Mame

02 01 k- IEast

03 0z 2

04 [l | |3

gg gg g ¥ Forward Link Direction Odd Cards
07 13 G

09 gg / Ewven Cards
10 09

11 10

12 Tl  iCards |
13 12

14 13 Hone

15 14

16 15

17 16

18 17

19 #| 118 &

Eardl TSl S5 | DirIDataLinkGrDupName

c Delete Sel
1 0 1] - West
2 1 1 - West
3 2 1] - West Delete Al
4 3 1 - West —
5 0 1] -»  East
5 1 1 < East Default
7 2 1] <  East
g 3 1 -» | East

1| | 2|

Figure 92: Data Link Groups

Data Link Group Specification:
One or more unidirectional links defined by card, timeslots and sub-channel selection.

Select cards, timeslots and sub-channels either directly by mouse or keyboard using extended window
list box selection that includes the “shift” and “ctrl” keyboard keys for multiple extended selection or
use “0dd Cards”, “Even Cards”, “All Cards”, "None” push buttons to select or deselect cards.
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Specify the same “Data Link Group Name” sting to combine multiple links in a DLG and also check
“Forward Link Direction” for forward direction and uncheck for backward direction. The same DLG
always has the same data link group name string.

After the specification has been made, click Add to add the selection to the list of DLGs that are
displayed in the lower part of the pane.

Data Link Group Display pane

Displays the current DLG selection

o Some or all of the unidirectional links can be deleted from the current selection.
. “Delete Sel” button deletes the selected links from the current selection.

. “Delete All” button deletes all links from the current selection.

e  “Default” button sets the default selection.

When the dialog is closed the current DLG selection is automatically activated.

The configuration in the above figure has two DLGs: “west” and “east”. The “west” logical link (DLG)
consists of four unidirectional links on cards (ports) 1, 3 in the forward direction and 2, 6 in the
backward direction. The “east” logical link consists of two unidirectional data links: a forward link on
card 5 and 8 and a backward link on card 6 and 7. The data link grouping is essentially a definition how
to combine unidirectional data links in bidirectional logical links (DLGs) distinguished by their DLG
Name.

8.1.12 View Font Size

This option allows the user to choose the relevant font size to view the Summary, Detail, Hex,
Statistics, and Call Detail Records views. Select the option buttons with various font sizes such as Extra
Large, Large, Normal, Small and Very small.

Il ¥iew Font Size [_ O]

Save Load Default

B Select summary calumns ko disple -
Meru checked options — Summary, Statistice, CDR Font Size— — Detail, Hex Wiew Font Size
"Q?lk Pratacal skandard seleckion " Extralarge {~ Extra large
%NetwurHUser side selection ~ Large " Large
{E} Time Format f* Mormal f* Mormal
7 tiew Fiter  Smal < Smal
Wiew Search
ﬂ:ﬁ = Ve zmall ey zmall
@D: TCP Conneckion Options
—
[ﬂ Petindic Trace Saving Options
t[:?Startup Options

F Wiew Font Size - -
F—st-
Jl [ N — »

Figure 93: View Font Size
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8.1.13 INI Decode Options

= Note:

. Currently decode customization options through INI files features are not applicable for HDLC, GPRS, UMTS,

GR303, V5.x, Frame Relay, and TRAU Protocols.
. For details on the INI decode customization options, refer to Appendix B

The .INI file configuration enables the user to customize the certain decode options and values in the

INI file (located in installation directory) to get proper decodes.

INI file is like any other ASCII file such as “*.txt’ file and hence can be edited easily in a Notepad®.

The same can be edited in the GUI as explained below:

: IMI Decode Opti
Click Seace LpHans from Configure > Protocol and GUI Options

Il INI Decode Options

Save Load Default

=lalx|

B Select summary columns ko display

e
Menu checked options

‘2?% Protocol skandard selection
%NetworkﬁUser side selection

@ Time Format
? Wigw Filker
ﬂﬂ Wigw Seatch

@D: TCP Connection Options
—

Periodic Trace Saving Opkions

FjStartup Options
@Data Link Groups

F

Fr Yiew Font Size

IMI Decode Options

Z Define Summary Columns

{‘%Cepture Options

Edit [NI | C:Pragram Files\GL Communications InchUSE E1 AnalyzersS 5 7Prat.ini

[HPDIL_A5SEMELY]

POU_ASSEMBLY DLL_NAME.O="ProtCaptS5 75 copiudtdssembly DLL"
POU_ASSEMBLY_ PAFRSE_LEN_ WAL FILTER_LIST.0="4LL LEN 32-4095"
[HPREVENTIVE_CYCLIC_FE TRAMSMISSION]
PREVENTIVE_CYCLIC_RETRANSMISSION=0 -1
[HM&P_VERSION]
MAP_VERSION_VALUE =39 :4
[HIMAP_VERSION]

IN&P TS5 _WERSION WALUE=1 2

[HCAMEL VERSION]

CAMEL WERSION_VALUE=3 £
[HETNFR_PROTOCOL]

VALLUE=1

[HPROTOCOL_DECODE_ITU]
SSMCAP_MIN=145

SENCAP Max=145

SEHMAP_MIN=S

SEHMAR_MAx=10

SEHINAF_MIN=12

SSHINAP M&=12
[HPROTOCOL_DECODE_ETSI]
SSHCAP_MIN=145

SENCAP Max=145

SEHMAP_MIN=S

SEHMAR_MAx=10

SEHINAF_MIN=12

SSNINAR M&x=12
[HPROTOCOL_DECODE_ANSI]
SSHISHT_MINZG : M&P

SEHISH Mak=6 | MAP
SSHCHAM_MIN=232 ; CNAM
SENCNAM_MAK=232 : CNAM
SSNTCAP_MIN=231 : TCAP
SSNTCAF_M&X=231 : TCAP
SSHCAP_MIN=145

SSNCAP_Mas=145
[H557_CALLTRACE_SELECTION]

557 CALLTRACE TYPE=0
[H557_HIGH_SPEED_LINK_SELECTION]
HIGH_SPEED_LINK_SELECT=0:1

Figure 94: INI Decode Option

. The # indicates the parameters that can be edited for proper decoding.
] If there are no parameters seen, then it means that no customization in decode options is allowed for this

protocol analyzer
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. Click Edit INI to open the editor as shown in the figure below:

i
File Edit Format Wiew Help

[#PDU_ASSEMELY] -
FOU_ASSEMELY_DLL_NAME.O="ProtCaptss7sccpxudtassembly. DLL"
PDU_ASSEMELY_PARSE_LEM_WAL_FILTER_LIST.O="ALL LEN 32-40956"

: 0 - Disabkle PCR, 1 - Enable PCE J

[#PREVENTIVE_CYCLIC_RETRANSMISSION]
FREVENTIVE_CYCLIC_RETRAMSMISSTION = 0 ;1

[#MAF_WERSTON]
MAP_WERSTION_WALUE = 99 ;4

[#INAP _VERSTON]
IMAP_CS_WERSION_WALUE = 1 ;2

[#CAMEL _WVERSTION]
CAMEL_WVERSTOM_WALUE = 3 ;6

[#BTMNR_PROTOCOL]

WALLE = 1
[#PROTOCOL_DECCDE_ITU]
SSNCAP_MIN = 146

SENCAP _MAX = 146
S5NMAP_MIN =5

SENMAPR _MAX = 10
SSMNINAF_MIN = 1.
SSMNINAF_M A = 12
[#PROTOCOL_DECODE_ETST]
SSNCAP_MIN = 146

SENCAP _MAX = 146
S5NMAP_MIN =5

SENMAPR _MAX = 10
SSMNINAF_MIN = 1.
SSMNINAF_M A = 12
[#PROTOCOL_DECODE_AMST]
SSMNIS41_MIN =6 ;o MAP
SSMNIS41_MAX =6 ;o MAP
SENCNAM_MTIN = 232 ; CHAM
SENCNAM_M A = 232 ; CHNAM
SSNTCAF_MIN = 231 ; TCAP
SSNTCAF _M A = 231 ; TCAP
SSMNCAP_MIN = 146

SSMNCAP _MAX = 146

; If 0 - ISUP

:alse - CMHAME
[#S57_CALLTRACE_SELECTION]
S57_CALLTRACE_TYFE = 0

[#SS7_HIGH_SPEED_LIMK_SELECTION]
HIGH_SPEED_LIMK_SELECT = 0O; 1 hd

Figure 95: .INI File

o Once the decoding options are edited in Notepad®, save and close the window. Click Ok on the
conformation window as shown in the figure below.

) Close and open the Protocol Analyzer to see the decode changes in the GUI.
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X

@ Changes will kake effect when protocal analyzer is reskarked.

Figure 96: Warning Message

The changes will take effect when the protocol analyzer application is restarted.
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8.1.14 Define Summary Columns

Define Surnmary Colurmns
User can define the required summary columns through Z [ =T e option.
1) Select Configure Menu > Protocol and GUI Options - Define Summary Columns.

2) Expand the protocol layer and select the required field to display as shown in the figure below.

Collapse

M é‘.’vsle-:t summary columns ko display
. Defined Protoool Surenary Fields For 557 ITU
?’:Hem checked options -
= LI 557 T LayersFields 3 Diefine |

é‘; Protoool standard selection =-[]8 mrz
. . MTRP3
Yy MetworklUser side selection ::: Eg e all Layers
¢ ¥ 1 Time: Format - O mapRes Expand |
7 view Fib OE0 12.0kbtfs{TCHF2.5)

i View Fiter O] 12.0/9.6k5kIs0TCH Fl.6) |

J:H'_‘.v.nw Search C1Z0 14.5kbitfs (TCHIF14.4)

D=1 14,5 kbitjs(TCHFL4.4)

{11 TCP Carnection Options O =1 29.088is (TCHIF23.3)

— H f ) —
(50 periodic Trace Saning Cptions O =1 29,0 kbit/s(TCH/F28.8) Wildcard Search (*,7)
puvi O =1 3z.okbitls (ToHJF32.0) I
" Startup Options O=1 32.0kbit/s(TCH/F32.0)
faral C1=] 435 kbitfs (TCHIR43.2)
_':.‘"Um Lk Groums C1=1 435 kbitfs(TCH{F43.2) Prev | Mesxk
I.r-'; View Fonk Size Z1 6.0 kit fs{TCHJF4.8)
=-:. I Decode Cptions 'mﬂ“‘“c“ Fl4.8)
__ Define Summary Cobamos | C1=T 471 algorithen supported Ind

[ =1 asi2 algorithen{Supported by MS)
O =1 #5/3 algorithen{Supported by M)
OS5 aen Yalue

O=d s

O =1 addr.present.restricted ind

| Address

| tlertingPattern

| lphabet

| Alkitude

hgymrmetry ind

=1 BeararServiceCoda

| Bt 0.6 85 defined below _1:,
i | »

Figure 97: Define Summary Column

'-:*”‘Cam.me Ciptions

Z

jredesd)

O
O
O
=
O
O
O

]

Expand

Click on Expand to make visible all layers of the selected protocol standard.
Collapse

Click on Collapse to close all the layers of the selected protocol stanadard.
Wildcard Search

User can search the required filters through wildcard search. For example A*t can search the filters
which starts from 'A' and ends with 't' like Act or Alphabet. Click on Prev or Next to search the filter
backward or forward.

3) Click on “Define” and a popup message will appear, refer to the figure below. Click on “OK”.
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Ml Define Summary Columns o =]

Save Load Default

B Select summary columns to display
— Defined Probocal Summary Figlds For 557 ITU
Menu checked options

J =0 E MAR R33 =] Define I
g,'!; Protocol standard selection | | 1 EET 12.0 khitjs{TCH{F9.6)

1% NetworkiUser side selection | | EE 12.0/9.6kbit/s(TCH Fra.6) [ ol Layers
é ctworklliser side selection ||| 1 CIE 14.5 khitjs (TCHIFL4.4)

Expand |
GZE} Time Format | | e Em 14.5 khit/s(TCHIF14.4)
----- 29,0 kbitfs {TCHIF28.8 Coll. |
? Wignw Filker DE@ s (TCH ) et

..... O = 29.0 kbitjs{TCHiF2E.8)

ﬂﬂ ViewSearch || - O 32.0 kbitjs (TCHIF32.0) ;
Widcard Search (*,7) —
----- CE z2.0 kbitys(TCHF32.0) idcard Search (*,7)

----- CER 43.5 khitjs (TCHF43.2) I
Periodic Trace Saving Options | | ¢ 7 DE@ 43.5 kbitfs(TCHIF43.2)
e CIEH &.0 kbitis(TCHF4.8) Prey | Mexk |

l[:?Startup Opkio
Informational x|
@Date Lirk Grot

f} view Font Size Mewly added summary figlds are hidden, Use "Select Surmmary Columns” configuration view to make them visible,
F

IMNI Decode O

Z Define Surmms

@Capture Options | |

@D: TiZP Connection Cptions
i

== i F
05 address
Figure 98: Popup Message
4) Selected field is now visible in the “Select Summary Columns to Display”.
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5) Select the field from the Hidden Summary Column and click on “Display Selected Columns”.

ey checked options
é?lk Pratocol standard selection

%NetworHUser side selection

@ Tirne Farmat
? Wigw Filter
ﬂﬂ Wi Search

@D: TCP Connection Opkions
—

;@I! Periodic Trace Saving Options

P:;Startup Options
@Data Link Groups

F}-‘F View Fonk Size

IMI Decode Options

Z Define Summary Columns

{%Cepture Options

Select summary columns to display

—DISPLAYED summary columns

Ctrl-Up, Ctrl-Dowin to rearange columng, DEL to remove,
Chrl-Z ta undo delete, Chl-d - display all calumns

Drag withir list box to rearange, drag out of the list box

to delete

Dev
TSlat
SubCh
Frame$
Time
Len
Ermor
DLCI
OE
BECH
FECM
CTL

Sequence Mumber

—HIDDEM summary colum

<--- Digplay Selected Columns |

Sel Only All Calumnz Unda Delete Festare

Figure 99: Adding the Summary Field to Display Summary Column
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6) Selected field is now visible in the Analyzer. Refer to the figure below:

|_3"1: 557 Protocol Analysis S57 ITU - EIEI
File Yiew Caphure Statistics [Datsbase Cal Detal Records Configure Hedp
L ] 51 e e e e el ST
Dew SLE BPC OFC | SCCPM Ty | MAPRSS P
2 16 406  O0:00:... 1M 0 1 54 1 8 415 410.. UDT unidata Begin
2 16 407  DOCD:.... 24 1 1 ED 1 0 475, 410 UDT unidata IConbinue:
2 1& 408 0000 BE 1 1 El 1 12 4683 410
2 16 409 000D, 133 1 1 EZ 1 4 415, 410 UDT unidala Begin
2 16 40 000... 193 & 1 E3 1 0 415, 410, UDT uridats Begin =
2 16 411 0000, 103 & 1 B4 1 10 415, 410.. UDT unidats Begin
2 16 12 000.... 28 8 1 E5 1 0 415 410 UDT unidata Continue -
1| | »
Card? T'I.'I.‘li‘ﬁj_l'_.f‘]é Frame=405 at 00:00:54, 413250 OF ILen=£1 -
HOLC Frame Data + FCS
==sszsssas=z WTP? Layey =ss=sass=sss 2
BSH = _00Qoooo (o)
BIB = 1..... (1)
FSH - 0111010 (58}
FIE = 1.... (1)
LI o 111111 MSU Foraat
s=ssssssasss HTP3 Layey ==ssssss=sss 2
Service Indicator = __..0011 SCCP =
Do s s #vr A - nn Dhams mns Bar A~ 1
| | JiT |
Hex Dump of the Fram= Data -
:Iil] Bi 3F 83 IEi A4 CE E8 I.ZI‘J 81 03 OE i? 0B 12 06 i“?lé‘Eéll
00 12 04 19 89 54 23 72 21 0B 12 08 00 12 04 19 IT#r !
9% 04 10 01 30 2% &2 27 48 04 0B D9 0C 00 &C 1F 1 U]'b H O 1 -
J.1| it M 01 BT NF Nt M oA 1€ @n N7 91 19 @4 Cd i —n § ° aT | ,
1
Off-line Yiewing {C:\Program Filesyl Communications I | 503 Frames T =

Figure 100: Added summary field

=/ Note:

To remove the selected summary field, do the following:

1. Select Configure Menu > Protocol and GUI Options > Define Summary Columns.
2. Select the added summary field to be removed.

3. Click on ‘Define’.

8.2 Capture Options

e

Note:
This feature is applicable to real-time analyzer only.

This provides various options such as trace file options, card and timeslot selections, real-time filter
options, etc. For detail information on this, refer to Capture Menu Features.
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Section 9.0 Status Indicators

The analyzer has status indicators at the bottom of the window as shown in figure below:

Status / Filtered and/or
Progress Info Trace File Name total frames Error Count
Runining. Utilization 1.85% C:\Temp HOL Captured 438 814 frames Errors: 239071 CRC, 159382 Frame, 0 Res

Errors: 232879 CRC, 155254 Frame, 0 Reasm, 0 Dropped, 0 Missing, 0 Duplicate
[

!

Extended Error Count

Figure 101: Analyzer Status Indicators
9.1 Status and Progress Indicator

This is the first (leftmost) indicator that displays the following information:

o Bandwidth utilization (payload bytes (not counting flags) / total bytes (Frame bytes plus flags)
during real-time capturing.

o Real-time or off-line mode.
o Real-time capturing status (Running or stopped).

o Notification when a long process is in progress, for example, trace is exported, statistics are
recalculated etc. when the user interface is temporary disabled and the hourglass is being
displayed.

. Notification that filtering is active.

=" Note:
Status and progress information is obtained for Real-time Analyzer Only.

9.2 Trace File Name

The second indicator displays the trace file name.

9.3 Filtered and Total Frame Count

The third indicator displays filtered and total frame count when the filtering is active and just the total
frame count when filter is deactivated.

9.4 Error Counters

The fourth indicator is blank when no errors are encountered. Separated counts are displayed for cyclic
redundancy check and framing errors. When there is more number of error counters click View >
View Capture Error Details to extend the error counters in the status bar to display all types of
errors such as CRC, Frame Error, Reassembly, Dropped, Missing, and Duplicate error counts.
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Application II - Remote / Offline Analyzer

Section 1.0 Installation

GL's offline/remote protocol analyzers are available as optional software. Functionally, they are similar
to real-time protocol analyzers that are integrated with T1E1 Analyzers.

With Remote Protocol Analyzer applications, users can perform real-time as well as offline protocol
analysis from any remote-site.

For installing offline and remote protocol analyzers, first install T1 E1 hardware, server software, and
HDLC capture software. At the remote site, install the GUI based Offline/Remote protocol analyzer
application. For details on installing T1E1 Analyzer, refer to T1E1 Installation User Manual for the
required Windows® operating system.

1.1 Installation Procedure

The installation procedure for offline/remote protocol analyzer is as follows.
o Dongle Installation
o Software Installation

1.2 Dongle License Installation

Dongle is a hardware lock, which is installed before installing analyzer software. Each dongle has a
number uniquely associated with it. To install the dongle hardware and corresponding license, follow
the steps below:

o Double-click the setup.exe file in the dongle license installer directory to initiate the install-shield
wizard. Dongle installs the application license

o Click Finish in the installation wizard to complete the license installation as shown in the figure
below:

InstallShield Wizard

Inztall5 hield Wizard Complete

Setup has finizhed instaling Gl Applications License Installer on
YOUr cormpuker.

Earzel |

< Back

Figure 102: Dongle License Installation
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1.3 Software Installation (Windows® XP)
o Double-click the executable in the GL's Remote protocol analyzer installation CD to open the
installation shield wizard as shown in the figure below:

InstallShield Wizard x|

Welcome to the InstallShield Wizard for Remaote
557 Analyzer

The IngtallShield® YWizard will install Remote S27 Analyzer
on your computer. To continue, click Mest

< Back

Cancel |
Figure 103: Welcome Screen

Click Next in the above wizard, and click ‘Yes’ to accept the license agreement as shown in the
figure below:

Installshield Wizard x|

License Agreement

Pleaze read the following license agreement carefully,

Prezs the PAGE DOWHM key to see the rest of the agreement.

Wwarhing: Thig zoftware iz protected by copyright and international treaties. ;I
IInautharized reproduction or redistribution of this program, or any portion of it,

may rezult in zevere civil and crminal penalties, and will prosecuted to the

marimum extent pozzible under the law.

Execution of thiz prograrm will enable any and all optional application saftwane you
have purchazed with a particular card. Alzo any additional cards that may be in the
gyztemn will automatically be enabled for the optional software.

I
Do pou accept all the terms of the preceding Licenze Agreement? |F pou chooze Mo, the
getup will cloze. Toingtall Remaote S27 Analvzer, you must accept thiz agreement.

[ ztallEhield

< Back ez Mo

Figure 104: License Agreement
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o Select the destination folder to install. The default destination folder is set to \Program Files\GL
Communications Inc.\Protocol Analyzer.

Installshield Wizard

Choose Destination Location

Select folder where Setup will inztall files.

Setup will inztall Bemate S&7 Analyzer in the following folder.

T inztall to this folder, click Nest. Ta install ko a different falder, click Browse and select
another folder.

C:h. ARemote 527 Analyzer Browse... |

[Fetalls hield

|' Destination Folder

¢ Back Cancel

Figure 105: Choose Destination Folder

o In the Select Program Folder dialog, click Next to add the program icons to the default folder.
(This sub-menu will be added to the Start menu). To change the name of the folder, type the new
name, and then click Next.

Installshield Wizard

Select Program Folder

Please zelect a program folder.

Setup will add program icong to the Program Folder listed below. You may type a new folder
hame, or zelect ane fram the existing folders list. Click Mest to continue.

Program Folders:

Hemote

E izting Faolders:

Administrative Toolz
Adobe Acrobat 4.0

Cool Edit Pro 2.0
FastHelp

Free Download b anager
GL Communications

GL Communications [nic

GLInzight hd

| mztallEhield

< Back | Hewt > I Cancel |

Figure 106: Select Program Folder
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o Status of Installation process is displayed as shown in the figure below:

InstallShield Wizard

Setup Statusz

Remaote S57 Analeer Setup is pedoming the requested opesations.

Instaling:
LA ARemote Ss7 AnalyzedSSPltulnt_FISU_LISUHDL

12%

Figure 107: Setup Status
. Click Finish to complete the installation of the software.

InstallShield Wizard

InztaliShield Wizard Complete

Setup has fnished instaling FRemaote 557 Analyzer on pour
compuler

Figure 108: Protocol Analyzer Installation Completed

If the user invokes offline/remote analyzer software without installing dongle license, the following message
is displayed.

x

Security check Failed, Application is not licensed.
Please check whether the dongle has been attached properly (please read instructions),
If problem persists, contact vendor

Warning:

Figure 109: License Error Message
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Section 2.0 Getting Started with Remote Protocol Analyzer

2.1 Invoking Remote Protocol Analyzer

For HDLC based protocols, HDLC frames can be transported via TCP / IP and captured remotely with a
GUI Protocol Analyzer Client. At the client location the full capability of a real-time Protocol Analyzer is
available for storing, analyzing, filtering, displaying, and processing the protocol information.

E==3

==
Double click the Remote Protocol Analyzer icon g located on the desktop to invoke the application as
shown in the figure below. The remote protocol analyzer is located in the directory \Program
Files\GL Communications\.

Kemote Prolocol Analysis

Single User License

GL Comununications Inc.

Copyright © 1999

This program is protected by 115, and inte mational copyright laws
as described in the About Box.

Remate Analysiz Off-litve Ol

Figure 110: Invoking the Remote Protocol Analysis Application
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2.1.1 Remote Analysis

Click on Remote Analysis button to invoke WCS Server Connect dialog. Remote Analyzer requires
users to connect to a remote system that consists of GL's T1/E1 cards running in server mode.

WCS Server Conneck |

—'CS Server
P Address I[P Part
192.168.1.58 17080 Add

— Connected Servers

127.0.0.1:17080 Delet
192.168.1.58:17030 il

k. I Cancel

Figure 111: WCS Server Connect

Click Remote Analysis to open the WCS Server Connect screen as shown in the figure below. User
can connect to the server by entering the IP Address and the IP Port in the respective fields.

Note: To connect to T1 cards, select the ports number as 17080, and to connect to E1 cards, select the
ports number as 17090.

Add: Click Add to add an IP address to the Connected Servers list. You can add multiple Server IP
Addresses to connect simultaneously to all TLE1 cards.

In order to connect a remote analyzer to the server, select the IP address from the Connected Servers
pane and click OK.

Delete: To delete an already added IP address, select the IP address to be deleted from the Connected
Servers pane and click Delete.

IP Address: Enter an IP address of server in this field, which is used to perform the real time analysis.

IP Port: Enter the IP Port of the server depending on the T1/E1 card used. If connecting to a server,
which has T1 card in it, then the IP Port will be 17080. If connecting to a server, which has E1 card in
it, then the IP Port will be 17090.

Connected Servers: In this pane, all the IP addresses and the IP port numbers are added and listed.
User can select the IP address of the server and click Ok to connect to the server. Click Cancel to
cancel the connection from the server.
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2.2 Stream /Interface Selection

The Stream /Interface Selection dialog allows a user to specify ports for monitoring, and
user/network side capture. To open the Stream /Interface Selection, follow the steps below:

. Select the Capture > Stream/Interface Selection or

. Click Stream/Interface 'E from the toolbar

The figure below shows the timeslots selection of a remote analyzer that is connected to two T1E1
Analyzers, each having a dual card. In such cases the remote analyzer displays all four cards under the
Port and Time Slot Selection pane. This allows simultaneous connection to multiple T1/E1 using single
remote client GUI and enables monitoring two or more cards instantaneously.

i Protocol Capture Configuration

Save Load Default

=10l

Capture File Options

nﬁh Card & Stream Selection

%? Capture Filker

1

— Port and Time Slot Selection
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Figure 112: Specifying timeslot Selection for a Remote Analyzer

— Data Tranzmizzion Rate
— Single Channel

" B4 kbps
{~ 5B kbps

— Hyper-Channel
i+ MuxB4 kbps

Port and Timeslots Selection
The time-slot selection dialog allows user to specify devices and corresponding time slots on which the

data is being captured.

For T1, all (0-23) or required timeslots may be selected.

8
16
24
3z
40
i 48
" BE

— Subchannels 8-56 kbpsz

= D50 bits

D:l'H-JCI'JU'I-P-'-I'_AJN—ll

Al

[ame

All az Paortl

All az Ports1 2 |
|P Addr # Cards |

While for E1 systems, excluding timeslots 0 and 16 (for CAS signaling only), all or the required
timeslots may be selected.
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Data Transmission Rate

Selection of the data transmission rate in various modes like single channel, sub channels, or hyper-
channels is possible.

Single Channel

If all eight bits in a byte are used for data transmission, then this is referred to as 64 kbps format. If
only seven bits out of eight are used for data transmission, then this is referred to as 56 kbps format.

Hyper Channel

Multiple channels may be defined per card.

Nx64 Kbps: This indicates selection of multiple timeslots (contiguous or non-contiguous) each of 64
Kbps

Nx56 Kbps (Bits 1-7): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (1-7)

Nx56 Kbps (Bits 2-8): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (2-8)

Sub channel

In addition, the data may be transmitted on any of the user-defined bits (contiguous only), in which
case, the user must select one of the options and its corresponding DSO bits under Subchannels 8-56
kbps pane. The actual sub channels comprising a lower bandwidth pipe are selected using the
subchannel selection list box.

Depending on data transmission rate, the number of subchannels can be selected according to the
table below. Each pipe 8 - 56 kbps can be comprised only from the contiguous subchannels. For
example for 32 kbps pipe the following sub channel selections are valid 1-4,2-5, 3-6, 4-7. On the other
hand, selecting subchannels 1, 2, 4 and 5 for 32 kbps is invalid: the total bandwidth is 32 kbps for
these four selected subchannels, however they are not contiguous.

Subchannel Subchannels Example Example
Rate per Time Slot Explanation
8 112131415161718 — Subchannels 8-56 kbps Three Independent
D50 bits pipes are specified:
8 1-2, 4 and 6. Each is
16 Al 8 kbps
|
o . Maone |
40
s ||
(ol
16 112'3’4 — Subchannels 8-56 kbps Two pipes
- D50 bits 16 kbps each are
specified. These two
i 125 il pipes are 1-2 & 3-4
2 - MHome |
Coan | |6
ca |
el
24 112 — Subchannels 8-56 kbps Two pipes 24 kbpS
— D50 bits each are specified.
8 First pipe 1-3
; 125 ﬂl subchannels, second
. é - | 6-8 subchannels
40
48
5B
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32 1’2 = Subchannels 8-56 kbps Two 32kbp$ pipes
— D50 bits take entire DSO0. First
8 ul one 1-4 subchannels,
18 second 5-8
; 2‘2‘ Nore | subchannels
40
48
56
40 1 = Subchannels 858 kbps One pipe 40 kbpS
- D50 bits takes subchannels 1-
g
16 Al | 5.
o2
w2 MNone |
=40 | [6
||
" &
48 1 Similar to 40 kbps but 6
consecutive subchannels must be
selected
56 1 Similar to 40 kbps but 7
consecutive subchannels must be
selected

IP Addr / Cards: Click IP Addr / Cards to see the IP addresses of the servers connected and the
corresponding card numbers as shown in the figure below.

nfo_____ N x|

IpAddr:IpPork{min-max D51}

192.165,1.64:17090(1-2)

Figure 113: Info of IP Addr/Cards

Example Operation:

To Playback an *.HDL file on the server & capture it on the remote analyzer, follow the steps as shown
below:

7) Invoke the T1/E1 analyzer application on the remote server, and start the server.
8) Invoke the Remote analyzer application and click on Remote Analysis.

9) Enter the IP Address and the IP Port of the server and click Add.

10)Select the added IP address from the Connected Server pane and click OK.

11)At the Server side, invoke the HDLC Playback application and playback an *.HDL file on card #1,
timeslot 1, 2.

12)0n the remote analyzer open the stream interface selection and select the opposite card that is card
#2 and timeslots 1, 2.

13)Start the real-time analysis on the remote analyzer to capture the frames.

Note: Select All timeslots if the channel selection is not known.
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2.3 Setting Capture Filter

Select Capture > Capture Filter option to directly exclude LSSU (Link Status Signal Unit), FISU (Fill-
in Signal Unit) frames or any other user-defined frames. LSSU frames (of length 5) communicate
information about the signaling link between the nodes on either end of the link. FISU frames (of
length 7) support the monitoring of link traffic because they undergo error checking

For example, to exclude frames of length 5, enter and click OK as shown in the following figure.
Frames of length 5 will be excluded during real-time capture.

If frames are of length other than 5 and 7, users need to enter the command as in the following
examples:

If all the frames between 16 and 20 are to be captured enter ALL LEN 16-20.

-ioix

Save Load [Default

- oo R
Capture File Options ~Filter Defintion BrcldeFisy |

nﬂ] Card & Stream Selection ;I

? Capture Filker Exclude LSSL |
(Gui & Pratocol Options Evcl FisU+L550 |
Clear ALL |

ALL [AMY | #ALLl |aNY | MONE LenghOrDffseth askh aluelist

ALL=include AND, AMY=incl OR, #aLL=axcl AMD, 2aNY | MONE=excl OR
LenghOrOffzettd asky aluelist = LEM orltemList | ObY offzet mazk arltemlist

Examplez
HoMTLEN BT - exclude all frames with length 5 and 7
ALL LEM 15-17 20+ ObY 12 MSB1 5 7 264

- length equal 15,77 or egual or grater than 20
and byte value at offzet 12 iz egual to 5 or 7 or 100 [hex B4)

-
1 | E

Figure 114: Capture Filter using Remote Analyzer

Note: Capture Filter settings should be done before real time capturing is started.

2.4 Start Real-time Analysis

Refer to section Start Real-time for complete details.
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Section 3.0 Getting Started with Offline Protocol Analyzer

Click Offline Analysis to open the interface in offline analysis mode. This mode allows you to analyze
the pre-captured *.hdl files. To open the trace for Offline Analysis, follow the steps given below:

. Click File > Off-line as shown in the figure below Or

. Click Off line from a File |§ from the tool bar

open 20 x|
Look ir: I 1 AMSI j . £ Ed-

Ansigzhati1.hdl
Map,HOL
MetTestlsups, HOL
ScephetTestls41,HOL
s7_Lsup_ ARSI Test,hdl

File narne: |Ss?_|sup_£‘-.N S1_Testhd Open I
Filez of twpe: IHDLE Files [*.%] j Cancel |

[ Open az iead-only

4

Figure 115: Open a Trace from a File for Off-line Analysis
The GUI appears as shown below:

BAes557 Protocol Analysis 557 ITU ) =]

File Wiew Capture Statistics Database Call Detal Records  Configure  Help

wl| B 2le| At =e B g =] P GoTo |
Dev | TS... .

| su. Framstt TIME [Relative] Len | Emar[BSM  [BIE  [FsM [ FIE [Sta. [sic [
2 1 1] (0:00: 00.000000 13 1 0 2 0 0 ||
L2 1 1 00:00:00.014125 13 1 1] 2 1] 1]
2 1 2 00:00:00.028250 13 1 1] 2 1] 1]
2 1 3 00:00: 00. 042375 19 1 1] 2 1] 1]
/A M ST Y I M ) T A |
L2 1 5 00:00:00.072125 19 1 1] 2 1] 1]
2 1 5 00:00:00.087000 17 1 1] 2 1] 1]
i) 1 7 an-nr-nn An1R2R e 1 n 2 n n x
1 | 3
Card? TimeSlot=1 Frame=4 at 00:00:00. 057250 OK Len=19 -
HDLC Frame Data + FCS
============ WTP? Layer ============ =

BSH = _Qoooool (13

EIE =0....... (o)

FENH = .Qooooin (23

FIE =0....... (o)

LI = .. 000011 HSU Format

============ WTP3 Layer ============ =

Service Indicator = ....0101 ISDH User Part

Primrditr Cads = nn Primritr Tad= N x
« | Ll_l
Hex Dump of the Frame Data
01 02 03 05 14 80 02 00 0O O& 18 02 02 OO0 02 11 1
FF 28 BG wip
<] | |
OFf-line Yiewing |[C:hProgram FilesiaL Communicaticr [43 Frames | [ .z

Figure 116 : Offline Analysis
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Appendix A - Glossary

Device Number (one relative) -It displays the device number on which the data is being
captured.

Time Slots- This field displays range of selected timeslots.
Sub Channels - This field displays subchannel number if any selected.

Frame Number (zero relative) - This represents the unique number assigned to each frame in
the order in which it was captured. Frame numbers can be any non-negative numbers and is
limited only by the number of frames captured to the trace file.

Time - This field displays the time as configured by the user in View > Time Format. For more
information refer to Time Displays.

Frame Length (Including 16 bit FCS) - This field displays the length of each captured frame.
OK Frames Only - Filters all frames that are error free.

Frame Error Status- This field displays various error messages during capturing /decoding such
as Frame error, Decode error, FCS error, and so on.

SS7 ITU/ ETSI/CHINA/UK Standard:

BSN/FSN (Backward/Forward Sequence Number) - This field displays BSN and FSN, (each
of length 7-bit), which are used to acknowledge the message signal units from the remote end of
the signaling link.

BIB/FIB (Backward/Forward Indicator Bit) - This field displays BIB and FIB, (each of length
8-bit) which are used in the basic error control and acknowledgement functions.

Status Field- Status field in LSSU frames is an 8/16-bit field that indicates initiation of link
alignment, quality of received traffic, and status of processors at either end of the link.

SLC (Signaling Link Code) - SLC Link code is a 4-bit code that identifies the link set carrying
SS7 signaling information. The range of SLC is 0-15. For example, enter SLC value 23, as shown
in the figure below to filter the frames that have the value as 23.

DPC (Destination Point Code) - This field displays the DPC value that represents a numeric
address used to uniquely identify the receiving signalling point.

OPC (Originating Point Code) - This field displays the OPC value that represents a numeric
address used to uniquely identify the sending signaling point. This column shows the originating
point code value.

SCCP Message Type (Signaling Connection Control Part) - This field displays the SCCP that
uses subsystem numbers (SSN) and various message types to allow messages to be
addressed to specific applications (called subsystems) at each signaling points.

SSN - This field displays the SSN that is used to identify the specific applications (called
subsystems) at each signaling points.

MAP (Mobile Application Part) Package and Component Type - MAP is a protocol that
enables real-time communication between nodes in a mobile cellular network. It encapsulates
package and components types of Transaction Capabilities Application Part (TCAP) messages over
a common channel network.

MAP Operation and MAP Error (Mobile Application Part (Error and operation) - This field
displays the processes that are required to invoke a MAP operation at remote node and the
corresponding errors that are returned by MAP error.

INAP (Intelligent Network Application Part) Package and Component Type - INAP is a
protocol that enables real-time communication between intelligent network elements. It uses basic
TCAP services and is based on various TCAP package like Begin, Unidirectional, continue and so
on. It also includes various TCAP components such as Invoke the operation, Return the results of
an operation i.e. success /failure etc.

INAP Operation Code and Error Code - This field displays a list of INAP operations at remote
node and the corresponding errors that are returned.

CAP (CAMEL Application Part) Package and Component - CAP is a protocol that supports the
information flows between CAMEL (Customized Application for Mobile network Enhanced Logic)
functional elements. It uses basic TCAP Services and is based on various TCAP package like begin,
unidirectional, continue and so on. It also includes various TCAP components such as Invoke the
operation, Return the results of an operation i.e. success /failure etc.
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CAP Error - This field displays a failure code for the invoked CAP operation.

CIC (Circuit Identity Code) (ISUP/BTUP)- This is an 8bit field within the (Service Information
Field) of the ISUP (ISDN User Part) message, which identifies the links that carry user traffic.

ISUP (ISDN User Part of SS7) Message Type - This field displays the ISUP message that
indicates the establishment/release of SS7 call and maintenance of the call.

Called No - This displays the destination humber.
Calling No - This displays the caller related messages.
Transf/ConnRedirr# - This field represents either called party or call forwarded number.

Reg Test Message - This field displays the test messages sent across the link to test the integrity
of the link.

Net Mgmt Message - This field displays the network starting that is used to manage from
maintaining active link/ standby link, decide when the link should be down/up etc.

BICC Msg Type: This field displays the BICC (Bearer Independent Call Control) message type
code that uniquely defines the function and format of each ISDN User Part message. The message
types include Address complete, Answer, Call Progress, Connect, Continuity and so on.

Msg Type: The B-ISDN User Part (B-ISUP) is applicable to international B-ISDN networks. This
field displays the message type such as Address Complete, Blocking, Answer, and so on.

Interconnect User Part (IUP /BTUP) Layer - This layer includes call signaling messages
required to establish, maintain & release of SS7 call between SS7 nodes. It is equivalent to ISUP
in SS7 UK standard

Reg Testing Messages - These Messages are used for checking the integrity of the link. A given
pattern of octets is sent in SLTM message and if the same pattern is received in the SLTM Ack, the
link functions properly.

NMPC - "Destination Point Code" in Network Management Message.

SS7 ANSI Standard:

Component Type - This field displays the component types in BER notation (TCAP ANSI) such as
Invoke, ReturnResult, ReturnError, Reject, invokeNotLast, and ReturnResult.

SLS (Signaling Link Selection) - This field displays the 8-bit SLS value that is normally used for
load sharing across signaling links.

TCAP Package Type - Transactional Capabilities application part (TCAP) supports the exchange
of non-circuit related data between the applications across the SS7 network, using the SCCP
connectionless service as a transport. Queries and Responses sent between SSP’s and SCP’s are
carried in TCAP messages. In mobile networks (IS-41 and GSM), TCAP carries mobile application
part (MAP) messages sent between mobile switches and databases to support user authentication,
equipment identification and roaming.

CNAM Package Type - Calling Name Delivery allows the name of the calling party to be
delivered to the called party. CNAM is an optional feature allowing the CPE connected to a
switching system to receive calling party's name.
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Appendix B - Configuring SS7Prot.ini file

Il INI Decode Dptions

Save Load Default

=0l x|

BSelect summary colurmns to display
e o]

Menu checked options

J)AI\ Protocol skandard selection

sTD

%Network‘mser side selection

{:":} Time Format

? Wiew Filker

ﬁﬂ View Search

@D: TCP Connection Options
—
@Periodic Trace Saving Cptions

Startup Options

@Data Link Groups

F}:‘r\ﬁew Font Size

INI Decode Options

Z Define Summary Columns

((%Capture Options

EditINI | C:\Program Files\Gl Communications InchtProbe T1 AnalyzeryS S 7Prot.ini

[HPDL_ASSEMELY]
PDL_ASSEMELY_DLL_MAME.0="FratCaptS5 75 copuditssembly DLL"
PDL_ASSEMELY PARSE_LEN_valL_FILTER_LIST.0="ALL LEN 32-4095"

[#PREVENTIVE_CYCLIC_RETRANSMISSION]

]

PREVENTIVE CYCLIC RETRANSMISSION=0 1 e T ~=1ol =]
[#kAP_YERSION] Eile Edit Format Aiew Help

MAP VERSION_VALLIE=39 4 [#PDU_ASSEMBLY] =
[BINAP_VERSION] PDU_ASSEMBLY_DLL_NAME.0="ProtCaptS57SccpXudtissembly.DLL
INAP T5_VERSION_VALUE=T 2 "

[HCAMEL_WERSION]

CaMEL_YERSIOM_WaLUE=3 &

[#ETNR_PROTOCOL]
VALLE=T
[#PROTOCOL_DECODE_ITU]
SSNCAP_MIN=146

SSNCAP Max=145
SSHMAF_MIN=5
SSHMAR_Max=10

SSMINAF MIN=12
SENINAF_MAK=12
[#PROTOCOL_DECODE_ETS]
SSNCAP_MIN=146

SSHCAR MAX=145
SENMAR_MIN=G
SSHMAR_Max=10

SSHINAF MIN=12

SEHINAR Max=12
[#PROTOCOL_DECODE_ANSI]
SSNIS4T_MINSE ;15-764
SSNIST_MaK=E :15-764
SSHCNAM_MIN=232 ; CHAM
SSNCNAM_Max=232 : CNAM
SSNTCAP_MIN=231 : TCAP
SONTCAP_MAX=231 : TCAP
SSHCAP_MIN=146

SSHCAR MAX=145

PDU_ASSEMBLY_PARSE_LEN_YAL_ FILTER_LIST.0="ALL LEN

32-40956"

; 0 - Disable PCR, 1 - Enable PCR
[#PREYENTIYE_CYCLIC_RETRANSMISSION]
PREYENTIYE_CYCLIC_RETRANSMISSION = 0 ;1

[#MAP_YERSION]
MAP_YERSION_YALUE = 99 ;4

[#INAP_YERSION]
INAP_CS_VERSION_VALUE = 1 ;2

[#CAMEL_YERSION]
CAMEL_VYERSION_YALUE = 3 ;6

[#BTNR_PROTOCOL]

YALUE = 1

[#PROTOCOL_DECODE_ITU]

SSNCAP_MIN
SSNCAP_MAX
SSNMAP_MIN
SSNMAP_MAX
SSNIMNAP_MIN
SSNINAP_MAX

[#PROTOCOL_DECODE_ETSI]

SSNCAP_MIN
SSNCAP_MAX
SSNMAP_MIN
SSNMAP_MAX
SSNINAP_MIN
SSNINAP_MAX

[#PROTOCOL_DECODE_ANSI]

SSNIS41_MIN
SSNIS41_MAX
SSNCNAM_MIN
SSNCNAM_MAZX
SSNTCAP_MIN
SSNTCAP_MAX
SSNCAP_MIN
SSNCAP_MAX

=146

=146

=6;15-764
=6;15-764
=232 ; CNAM
=232 ; CNAM
=231 ; TCAP
=231 ; TCAP
=146

=146 ﬂ

Figure 117: INI Decode Option for SS7 Analyzer

. INI file configuration enables user-defined SSN values to be set for INAP, I1S41, and CAP decoding
in the SS7Prot.ini file (located in Program Files\GL Communication Inc).

o In SS7 protocol analyzer, INAP, MAP, and CAP are branched from SCCP layer and depend on the
SSN value present in the called party number. Usually, these are decoded based on SSN value.
Hence GL's SS7 analyzer provides the .INI file option enabling the user to enter any SSN value for
INAP, CAP, and MAP decoding.

o [#PROTOCOL_DECODE_ITU] - This parameter allows users to set INAP, CAP and MAP values
for ITU decoding standards.

SSNINAP_MAX , SSNINAP_MIN = 12 - This parameter gives maximum and minimum SSN value for

INAP

SSNCAP_MAX, SSNCAP_MIN = 146 - This parameter gives maximum and minimum SSN value for CAP
SSNMAP_MAX, SSNMAP_MIN = 147 - This parameter gives maximum and minimum SSN value for

GSM MAP
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o [#PROTOCOL_DECODE_ETSI] - This gives SSN value to set INAP , CAP and MAP value for
ETSI decoding standard.

SSNINAP_MAX , SSNINAP_MIN = 12 - This parameter gives maximum and minimum SSN value for
INAP

SSNCAP_MAX, SSNCAP_MIN = 146 - This parameter gives maximum and minimum SSN value for
CAMEL

SSNMAP_MAX, SSNMAP_MIN = 147 - This parameter gives maximum and minimum SSN value for
GSM MAP

SSNINAP_MIN = 12 - This parameter gives minimum value SSN for INAP.

o [#PROTOCOL_DECODE_ANSI] - This header allows users to set the maximum and minimum
values for TCAP and 1S41.

SSNIS41_MAX, SSN IS41_MIN 6 ; This gives maximum and minimum value of SSN for ANSI MAP.

SSNCNAM_MAX, SSNCNAM_MIN = 232 ; CNAM- This gives maximum and minimum value of SSN for
CNAM.

SSNTCAP_MAX, SSNTCAP_MIN
TCAP.

SSNCAP_MAX, SSNCAP_MIN = 146- CAMEL - This gives maximum and minimum value of SSN for
CAP.

231 ; TCAP- This gives maximum and minimum value of SSN for

Other values can also be customized as follows:
o [#PDU_ASSEMBLY] - This identifier gives the related information for PDU assembly.
PDU_ASSEMBLY_DLL_NAME
PDU_ASSEMBLY_PARSE_LEN_VAL_FILTER_LIST.0

o [#PREVENTIVE_CYCLIC_RETRANSMISSION] - If it is set to ‘one’ Retransmitted messages are
excluded from CDR

PREVENTIVE_CYCLIC_RETRANSMISSION = 0;1

o [#MAP_VERSION] - This identifier gives the Map Version value.

MAP_VERSION_VALUE - This parameter is used to select MAP R99 or MAP R4 CS1 layer for decoding. If
it is set to 99, then MAP R99 layer will be decoded, and MAP R4 layer will be decoded if the value is set
to 4.

) [#INAP_VERSION] - This identifier gives the INAP Version value.

INAP_CS_VERSION_VALUE - This parameter is used to select INAP CS1 or INAP CS2 layer for
decoding. If it is set to 1, then INAP CS1 layer will be decoded, and INAP CS2 layer will be decoded if
the value is set to 2.

GL Communications Inc. 106 November 2013



Document Number: XX120-7.10.24-03

Appendix B - Configuring SS7Prot.ini file

The following figure shows the INAP layer being decoded when the INAP version value is set to
1.

=101

File Edit Format Wiew Help

[#PDU_ASSEMBLY] ﬂ
PDU_ASSEMBLY_DLL_NAME.O="ProtCapt557SccpXudtAssembly.DLL"
PDU_ASSEMBLY_PARSE_LEN_YAL_FILTER_LIST.0="ALL LEN 32-4096"

; 0 - Disable PCR, 1 - Enable PCR

[#PREYENTIYE_CYCLIC_RETRANSMISSION]
PREYENTIYE_CYCLIC_RETRANSMISSION = 0 ;1

[#MAP_YERSION]
MAP_YERSION_YALUE = 99 ;4

INAP_CS_WERSION_WVALUE = 2 is commented

[#INAP_YERSION]
INAP_CS_YERSION_YALUE =1 ;2

Hence, INAP_CS_VERSION_VALUE = 1 will be
[#CAMEL_Y¥ERSION] considered for decoding

CAMEL_YERSION_Y¥ALUE = 3 ;6

[#BTNR_PROTOCOL]

YALUE =1 J
-
il
File \iew Capture Statistics Database Call Detall Records  Configure  Help
Initiate: Call Attempt
1 1 00:00:00.022250 1} 2 1] End involke Releaze Call
2 1 2 00:00:00.041375 ?8 1 1] 2 0 Beaqin invake Initiate Call Attenpt
2 1 3 00:00:00.063625 37 1 1} 2 0 Continue invoke Connect
2 1 4 00:00:00.088250 721 a 2 ]
2 1 5 00:00:00.109750 B0 1 1] 2 0 Continue invake Event Report BCSH
2 1 6 00:00:00.129750 53 1 1} 2 0 End invoke Release Call
_‘;I 7 AN O-Nn 1 Aannn [ =) 1 n I n Cwd HETRTN PP Dl =1 _ILI
L »
SCCP user data = :-1622D4BD4146?DEDDEC25A12302D1DDD2DlzDSDBDADD?D4DEDSE[;|
Optional Variable Length FParaneters = Hone
(s=========== INAP Layer ============) =
IHAF Faclage Tvpe = CHOICE
Begin = TAG 01100010 APPL CONST (IMPLICIT SEQUEHCE)
Length = 45 {(=m2D)
Originating Transaction ID = TAG 01001000 APPL PRIM Tag
Length = 0
Originating ID Value = Edit IMI | C:\Program Files\G1 Communications Inc\tFrobe E1 Analyzer 55 7Fratini
ComponentPortion =
Length =
Component =
inwvoke =
Lengihm - FDI_ASSEMELT_DLL_MNAME.0="FrotCapt35 75 copudidssembly DLL™
1?"‘3 fh - POU_ASSEMBLY_PARSE_LEM_WaL_FILTER_LIST D="&LL LEN 32-4096"
ve’llg ~ | HPREVENTIVE_CYCLIC_RETRANSMISSION]
Opzrzfmn Code - PREVENTIVE_CYCLIC_RETRANSMISSION=D ;1
. B [H#i44P_VERSION]
1?'3*31 tgperat ion Code = | MAP VERSION VALUE=33 4
Sng on Code 14 ~ (| BINAP_YERSION] J
( peration Cods I = INAP_CS_WERSION_WALUE=1 ;2
Off-line Wigwing C:\Program Fileshal Comr [ﬁTh:lEFli_:gﬂEg'?lﬂncNﬂ_L\;ALUEza &
WAL LIE=1
[HFROTOCOL_DECODE_ITU]
SSMCAP_MIN=145
SSMCAP_Mas=146
S5MMAP_bIMN=5

Figure 118 : Decode of INAP CS1 Layer
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Appendix B - Configuring SS7Prot.ini file Document Number: XX120-7.10.24-03

o When INAP_CS_VERSION_VALUE is set to 2, the INAP decoding depends on the type of the
protocol standard selected. If SS7 ITU standard is selected, the INAP CS2 ITU layer gets decoded
as shown below.

=l

File Edit Format Yiew Help

[#PDU_ASSEMBLY] il
PDU_ASSEMBLY_DLL_NAME.0="ProtCapt557SccpXudtAssembly.DLL"
PDU_ASSEMBLY_PARSE_LEN_YAL_FILTER_LIST.0="ALL LEN 32-4096"

; 0 - Disable PCR, 1 - Enable PCR

[#PREYENTIVE_CYCLIC_RETRANSMISSION]
PREYENTIYE_CYCLIC_RETRANSMISSION = 0 ;1

[#MAP_YERSION]
MAP_YERSION_YALUE = 99 ;4

[#INAP_YERSION]

INAP_CS_YERSION_VALUE = 2 =1] INAP_CS_VERSION_VALUE = 1 is commented
Hence, INAP_CS_VERSION_WVALUE = 2 will be considered

[#CAMEL_YERSION]
CAMEL_YERSION_YALUE = 3 ;6

[#BTNR_PROTOCOL]

¥YALUE = 1
- I
I Protocol standard selection
Save Load Default
B Select summary columns o display
Menu checked options
é& Protocol standard selection
L=
File ‘iew Capture Statistics Database Call Detail Records Configure  Help
wim| B @S| AmEal =le B S 2 P ] o
Diew TSlot | Frame# TIME [Relative Len| BSM | BIB F5M FIE INAP C52 Component Tupe INAP CS2 Operation Code IN&P [
mmmm Irvoke Iriitiate Call Attempt
2 1 00:00:00.022250 53 |1 0 2 1] Irvoke Release Call
2 1 2 00:00:00.041375 781 0 2 1] Invoke Initiate Call Atternpt
2 1 3 O0:00:00.063625 97 1 1} 2 0 Imvoke Connect
2 1 4 00:00:00.038250 2.1 0 2 1]
2 1 5 00:00:00.109750 ED 1 0 2 1] Irvoke Event Report BCSM
2 1 6 O0:00:00129750 53| 1 1} 2 0 Imvoke Relzase Call
el 1 7 A0 A0 1 AQnnm E2 1 n ) n Lo vmle Dlmmmm =l il
o | Ll_l
Opticnal Variable Length Parameter = None =]
============ INAP CS2 ITU Laver ============) =
INAP 52 Package Tvpe = CHOICE
Begin = TAG 01100010 APPL CONST (IMPLICIT SEQUENCE)
Length = 45 (=2D)
Originating Transaction ID = TAGG 01001000 APPL PRIM Tag
Length = 4 (=04)
Originating ID Value = =14670500
ConponentPortion = TAG 01101100 APPL CONST (IMPLICIT SECUEHCE OF%
L th = ’
Csﬁganent = 4 Edit IMI | C:A\Program Filez\GI Communications InchtProbe E1 AnalyzerSS7Prat.ini
Invoke =
Length =
InwvokeID =
Length =
Values = POU_ASSEMELY_DLL_MAME.0="ProtCapts 575 coprudidssembly. DLL"
Operation Code = ' | PDU_ASSEMBLY _PARSE_LEW_“aL_FILTER_LIST.0="ALL LEM 32-4036"
Local Opsration Code = " | [APREVENTIME_CYCLIC_RETRAMSMISSION]
«| | PREVEMTIVE _CYCLIC_RETRAMSMISSION=0 1
[#MaP_VERSION]
OFf-line Yigwing |C:'|,Program FilesiGl Comn | tAR WERSIOR WALUE=39 4 '

[#INAP_VERSION]
INAP_CS_WERSION_WALLIE=2 1
[RCAMEL_VERSION]
CAMEL WVERSION_WALLIE=3 B
[#BTMR_PROTOCOL]
WaALLE=1
[#PROTOCOL_DECODE_ITL]
SEMNCAP_MIN=14E
SEMNCAP_Max=146
SEMNMAP_MIN=5

Figure 119 : Decode of INAP CS2 ITU Layer
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o If SS7 ETSI standard is selected, the INAP CS2 ETSI layer gets decoded as shown below.

E Select summary columns to display
- SS57ITU
Menu checked options S57 AMS]
J )
g,% Protocol standard selection e CHIM
ﬁNetwork,l'User side selection S57 UK
_ioix
File ‘Wiew Capture 3takistics Database Call Detall Records  Configure  Help
w|ih| VB 2©] M|w(Ea| =Ele| 8900 5w S0 P | GoTo |
Dev_ | Tslat] Framett| TIME (Relative) | Len| BSN_| BIB | FSM | FIB | INAP £52 Pack_ | INAP C52 Comparent Tupe | INAP £52 Operation Cads -
2 1 0 00:00:00.000000 a1 1] 2 1] Beain Invoke Initiate Call Atternpt
2 1 1 00:00:00.022250 53 1 0 2 0 End Irrwoke Release Call —
2 1 2 00:00:00.041375 781 1] 2 1] Begin Invoke Initiate Call Attermpt
2 1 3 00:00:00.063625 97 1 a 2 0 Continue Irvoke Connect
2 1 4 00:00:00.088250 721 a 2 a
2 1 5 00:00:00.103750 B0 1 0 2 0 Cantinue Invoke Ewent Report BCSM
2 1 6 00:00:00.123750 53 1 a 2 0 End Irvoke Release Call
) 1 7 O0- 000 1 A3annn =] 1 n a n CuwA RPN Py Dalaans =l _Iﬂ
4 I I »
Optiomal Wariahle Tength Parameter = None ﬂ
============ [HAF C5Z ETSI Laver ============-:) =
INAPCS2 Faclkags Tvoe = CHOICE
Begin = TAG 01100010 AFFL CONST (IMPLICIT SEQUENCE)
Length = 45 (wPT
Originati T ti ID = Ti .
i;g;ﬁi thg Sransaction _ ; Edit [MI | C:%Program FilesAGl Communications [nchProbe E1 Analyzer’S S 7Pt ini
Originating ID Valus = H
ComponentPortion = Ti
Length = 37
Component = 1
Invoke = Ti PDU_ASSEMELY_DLL_MAME.O="ProtCaptS575copudtdssembly DLL"
Length = 3% PDU_ASSEMBLY_PARSE_LEM_WAL_FILTER_LIST.0="ALL LEM 32-4038"
invakeID = Ti| [HPREVENTIVE_CYCLIC_RETRAMSHMISSION]
Length = 1| PREVEMTIVE_CYCLIC_RETRAMSMISSION=0 1
Value = 0| [#MAP_VERSION]
Operation Code = (1 =
Local Operation Code = Tif [HIMNAP VERSIOM] \'|
4| | INAP_CS_WVERSION_VaLIJE=2 ,'1_/f
[HCARELYERSION]
Off-line Yiewing |C:'|,Program Filestal Commu| CAMEL WERSION WMALLE=3 &
[HETMR_FROTOCOL]
W LIE=1
[#PROTOCOL_DECODE_ITU]
SSNCAP_MIN=146
SEMNCAP_MAx=14E
SENMAR_MIN=5

Figure 120 : Decode of INAP CS2 ETSI Layer

) [#CAMEL_VERSION] - This identifier gives the CAMEL Version value.

. CAMEL_VERSION_VALUE - This parameter is used to select CAMEL Rel6 or CAMEL Rel3 layer for
decoding. If it is set to 6, then CAMEL Rel6 layer will be decoded and CAMEL Rel3 layer will be
decoded if the value is set to 4.

o [#BTNR_PROTOCOL] - This identifier allows users to select TUP or IUP protocols for
decoding.

o VALUE - This parameter is used to select TUP or IUP (BTNR) for decoding. If it is set to 1, then IUP
(BTNR) will be decoded, else TUP will be decoded.
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o In addition, INI file can also be set to select the default summary fields for Surveillance (TCP/IP).
Click EditINI button and edit as follows:

o Ef Note:

The TCP_CONNECT_SUMMARY_SELECT_DEFAULT selection is not visible in INI decode option window due to
the presence of ‘$’ before the parameter.

[$TCP_CONNECT_SUMMARY_SELECT_DEFAULT] DEFAULT_SUM_COL_INDEX.11=15
DEFAULT_SUM_COL_INDEX.0=0 DEFAULT_SUM_COL_INDEX.12=16
DEFAULT_SUM_COL_INDEX.1=1 DEFAULT_SUM_COL_INDEX.13=17
DEFAULT_SUM_COL_INDEX.2=2 DEFAULT_SUM_COL_INDEX.14=18
DEFAULT_SUM_COL_INDEX.3=3 DEFAULT_SUM_COL_INDEX.15=23
DEFAULT_SUM_COL_INDEX.4=4 DEFAULT_SUM_COL_INDEX.16=24
DEFAULT_SUM_COL_INDEX.5=5 DEFAULT_SUM_COL_INDEX.17=25
DEFAULT_SUM_COL_INDEX.6=6 DEFAULT_SUM_COL_INDEX.18=26
DEFAULT_SUM_COL_INDEX.7=11 DEFAULT_SUM_COL_INDEX.19=27
DEFAULT_SUM_COL_INDEX.8=12 DEFAULT_SUM_COL_INDEX.20=37
DEFAULT_SUM_COL_INDEX.9=13 DEFAULT_SUM_COL_INDEX.21=38
DEFAULT_SUM_COL_INDEX.10=14 DEFAULT_SUM_COL_INDEX.22=39

This allows Analyzer to auto-select the columns on clicking Default in the configuration window as
shown in the figure below:

Il TCP Connection Dptions -0 x|
Save Load |Cefault

E Select summary columnh\ [~ Send Call Detail Records I~ | Send Traffic Summary ;I
Meny checked options \\— Select Frame/Packet Information to be sent aver TCPAP
"l)?g Prokocol standard selection \< Frame Octets ¥ Summary Fields [™ Status

%NetwnrHUser side selection

{:E} Time Farmak
? Wiews Filker

ﬂﬂ View Search

@D: TCP Connection Options
—

AI

r— Select Frame/Packet [nformation to be sent over TCRAP
™ Frame Octets v Summary Fields [ Status

Pertiodic Trace Saving Optio

Skarkup Cipki Status Field
artup Options SLC

@Data Link Groups DPC

K SR M
View Faont Size =

‘F 55N

IMI Decode Options &P B33 P
bAFP R399
{%Cepture Optians AP RS0
taF F33 El
taF Fd Pa
taF R4 Col

4| [ e | AP R99 Encr Code
AP Rd Package Type

MAP Rd Component Type LI

Figure 121 : Selection of Default Summary Fields for Surveillance (TCP/IP)
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Appendix B - Configuring SS7Prot.ini file

[#SS7_CALLTRACE_SELECTION] - This option will decode CNAM call detail records. To enable
this option user has to select protocol standard as 'SS7 ANSI' and change 'SS7_CALLTRACE_TYPE'
value as 2 i.e., SS7_CALLTRACE_TYPE = 2. to build CNAM call detail records.

[P s57Prot.ini - Notepad [_ [O]x]
Ele Edit Format View Help
=
[#PROTOCOL_DECODE_ANSI]
SSNIS41_MIN =& ; MAP -l
SSNIS41_mMax =6 y MAFR
SEMCMNAM_MTH = 2372 ; CHAM
SEMCRAM_M A = 237 ; CHAM
SENTCAP_MIN = 231 ; TCAP
SENTCAP _MAX = 231 ; TCAP
SSMCAP_MIN = 146
SEMNCAP _MAX = 146
: If 0 - ISUP
else - CHAME
[#557_CALLTRACE_SELECTION]
SS7_CALLTRACE_TYPE = 2
[#557_HIGH_SPEED_LINK_SELECTION]
HIGH_SPEED_LIMK_SELECT = 0; 1
[DEF_SUM_Fhwsical Link.0]
[DEF_SUM_MTPZ2.0] ;[
BAe557 Protocol Analysis 557 ANST =]
File Wiew Capture Statistics Database Call Detal Records Configure  Help
=@ WY % =2 P GoTo |
Dev TSlat SubCh TIME [Relativel|  Len | Encr | BSM [ BIE [ Fsn [ FIE | Status Field IR
1 2 1-7 0 000000, 000000 B3 a8 1 46 1 2_l
2 3 1-7 1 00:00:00.001428 70 E5 1 35 0 2
4 E 1-7 2 00:00:00.001571 B3 120 1 a0 1 1
1 8 1.7 3 00:00:00.002857 B3 26 0 g2 1 2
4 3 1.7 4 00:00:00.003285 3 36 1 14 1 2
4 2 1.7 5 00:00:00.004428 3 71 1 29 1 2
3 10 17 B 00:00:00.006285 70 55 1 49 1
|

7w
»

Completed

2011-06-03 14:52:04 52571

0000000 03 §57

=2 Completed 3
=3 Completed 2011-06-03 14:52:04 859285 000000 07 FO00 2
=4 Campleted 2011-06-03 14:62:04 560671 0000000 077671 P
=5 Campleted 2011-06-03 14:62:04 876142 0000000 054714 3
=& Carmpleted 2011-06-03 14:62:04 76236 000000 064000 3
ﬂ s [at ey it o) P A S A A AR N A ETFOTAA hh-hh-(ih [al-wtart | el

216,

0014 TCAP Package = CHOICE

0014 Response = TAG 11100100 PRIV CONST (IMPLICIT SEQUENCE)

001E  Length = 33 (m21)

ooic REesponding Transaction ID = TAG 11000111 PRIV FRIM Tag

001D Length = 4 (=04)

001E Fesponding ID Values = 489 (=000001E9)

nozz Component Portion = TAG 11101000 PRIV CONST (IMPLICIT SEQUENCE)

ooz3 Length = 25 (=19}

onz4 Component Type = CHOICE

noz4 Return REesult Last = TAG 11101010 PRIV CONST (IMPLICIT SEQUENCE)

onzs Length = 23 (x17)

nnze Component Id = TAG 11001111 PRIV PRIH Tag

nozz Length = 1 {=01)

onza Component IDs = =01 -
[l | 3|
calp | Call Stats Cal Start Date & Time | call Durafion | Dewna| T3] orc| DPc| call Type | il
= 0 Completed 2011-06-03 14:52:04 £44571 000000 O5TEET z 3 REL

|[E:\BACKURIUSERMANUALS Master_S | 108 863 Frames [

&I_I;

Figure 122 : CNAM Call Detail Records
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[#SS7_HIGH_SPEED_LINK_SELECTION] - This option will make the decode the SS7 links at

Document Number: XX120-7.10.24-03

higher signaling capacity SS7 links (1.536 and 1.984 Mbit/s, simply referred to as the 1.5 Mbit/s and

2.0 Mbit/s rates) are called High Speed Links. High speed links utilize the entire bandwidth of a T1

(1.536 Mbit/s) or E1 (1.984 Mbit/s) transmission facility for the transport of SS7 signaling messages.

These rates can be used as a national optional.

In the SS7Prot.ini, if the user sets the 'HIGH_SPEED_LINK_SELECT' value to 0, then MTP2 is
decoded as low speed link.

1ol x]
File Edit Formak Wiew Help

SSMNTCAF_MIN = 231 ; TCAF =]
SSNTCAR_MAX = 231 ; TCAP

SSMNCAP_MIN = 146 o
SSMCAP_MAX = 146

; If 0O - ISUP

: else - CNAME
[#S57_CALLTRACE_SELECTION]
SS7_CALLTRACE_TYPE = 0

[#S57_HIGH_SPEED_L IMK_SELECTION]
HIGH_SPEED_LIMK_SELECT = 1; O

[DEF_SUM_Physical Link.0] HIGH SPEFD LINK SELECT = 0 is commented

[DEF_SUM_MTPZ. 0] Hence, HIGH _SPEED LINK_SELECT = 1 will be
sum.0=BIE considered

sum.1=ESN

sum. 2=FIE

sum. 3=FSN

sum.4=Status Field

[DEF_SUM_MTF3.0] [

o If HIGH_SPEED_LINK_SELECT is set to 1 then MTP2 is decoded as High Speed Link.
=10/ x|
File Wiew Capture Statistics Database Call Detal Records  Configure  Help
||| B ¢S] Swm(E| =|e W FW[E] S0 P ] coTo |
Dev | TSit|  Sublh|  Framstt|  TIME (Relative] | len| Enor| BSN | BIB | FSM [ FIB | StatusField| 5LC | DPC | OPC [ S0«

N A

1234 53114

2 1 1 00:00:00.027625 1z 1927 1 1234 1.1.4
2 1 2 00:00:00.064125 1 1927 1 1234 1.1.4
2 1 8 00:00:00.068625 18 1927 1 1234 1.1.4
W2 1 4 00:00:00.083125 110 1927 1 1234 11.4
W2 1 5 00:00:00.103500 23 1927 1 1254 11.4
2 1 3 00:00:00.124875 22 1927 1 1294 1.1.4 =

Card? TimeSlot=1 Frame=0 at 00:00:00.000000 O Len=120
HDLC Frame Data + FCS

I_I'_I;I_

============ MTP? Layer ============ =

BSH = 1927 (10000111 ... 0111}

BIE =1 .. (1)

FSH = 1294 (00001110 ... 0101)

FIE =1 ... (1)

[BSL 11 = . 0 00000100 HSO Format]

Hex Dump of the Frame Data

87 87 0E 95 04 04 04 03 03 03 02 00 04 06 10 73 111 =
01 03 03 2E 03 27 C6 0OF 04 01 02 03 11 22 10 01 Y "
06 00 01 02 11 22 33 12 05 27 42 11 22 33 0D 07 "3 'B "
01 02 03 01 02 03 02 OF 02 45 00 EF OF 32 04 11 E1
01 01 11 0D 07 01 02 03 11 00 02 &5 E1 01 EO 29 Ua 2
01 03 13 02 11 31 32 04 91 01 01 11 33 04 01 02 12 - 3
FDI FF 35 01 00 24 01 1C 20 OB 08 02 00 06 26 A0 &y5 = |
A [

[
il
-
4 I Ib 4

N

OFf-line Yiewing |C:'I,F‘rogram Files\ Gl Communications |41 Frames |

Figure 123 : MTP2 Decoded in High Speed Link
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